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TUYEN BO BAN QUYEN
Tai liéu nay thudc loai sach gido trinh nén cac ngudn thong tin ¢ thé duge phép
ding nguyén ban hoic trich ding cho cac muc dich vé dao tao va tham khéo.
Moi muc dich khac mang tinh 1€ch lac hoac str dung v61 muc dich kinh doanh thiéu

lanh manh s€ bi nghiém cam.



LOI GIOI THIEU

Mon hoc "An toan hé théng thong tin" 1a mot mon hoc quan trong trong linh vuc
cong nghé thong tin. Myc tiéu chinh ctia mén hoc nay 1a gitp hoc sinh hiéu va ap dung
cac bién phap dé bao vé hé thng thong tin khoi cac mdi de doa va tin cong.

Hoc sinh s& dugc gidi thi€u vé cac khai niém co ban vé an toan thong tin, bao gff)m
bao mat mang, bao mat dir li¢u, va quan 1y rui ro. Tu do s€ hoc cach xac dinh va danh gia
cac 16 hong bao mat, 4p dung bién phap bao mat phu hop va tao ra ké hoach tng pho véi
xam nhap.

Mon hoc ciing s& trang bi cho hoc sinh kién thtrc vé chuan va quy tic bao mat thong
tin quan trong, gitp hoc sinh tham gia vao vi¢c bao v€ thong tin trong moi truong cong
viéc thuc té. An toan va bao mat thong tin 1a mdt khia canh quan trong ctia moi doanh
nghiép va to chirc, va mon hoc nay cung cap nén tang dé hiéu va thuc hién cac bién phap
an toan can thiét.

Tai liéu hoc tap duoc bién soan theo dung chuong trinh dao tao va cac quy dinh vé
cach trinh bay ctia Nha truong. Noi dung cua tai liéu hoc tip bao gdm cac chuong, trong
mdi chuong bao gém céac phan ndi dung chu yéu nhu sau:

- Muc ti€u cua chuong.
- Noi dung bai giang 1y thuyét.
- Bai tap van dung.

Nhim tao diéu kién cho nguoi hoc c6 mot bd tai liéu tham khdo mang tinh téng
hop, thong nhat va mang tinh thuc tién sau hon. Nhém nguoi day ching t6i dé xuat va
bién soan Gido trinh An toan hé théng théng tin danh riéng cho ngudi hoc trinh do
Trung cép.

Noi dung cua gido trinh bao gdm cac chuong sau:

Chwong 1: Giéi thi€u chung

Chuwong 2: L hong bao mit va cac phan mém doc hai

Chuong 3: Cac dang tin cong va cac phin mém ddc hai

Chwong 4: Pam bao an toan thong tin dua trén ma héa

Chuong 5: Cac ky thuat va cong nghé dam bdo an toan thong tin

Trong qua trinh bién soan, ching t6i da tham khao va trich dan tir nhiéu tai liéu
dugc ligt ké tai muc Danh muc tai liéu tham khao. Chung t61 chan thanh cam on céc tac

gia cua cdc tai li¢u ma chung t6i da tham khao.



Bén canh d6, gi4o trinh ciling khong thé tranh khoi nhiing sai s6t nhat dinh. Nhém
tac gia rat mong nhin duoc nhirng v kién dong gop, phan hoi tir quy dong nghiép, cac
ban nguo1 hoc va ban doc.

Tran trong cam on./.

NHOM TAC GIA
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GIAO TRINH MON HOQC

1. Tén mén hoc: AN TOAN HE THONG THONG TIN

2. Ma mon hgoc: MH19

3. Vi tri, tinh chét, y nghia va vai trd ciia mén hoc:

3.1. Vi tri: Gido trinh danh cho ngudi hoc trinh d6 Trung cép tai trudng Cao dang Thuong
mai va Du lich.

3.2. Tinh chét: Gido trinh cung cip kién thirc, k§ ning va ning luc ty cht va trach nhiém
cho ngudi hoc. Mon hoc "An toan hé théng théng tin" 1a mot mon hoc quan trong va da
dang, nhan manh su két hop gitta kién thirc 1y thuyét va thyc hanh, nham phat trién kién
thirc va k¥ ning dé bao vé hé thong thong tin trong mai truong cong nghé théng tin ngay
cang phuc tap.

3.3. Y nghia va vai tro ciia mén hoc: Mon hoc "An toan hé thong thong tin" dong vai
tro quan trong trong viéc bao v¢ thong tin va hé théng cta to chire khoi cac mdi de doa
mang. N6 gitip bao vé thong tin quan trong, dam bao su uy tin ciia to chirc va dbi pho véi
mdi de doa lién quan dén bao mat thong tin.

4. Muc tiéu ciia mon hoc:

4.1. VéKkién thic:

Al. Hiéu vé cac mdi de doa va tdn cong mang

A2. hiéu cach bao mat mang va hé théng mdy tinh, bao gdm viéc xac dinh 18 hong bao
mat, ap dung bién phdp bdo mat, va giam sat h¢ théng

A4. Biét cach danh gia rui ro bao mat thong tin va tao ra ké hoach tng pho voi xAm nhap.
Vé k¥ niing:

B1. K§ ning phan tich hé théng va mang dé xac dinh 16 hong bao mat, danh gia rui ro,
va tim hiéu vé cac mbi de doa mang

B2. Cach trién khai bién phép bao mat, bao gém viéc ciu hinh hé théng, xac dinh cac
quy tic tuong lira, va thiét 1ap cac cong cu bao mat.

B3. Ky ning bao vé dit lidu quan trong, bao gdm viéc ma hoa thong tin, quan 1y quyén
truy cap, va ap dung cac bién phap bao mat dir liéu ca nhan.B4. K§ ning tao bai thuyét
trinh

4.3 Vé niing lwc tw chii va trach nhiém:

C1. Nang luc quan 1y thoi gian

C2. Trach nhi€m v6i cong viéc



C3. Nang luc hoc tap va lam viéc doc lap

C4. Nang luc quan 1y thong tin

Thaoi gian hoc tap (gio)

Trong do
. Thuc
M3 . So | hanh/
MH Tén mon hogc tlno To?g Ly tlll.rc Kidm
chi 50 thuyét tap/ tra
bai
tap/tha
0 luan
I Cac mon hoc chung 12 | 255 94 148 13
MHO1 | Chinh tri 2 30 15 13 2
MHO2 | Phap luat 1 15 9 5 1
MHO03 | Gido duc thé chat 1 | 30 4 24 2
MHO04 | Gido duc qudc phong va an ninh 2 45 21 21 3
MHO5 | Tin hoc 2 45 15 29 1
MHO06 | Ngoai ngi 4 90 30 56 4
I Cac mon hgoc chuyén mon 64 | 1590 511 1035 44
1.1 | Mén hoc co so 15 225 184 31 10
MHO7 | Kinh té vi mo 3 | 45 43 - 2
MHO08 | Thuong mai dién tir can ban 3 45 43 - 2
MHO9 | Phap luat thwong mai dién tir 2 30 28 - 2
MH10 | Mang mady tinh 2 30 15 14 1
MH11 | Marketing dién tir 2 30 28 - 2
MH12 | Quan tri co so dit liéu 3 45 27 17 1
11.2 | Cac mén hoc chuyén mon 47 | 1335 298 1004 33
MH13 | Tiéng Anh thuong mai 4 60 o7 - 3
MH14 | Nghiép vu kinh doanh TM dichvu | 4 60 57 - 3
MH15 | Quan tri tac nghiép TMDT 4 60 57 - 3
MH16 Nghiéﬁ) vu van tdi, giao nhan va
bdo hiém trong TMDT 3 45 43 - 2
MH17 | Khai béo hai quan dién tir 2 30 28 - 2
MH18 | Thanh toan dién tir 2 30 28 - 2
MH19 | An toan h¢ thong thong tin 2 30 22 7 1
MH20 | Thuc hanh mang va quan tri mang | 3 90 - 86 4
MH21 | TH tac nghiép TMDT 3 90 - 86 4
TH van tai, giao nhan va bao hiém
MH22 trong'TMD%g 2 | 60 - 56 4
MH?23 | TH khai b4o hai quan DT 2 60 - 56 4
MH24 | Thyc tap tot nghiép 16 | 720 720




11.3 | Cdac mén hoc, mé dun tw chon 30 28 - 2
MH25 | K§¥ ning ban hang tryc tuyén 30 28 - 2
MH26 | Rui ro trong thuong mai dién tir 2 30 28 - 2

Tong cong 76 | 1845 | 605 1183 | 57
C5. Tu chu trong viéc giai quyét van dé
5. N¢i dung ctia mon hoc
5.1. Chuwong trinh khung
5.2. Chwong trinh chi tiét mén hoc
Thoi gian (gio)
S6 " 3
T Tén chwong, muc Tong Ly Thuc | Kiém
) thuyét | hanh tra
1 | Chuong 1. Giéi thi€u chung 2 2
5 Chuong 2. Ld hong bao mat va cac diém | 4 4
yéu hé thong
3 Chuong 3. Cac dang tan coéng va cac phan | 6 6
mém ddc hai
4 Chuong 4. Bam bao an toan thong tin dya | 14 6 7 1
trén ma hoa
s Chuong 5. Céc k¥ thuat va cong nghé dam | 5 4
bdo an toan thong tin
Cong 30 22 7 1

6. Diéu kién thuc hién mon hoc:

6.1. Phong hoc Ly thuyét/Thwe hanh: Dap tmg phong hoc chuan

6.2. Trang thiét bi day hoc: Projetor, may vi tinh, bang, phan

6.3. Hoc liéu, dung cu, mé hinh, phwong tién: Gido trinh, mo hinh hoc tap,...

6.4. Cac diéu Kién khac: Nguoi hoc tim hiéu thuc té vé cong tac xay dung phuong an

khic phuc va phong ngira rai ro tai doanh nghiép.

7. N§i dung va phwong phap danh gia:
7.1. No¢i dung:

- Kién thirc: Panh gia tat ca ndi dung da néu trong muc tiéu kién thirc




- K¥ nang: Péanh gia tat ca ndi dung da néu trong muc tiéu ky ning.

- Nang luc tu chu va trach nhiém: Trong qua trinh hoc tap, ngudi hoc can:

+ Nghién ciru bai trude khi dén 16p.

+ Chuén bj day du tai liéu hoc tap.

+ Tham gia day du thoi lugng mén hoc.

+ Nghiém tuc trong qua trinh hoc tap.

7.2. Phuong phap:

Nguoi hoc duge danh gia tich liiy mon hoc nhu sau:

7.2.1. Cach danh gia

- Viéc danh gia két qua hoc tap cua nguoi hoc dugc thyc hién theo quy dinh tai

Thong tu 04/2022/TT-BLDTBXH ngay 30/3/2022 cua B Lao dong — Thuong binh va

X4 hoi; Quy ché T chirc dio tao trinh d6 trung cap, trinh d6 cao ding theo phuong thirc

tich luy mo-dun, tin chi cia Nha truong ban hanh kém theo Quyét dinh sé 246/QP-

CDPTMDL ngay 01/6/2022 cua Hiéu truéng Truong cao dang Thuong mai va Du lich va

huéng dan cu thé theo timg mén hoc/mé-dun trong chuong trinh dio tao:

Piém danh gia

Trong so

+ Piém kiém tra thuong xuyén (Hé sb 1) 40%
+ Piém kiém tra dinh ky (Hé s6 2)
+ Diém thi két thic mén hoc 60%

7.2.2. Phuong phap danh gia

Phwong phap Phwong phap Hinh thirc Thoi diém
danh gia td chirc kiém tra Kiém tra
Thudng xuyén Viét/ Tu luan/ Sau 15 gio.
Thuyét trinh Tric nghiém
Dinh ky Viét/ Ty luan/ Sau 20 gi&
Thuyét trinh Trac nghiém
Két thuc mon Viét Ty ludn va tric Sau 30 gio
hoc nghiém

7.2.3. Cach tinh diém

- Piém danh gi4 thanh phan va diém thi két thiic mén hoc dugce chim theo thang

diém 10 (tir 0 dén 10), 1am tron dén mot chir s6 thap phan.
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- Piém mon hoc 1a téng diém cua tit ca diém danh gia thanh phan ctia moén hoc
nhan véi trong sé twong tng. Piém mon hoc theo thang diém 10 1am tron dén mot chir
sO thap phan, sau d6 duoc quy doi sang diém chit va diém sb theo thang diém 4 theo quy
dinh cua B§ Lao dong Thuong binh va Xa hoi vé dao tao theo tin chi.

8. Hwéng din thue hién mén hoc

8.1. Pham vi, ddi tweng ap dung: D4i tuong Trung cAp Cong nghé thong tin (UDPM)
8.2. Phuwong phap gidng day, hoc tip mon hoc

8.2.1. P6i véi nguoi day

* Ly thuyét: Ap dung phuong phap day hoc tich cuc bao gom: thuyét trinh ngan, néu
van dé, huéng dan doc tai liéu, bai tap tinh hudng, cau hoi thao luan....

* Bai tap: Phan chia nhém nho thuc hién bai tap theo ndi dung dé ra.

* Thao luan: Phan chia nhom nho thao luan theo ndi dung dé ra.

* Hwéng dan tw hoc theo nhém: Nhom truong phan cong cac thanh vién trong nhom
tim hiéu, nghién ctru theo yéu cau noi dung trong bai hoc, cd nhom thdo luan, trinh bay
noi dung, ghi chép va viét bao cdo nhom.

8.2.2. Poi véi nguwoi hoc: Nguoi hoc phai thuc hién cac nhi€ém vu nhu sau:

Nghién ctru k¥ bai hoc tai nha trudc khi dén 16p. Céc tai liéu tham khao s& duoc cung
cap ngudn trude khi ngudi hoc vao hoc mon hoc nay (trang web, thu vién, tai lidu...)

- Tham du t6i thiéu 80% cac budi giang 1y thuyét. Néu ngudi hoc vang >20% sd tiét Iy
thuyét phai hoc lai mon hoc méi dugc tham du ki thi 1an sau.

- Tham dy du céc bai kiém tra thuong xuyén, dinh ky.

- Tham dy thi két thic mén hoc.

- Chua ddng t6 chtre thue hién gio tw hoc.

9. Tai liéu tham khio:

[1]. Bai giang An toan hé thong thong tin, B mén CNTT, Truong CD Thuong mai — Du lich
[2]. Gido trinh An toan hé théng thong tin — PH Bach khoa Ha Noi

[3]. Gi4o trinh An toan bao mat hé théng théng tin — CP Kinh t ki thuat TP. H5 Chi Minh
[4]. Nguyén Thanh Hai, Gido trinh tin hoc vin phong, Nha xuat ban Vin hoa thong tin

[5]. Gido trinh An toan bao mat dit liéu — DPH Cong nghé thong tin va truyén thong (Pai
hoc Thai Nguyén)
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Chuwong 1. GIOI THIEU CHUNG

< GIOI THIEU CHUONG 1
Chuong 1 ctia mén hoc "An toan va bao mat thong tin" 1a mot phan quan trong dé hoc
vién lam quen véi linh vire an toan hé thdng thong tin. Chuong ndy cung cAp mét cai nhin
téng quan vé tim quan trong ctia an toan thong tin va nhiém vu quan trong ctia mén hoc
< MUC TIEU CHUONG 1
Sau khi hoc xong chwong nay, nguoi hoc co kha nang:
> Vé kién thikc:
- Hiéu khdi niém co bdn vé an toan théng tin va tai sao né quan trong doi véi té
chirc va ca nhan.
- Biét cich nhdn dién cac méi de doa mang phé bién, nhw virus mdy tinh, tdn céng
mang, va lira ddo truc tuyén.
- Hiéu cdc chudn bdo mdt quéc té va nganh cong nghiép, ciing nhw quy dinh lién
quan dén bdo mdt théng tin.
- Hiéu vai tré va trach nhiém ciia ngwoi qudn Iy an toan théng tin trong té chirc va
biét cach dam bdo an todan hé thong théng tin.
> Vé ky nang:
- Nhdn cdc méi de doa mang phé bién, nhuw virus mdy tinh, tan céng mang, va lira
ddo triee tuyén.
- Ndm vitng cdc chudn bdo mdt quoc té va nganh cong nghiép, ciing nhw quy dinh
lién quan dén bdo mdt théng tin.
- Hiéu vai tré va trach nhiém ciia nguoi qudn Iy an toan théng tin trong té chirc va
biét cach dam bdo an todn hé thong théng tin.
- Ndm vitng tam quan trong ciia an toan thong tin trong viéc bdo vé di liéu quan
trong, tranh mat lac tai chinh, va ddm bdo uy tin ciia to chike.
> Vé nang lwc tw chii va trach nhiém:
- Nang lwc vé quan 1y thoi gian, trach nhiém véi cong viéc
- Nang lyc hoc tdp va lam viéc doc lap
- Tw chii trong viéc gidi quyét van dé

< PHUONG PHAP GIANG DAY VA HQC TAP CHUONG 1
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v

v

Poi véi nguwoi day: sir dung phirong phdp gidng giang day tich cwc (dién gidng,
van dap, day hoc theo van dé); yéu cau nguoi hoc thuc hién cdu hoi thao lugn va
bai tap chuwong 1 (ca nhan hoac nhom).

Doi véi nguweoi hoe: chit ddng doc triede gido trinh (chiong 1) trude budi hoc; hoan
thanh ddy dii cau héi thdo ludn va bai tdp tinh hudng chicong 1 theo cd nhdn hodc
nhom va nop lai cho nguoi day dung thoi gian quy dinh.

PIEU KIEN THUC HIEN CHUONG 1

Phong hoc chuyén méon hoa/nha xwong: Phong hoc thuc hanh

Trang thiét bi mdy méc: May chiéu, may tinh va céc thiét bi day hoc khac

Hoc liéu, dung cu, nguyén vt ligu: Chuong trinh mon hoc, gido trinh, tai li¢u
tham khao, gido an, phim anh, va céc tai li€u lién quan.

Cic diéu kién khdc: Khong co

KIEM TRA VA PANH GIA CHUONG 1

Noi dung:

Kién thirc: Kiém tra va danh gid tat ca néi dung da néu trong muc tiéu kién thirc
Ky néng: Panh gid tat ca ndi dung dd néu trong muc tiéu ki nang.

Nang lyc tw chu va trach nhiém: Trong qua trinh hoc tdp, nguoi hoc can:

+ Nghién ciru bai truede khi dén I6p

+ Chudan bi dcfy du tai liéu hoc tap.

+ Tham gia ddy d thoi lwong mén hoc.

+ Nghiém tuc trong qud trinh hoc tdp.

Phwong phap:

Diém kiém tra thwong xuyén: 1 diém kiém tra (hinh thirc: hoi miéng)

Kiém tra dinh ky Iy thuyét: khong cé

< NOI DUNG CHUONG 1

1.1. Khai quat vé an toan thong tin

1.1.1. Thong tin

kién,..

* Thong tin la gi?

C6 rat nhiéu khai niém thong tin nhung khai niém thong tin 1a gi chinh xac nhét d6 la:

Thong tin 1a nhitng gi con nguoi thu nhan duge tir thé gidi xung quanh nhu sy vat, su

.Théng tin dem lai nhiéu kién thirc, su hiéu biét cho con nguoi. Theo wikipedia,
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dinh nghia thong tin 13 giai quyét sy khong chic chan; d6 1a cau tra 10i cho cau héi “thyc
thé 1a gi”. Do d6, xac dinh duoc ca ban chét cua cac dic tinh d6. Thong tin duoc lién két

voi1 cac dir liéu vi dir licu dai dién cho cac gia tri sé dugc quy cho cac tham so.

V& mit truyén thong, thong tin duoc thé hién dudi dang ndi dung cua tin nhin hoic théng
qua su quan sat truc tiép, gian tiép. Thong tin ciing ¢ thé duoc mé hoa thanh nhiéu dang

khac nhau dé truyén va giai thich.

Tuu chung, khai niém vé thong tin 1a sy phan anh sy vat, sy viéc, hién tugng cia thé gidi
khach quan, cac hoat dong cua con nguoi trong doi song xa hoi. Bi€u co ban l1a con nguoi
s€ tiép nhan thong tin dé lam tang hiéu bi€t cho minh va tién hanh nhiing hoat dong cé

ich cho cong dong.
* Théng tin sé la gi?

Thong tin s6 duoc dinh nghia tai Khoan 11 Diéu 3 Nghi dinh 71/2007/ND-CP Hudng

dan Luat cong nghé thong tin vé cong nghiép cong nghé thong tin do 1a:

San phém ndi dung thong tin s6 bao gém cac van ban, dir liéu, hinh anh, am thanh duoc

thé hién dudi dang thong tin sd, dugc luu gitt, truyén dua trén méi truong mang.

(Bai giang dién tir dwoc thye hién dwéi dang thong tin s6)

Theo quy dinh phap lut hién hanh thi san phdm ndi dung thong tin sé hién nay bao gdm

cac loai san pham sau:
a) Gido trinh, bai gidng, tai liéu hoc tap dudi dang dién tir;

b) Séch, bao, tai liéu dudi dang sb;
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¢) Céc loai tro choi dién tir bao gdm trd choi trén may tinh don, trd choi truc tuyén,

tro choi trén dién thoai di dong; tro choi tuong tac qua truyén hinh;

d) San pham giai tri trén mang vién thong di dong va cb dinh;

d) Thu vién sb, kho dit liéu s, tir dién dién tu;

e) Phim s6, anh s6, nhac s, quang cao $0;

g) Céc san phdm nodi dung thong tin sé khac.
Hiéu mot cach don gian, thong tin sb 1a thong tin dugc tao 14p bang phwong phap dung
tin hiéu sb.
* Khdi niém t6 chikc thong tin trong mdy tinh la gi?

Chtrc nang chinh ctia may tinh hién nay 1a xtr ly thong tin. Trong qué trinh xtr ly, may
tinh can tim dén, doc va ghi cic thong tin trén thiét bi luu trir. Néu to chtrc thong minh
mot cach hop 1y thi viée truy cap dén sé rat nhanh chong nhat 13 khi khéi luong thong tin
16n. Bé thuc hién duoc, hé diéu hanh t6 chirc théng tin cin phai theo cau tric hinh ciy

gom cdac t&p va thu muc.

1.1.2. An toan thong tin
An toan thong tin (Information security) 12 viéc bao vé chdng truy nhép, st dung, tiét 19,
sira d6i, hodc pha hiy thong tin mot cach trai phép, theo trang Wikipedia

(https://en.wikipedia.org/wiki/Information_security).

Theo cudn Principles of Information Security [1], An toan thong tin l1a viéc bao vé cac
thudc tinh bi mat (confidentiality), tinh toan ven (integrity) va tinh san dung (availability)

clia cac tai san thong tin trong qua trinh ching duoc luu trix, xir 1y, hodc truyén tai.
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INFORMATION
SECURITY

101

e CONFIDENTIALITY

(Cdc thuoc tinh can bdo vé cua tai san thong tin: Bi mat - Confidentiality,
Toan ven - Integrity va San ding - Availability)

An toan thong tin gém hai linh vuc chinh 13 An toan céng nghé théng tin (Information
technology security, hay IT security) va BPam bao thong tin (Information assurance). An
toan cong nghé thong tin, hay con goi 1a An toan may tinh (Computer security) 1a viéc
dam bao an toan cho cac hé thdng cong nghé thong tin, bao gdm cac hé théng may tinh
va mang, chong lai cac cudc tin cong pha hoai. Pam bao thong tin 13 viéc dam bao thong
tin khong bi mét khi X4y ra cac sy ¢, nhu thién tai, hong hoc, trom cép, pha hoai,... Pam
bao thong tin thuong dugc thuc hién st dung cac ky thuat sao luu ngoai vi (offsite
backup), trong d6 dit liéu thong tin tir hé thdng gbc duoc sao luu ra cac thiét bi luu trix
vat ly dat & mot vi tri khac.

1.1.;'3. H¢ thong thong tin
H¢ thong thong tin (Information system), theo cuon Fundamentals of Information
Systems Security [2] 1a mot hé théng tich hop cac thanh phan nham phuc vu viéc thu
thap, luu trit, x{r Iy thong tin va chuyén giao thong tin, tri thirc va cac san pham s. Trong
nén kinh té s6, hé thong thong tin dong vai trd rat quan trong trong hoat dong ctia céac to
chtic, co quan va doanh nghiép (goi chung 1a to chtrc). C6 thé néi, hau hét cac to chirc
déu str dung cac hé théng thong tin voi cac quy mo khac nhau dé quan 1y cac hoat dong

cua minh.
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X 14
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Regulatory Stockholders Competitors
Agencies

(Hinh anh minh hoa mo hinh mot hé théng thong tin dién hinh)
Trong md hinh nay, mdi hé thong thong tin gdm ba thanh phéan chinh:
(i) thanh phan thu thap thong tin (Input)
(ii) thanh phan xir Iy thong tin (Processing)
(iii) thanh phan két xuat thong tin (Output).

Hé théng thong tin duoc st dung dé tuong tic v6i khach hang (Customers), v6i nha cung
cdp (Suppliers), v6i co quan chinh quyén (Regulatory Agencies), voi cd dong
(Stockholders) va v&i ddi thu canh tranh (Competitors). Co thé néu 1a mét sé hé thong
thong tin dién hinh nhu cac hé 1ap ké hoach ngudn lyc doanh nghiép, cac may tim kiém

va céac hé thong thong tin dia 1y.

Trong 16p cac hé thong thong tin, hé thong thong tin dya trén may tinh (Computer-based
information system), hay str dung cong nghé méy tinh dé thuc thi cac nhiém vu 1 16p hé
thong thong tin duoc sir dung rong rai nhat. Hé thong thong tin dya trén may tinh thuong
gbm céc thanh phan: phan ctng (Hardware) dé thu thap, luwu trit, xir Iy va biéu dién dir
liéu; phan mém (Software) chay trén phan cimg dé xur Iy dir liéu; co s& dit liéu (Databases)
dé luu trit dir liéu; mang (Networks) 14 hé théng truyén din thong tin/dir liéu; va cac tha
tuc (Procedures) 1a tap hop cac 1énh két hop cac bd phan néu trén dé xtr 1y dir liéu, dua

ra két qua mong muon.
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(Cdc thanh phan ciia hé thong thong tin va an todn hé thong thong tin)

1.1.4. Mot s6 khai niém lién quan ? ’

* Truy nhdp (Access) 1a viéc mot chu thé, nguoi dung hoac mot doi tuong c6 kha nang
su dung, xur ly, sura doi, hodc gay anh hudng dén mot chu thé, nguoi dung hodc mat doi
twong khac. Trong khi ngudi ding hop phap c6 quyén truy nhap hop phap dén mot hé
thong thi tin tic truy nhap bat hop phap dén hé thong.

* Tai san (Asset) 13 tai nguyén cua cac to chirc, ca nhan duoc bao vé. Tai san ¢ thé 1a tai
san 16 gic, nhu mot trang web, thong tin, hodc dit li¢u. Tai san c6 thé 12 tai san vat 1y, nhu
hé théng may tinh, thiét bi mang, hodc cac tai san khac.

* Tan céng (Attack) 1a hanh dong c6 chi y hodc khong c6 chil ¥ c6 kha ning gay hai,
hodc lam thoa hiép cac thong tin, h¢ théng va céc tai san duoc bao vé. Tan cong co thé

chu dong hodc thu dong, truc tiép hodc gian tiép.
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1.2. M{t s0 nhin nhan va sy can thi€t cia an toan bao mat thong tin

Thiét bi két néi (dom vi: ¥ cii)

M .

15 [ CcAGR
2 v PL o 2015-2021
20 ==

15

(S6 lwong cdc thiét bi két néi vao Internet dén 2015 va dw bdo dén 2021)

Trong nhitng nim gan day, cung voi sy phat trién manh mé cua cac thiét bi di dong, va
dic biét 1a céc thiét bi loT (Internet of Things), sb luong nguoi dung mang Internet va sb
luong thiét bi két ndi vao mang Internet ting truéng nhanh chong. Theo thong ké va dy
béo cua Forbes [3] nhu hinh anh trén, thi sé luong cac thiét bi c6 két ndi Internet 1a
khoang 15 ty va du béo s& ting manh 1én khoang 28 ty thiét bi c6 két ndi vao nim 2021.
Céc thiét bi IoT két ndi théng minh 13 nén tang cho phat trién nhiéu ing dung quan trong
trong cac linh vuc ctia doi séng xa hoi, nhu thanh phd théng minh, cong dong thong minh,
ng6i nha thong minh, ing dung gidm sat va cham soc strc khoe,...

Number of reported incidents
80,000

70,000 67,108
61214

48 562

21776 47 854

paif= ]

20,000 18.843
11,811

10,000 5,503

2006 2007 2008 2009 2010 2011 2012 2013 2014

(S6 lieong cdc su c6 toan hé thong théng tin dwoc thong bdo dén
Co quan ung cieu khan cap may tinh (US-CERT) trong giai doan 2006 - 2014 [4])

Cung vo1 nhiing 191 ich to 16n ma céc thiét bi két noi Internet mang lai, cac sy c6 mat an

toan thong tin ddi véi cac hé thong may tinh, dién thoai di dong théng minh, cac thiét bi
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IoT va nguoi dung ciing ting vot. Theo s6 liéu ghi nhan cua Co quan Théng ké qudc gia
Hoa Ky cho & hinh trén, s6 lwong cac su cd mét an toan h¢ théng thong tin duoc thong
b4o dén Co quan tng ctru khan cap may tinh (US-CERT) trong giai doan 2006 - 2014
tang rat manh, tir 5.503 vu vao nam 2006 1én dén 67.168 vu vio nim 2014. O Viét Nam,
trong bao cdo “Tong két an ninh mang nim 2015 va dy bao xu hudng 2016 [5], Tap
doan Bkav cho biét 8.700 ty dong 1a tong thiét hai wéc tinh do virus may tinh gay ra doi
v6i ngudi ding Viét Nam trong nam 2015. Con sé nay van & mirc cao va tiép tuc tang so
v6i 8.500 ty dong ctia ndm 2014. Dy béo trong nim 2016 va cac nam tiép theo, s6 luong
su ¢6 va thiét hai do mat an toan thong tin gay ra con co thé 16n hon nita, do sd luong
thiét bi két ni ting truong nhanh chéng va nguy co tir sy phat trién manh cta cac phan

mém doc hai va cac k¥ thuat tan cong, pha hoai tinh vi.

Nhu vay, viéc ddm bao an toan cho thong tin, may tinh, hé théng mang va cac thiét bi két
nbi khac, chéng lai cac truy nhép trai phép va cac cudc tin cong pha hoai 13 rit can thiét
khong chi d6i véi cac ¢4 nhan, co quan, to chirc, doanh nghiép ma con ca d6i véi an ninh
qudc gia. Hon nita, viéc xay dung cac giai phap an toan thong tin chi thuc sy hiéu qua
khi duoc thuc hién bai ban, d@)ng bd, dam bao can béng gifta tinh an toan, tinh hitu dung

ctia hé thong va chi phi dau tu cho cac bién phap dam béo an toan.
1.3. Cac yéu cau dam bio An toan thong tin va Hé thong thong tin

Nhu da trinh bay trong Muc 1, viéc dam bao an toan thong tin hodc hé théng thong tin 1a
viéc dam bao ba thudc tinh cta thong tin hodc hé thong thong tin, bao gdm tinh Bi mat
(Confidentiality), tinh Toan ven (Integrity) va tinh Sdn dung (Availability). Ngoai ra &
mot s6 hé théng con bd sung thém yéu cau vé tinh Chdng thoai thac (Non-repudiation).

Pay ciing 12 bon yéu cau dam bao an toan thong tin va hé thong thong tin.

1.3.1. Bi mat (Conﬁdgntiality) 7 ‘

Tinh bi mat ddm bdo rang chi nguoi dung c6 tham quyén mdi dugc truy nhap thong tin,
hé thdng. Cac thong tin bi mat c6 thé bao gém: (i) dit liéu riéng ctia ca nhan, (ii) cac théng
tin thudc quyén s hiru tri tué ctia cac doanh nghiép hay cac co quan, t6 chie va (iii) cac
thong tin ¢o lién quan dén an ninh cua cac qudc gia va cac chinh phu. Theo d6 chi nhimng
ngudi c6 thAm quyén (c6 thé khong gdm ngudi soan thao vin ban) méi duge doc va phd

bién van ban.
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(Minh hoa mét van ban dwoc déng ddau Confidential - Mdt)

Vi du thyc té vé tinh bi mat ma chung ta thuong gap nhu: Trong hé thong ngan hang,
khach hang chi duoc phép xem thong tin vé tai khoan ciia minh nhung khong dugc phép

xem thong tin tai khodn cua nguoi khac.

Nl “ o
. J i ~ ] oA ay
k‘i h — 2% — Internet  e— ) (O em—
L& ' / — =
- 7 4 ) =
S— g
.
Duong him VPN mi hoa
Géi tin IP duge md héa
Tin duoc 3n div
Dir lidgu Dir ligs
khén: pessss—————— GIS'%' EEssssssss————)>  khéng

(Pdm bado tinh bi mdt bang dwong ham VPN, hodc md héa)

Thoéng tin bi mat luu trit hodc trong qua trinh truyén tai cin dugc bao vé bang cac bién
phap phu hop, tranh bi 16 lot hodc bi ddnh cap. Cac bién phap co thé sir dung dé dam bao
tinh bi mat cua thong tin nhu bao v¢ vat 1y, hodc sir dung méat ma (cryptography). Hinh
anh trén minh hoa viéc dam bao tinh bi mat bang cach sir dung duong ham VPN, hoic

mi hoa dé truyén tai thong tin.

1.3.2. Toan ven (Integrity) 7 9

Tinh toan ven dam bao rang thong tin va dir li¢u chi co6 thé duogc stra d61 bdi nhitng nguoi
ding c6 thim quyén. Tinh toan ven lién quan dén tinh hop 1& (validity) va chinh xac
(accuracy) cta dir liéu. Trong nhiéu t6 chirc, thong tin va dit liéu c6 gia tri rat 16n, nhu
ban quyén phan mém, ban quyén 4m nhac, ban quyén phat minh, sang ché. Moi thay doi

khong c6 thim quyén c6 thé anh hudng rat nhiéu dén gia trj cta thong tin. Thong tin hodc
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dir liéu 14 toan ven néu nd thoa man ba diéu kién: (i) khong bi thay d6i, (ii) hop 18 va (iii)

chinh xac.

Mot vi du dién hinh nhét cho tinh toan ven d6 la: Trong hé théng ngan hang, mgt khach
hang khong thé tu ¥ thay doi sé du tai khoan ctia minh khi khong c6 bat ky mot hoat dong
giao dich hop 1€ nao.

1.3.3. Sin dung (Availability)
Tinh sin dung, hodc kha dung dam bao rang thong tin, hodc hé théng c6 thé truy nhap
boi nguoi diung hop phap bat ctr khi nao ho ¢6 yéu cau. Tinh sin dung co thé dugc do

bang cac yéu to:
- Thoi gian cung cap dich vu (Uptime);
- Thoi gian ngimg cung cap dich vy (Downtime);
- Ty 1€ phuc vu: A = (Uptime) / (Uptime + Downtime);
- Thoi gian trung binh giita cac sy ¢;
- Thoi gian trung binh ngimg dé stra chira;

- Thot gian khoi phuyc sau sy ¢o.

I LL

(b)

(Minh hoa tinh san ding: (a) khéng dam béo va (b) dam bdo tinh san ding)

Trudng hop (a) hé thong khong dam bao tinh san dung khi c6 mot s6 thanh phan gip su
c6 thi khong c6 kha nang phuc vy tat ca cac yéu cau ciia ngudi dung va (b) hé thong dam

bao tinh sin dung khi cac thanh phan cua n6 hoat dong binh thuong.

Vi du: Trong hé théng ngan hang, can dam bao rang khach hang c6 thé truy van thong

tin s6 du tai khoan bét ctr lic ndo theo nhu quy dinh.
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1.3.4. Chong thoai thac (Non-repudiation)
Tinh chéng thoai thac la kha ndng ngan chan viéc tu chdi mot hanh vi d3 lam trén hé

thong.

Vi du: Trong hé théng ngan hang, c¢6 kha ning cung cip bang chimg dé chimg minh mot
hanh vi ctia khach hang da lam nhu rat hoac chuyén tién trén tai khoan cua ho.

1.4. CAc thanh phén cia an toan thong tin

An toan thong tin c6 thé dugc chia thanh ba thanh phan chinh: an foan mdy tinh va div
lieu (Computer & data security), an ninh mang (Network security) va qudn ly an toan
théng tin (Management of information security) [1]. Ba thanh phan cta an toan thong tin
c6 quan hé mat thiét va giao thoa vdi nhau, trong d6 phan chung ctia ca ba thanh phan

trén 1a chinh sdach an toan thong tin (Policy) nhu minh hoa.

Information

security Network

security

IManagemeant of

! , , Policy
information security

Computer & data security

(Cdc thanh phan chinh ciia An toan théng tin)

1.4.1. An toan may tinh va dir liéu (Computer & data security)
An toan may tinh va dir liéu la viéc dam bao an toan cho hé thong phan ciing, phan
mém va dir liéu trén may tinh; dam bao cho may tinh c6 thé van hanh an toan, dap
g cac yéu cau cia nguoi st dung. An toan may tinh va dit liéu bao gém céc noi
dung:

- Pam bao an toan hé diéu hanh, ung dung, dich vu.

- Vén dé diéu khién truy nhap;

- Van dé ma hoa va bao mat dit liéu;

- Vén dé phong chong phan mém doc hai;

- Viée sao luu tao dy phong dir liéu, dam bao dir liéu luu trong mdy tinh khong bi

mat mat khi xay ra su cb.
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(Minh hoa dam bdo an toan may tinh va dir liéu)

1.4.2. An ninh mang (Network security)
An ninh mang 13 viéc dam bao an toan cho hé thong mang va cac thong tin truyén tai
trén mang, chong lai cc tn cong, xAm nhap trai phép. Cac k¥ thuat va cong cy thudng
dugc st dung trong an ninh mang bao gom:

- Cac tudng ltra, proxy cho loc goi tin va diéu khién truy nhap;

- Mang riéng 4o va cac k¥ thuat biao mat thong tin truyén nhu SSL/TLS, PGP;

- Céc ky thuat va hé théng phat hién, ngan chan tan cong, xam nhap;

- Vén dé giam sat mang.

1.4.3. Quéan ly an toan thong tin (Management of information security)

Quan ly an toan thong tin 1a viéc quan ly va giam sat viéc thuc thi cac bién phap dam
bao an toan thong tin, gitip nang cao hidu qua cta ching. Mot trong cac ndi dung cot
161 cuia quan 1y an toan thong tin 1a viéc quan 1y cac ruai ro (Risk management), trong
d6 viéc nhan dang va danh gia rai ro (Risk assessment) dong vai tro then chdt. Cac
noi dung khac cia quan 1y an toan thong tin, bao gdm cac chuan an toan thong tin,
chinh sach an toan thong tin va van dé dao tao, nang cao ¥ thic an toan thong tin cua
nguoi dung.
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Implement
(Chu trinh quan ly an toan thong tin)
Vi¢e thyc thi quan 1y an toan thong tin can duoc thuc hién theo chu trinh lap lai, tur
khau 1ap ké hoach (Plan), thyc thi ké hoach (Implement), giam sat két qua thuc hién
(Monitor) va thuc hién céc kiém soat (Control) nhu minh hoa trén, do cac diéu kién
bén trong va bén ngoai thay doi theo thoi gian.
1.4.4. Chinh sach an toan thong tin (Policy)

I T I

Organization Physical Logical
Security Security Security
Measures Measures Measures
———— ——=

(Chinh sach an toan thong tin)

Chinh séach an toan thong tin (Information security policy) 1a cac ndi quy, quy dinh
clia co quan, tO chtrc, nhdm dam bao cac bién phap dam bao an toan thong tin duoc
thyc thi va tuan thii. Chinh sach an toan thong tin gdm 3 thanh phan:

- Chinh sach an toan & muc vat 1y (Physical security policy)

- Chinh sach an toan & murc to chirc (Organizational security policy)

- Chinh sach an toan 6 murc logic (Logical security policy)
Mot vi du vé chinh sach an toan thong tin: dé ting cudng an toan cho hé théng cong
ngh¢ thong tin, mot t chire co thé 4 ap dung chinh sach xéac thuc manh sir dung céc dac
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diém sinh tric (Biometrics), nhu xac thyc sir dung véan tay thay cho mat khau truyén
thng cho hé thong cira ra vao trung tam dit 1iéu, hodc ding nhip vao hé thong may
tinh.

1.5. Cac moi de doa va nguy co trong cic ving ha ting Cong ngh¢ thong tin
1.5.1. Bay viing trong co s¢ ha ting CNTT

Ha ting cong nghé thong tin (IT Infrastructure) ctia cac co quan, to chirc, doanh nghiép
c6 thé c6 quy mo 16n hay nho khac nhau, nhung thuong gdm bay ving theo mirc két
nbi mang nhu hinh minh hoa.

] =
LAN Domain LAN-to-WAN Domain WAN
2 Domain !
User Workstation Secver e h
Domain Domain J Firewall
| i J — “~ o Fieowat
W | €=
Computer Hub ﬁomer E S
N >
Remote Access Domain Welnkame Applicaton &
Waob Sorvor
™ Broadband ‘)
LU= Internet 4
NS -// <3 Cioud Computing
Remole Computer = System/Applications
User Domain

(Bay ving trong ha tang CNTT theo mitc két néi mang [2])
Cac vung cu thé gdm: vung ngudi dung (User domain), ving mdy tram (Workstation
domain), vung mang LAN (LAN domain), ving LAN-to-WAN (LAN-to-WAN
domain), vung mang WAN (WAN domain), vung truy nhdp tir xa (Remote Access
domain) va vung h¢ théng/ting dung (Systems/Applications domain). Do moi ving ké
trén ¢ dac diém khac nhau nén ching c6 cac mbi de doa va nguy co mat an toan
thong tin khac nhau.
1.5.2. Cac moi de doa va nguy co trong cac vang ha ting CNTT
* Vung nguoi dung
C6 thé n6i vaung ngudi dung 13 ving ¢6 nhiéu méi de doa va nguy co nhét do ngudi
ding c6 ban chat kho doan dinh va kho kiém soat hanh vi. Cac van dé thudong gap nhu
thiéu y thirc, coi nhe van dé an ninh an toan, vi pham cac chinh sach an ninh an toan;
dua CD/DVD/USB véi cac file ca nhan vao hé thong; tai anh, 4m nhac, video trai
phép; phd hoai dir 1i€u, ing dung va h¢ thong, cac nhén vién bat man co thé tin cong
hé thong tir bén trong, hodc nhan vién cé thé tong tién hodc chiém doat thong tin nhay
cam, thong tin quan trong.
* Vung may tram
Vung may tram cling co nhiéu méi de doa va nguy co do ving may tram tiép xtc truc
tiép voi vung nguoi dung. Cac nguy co thuong gap gdm: truy nhap trai phep vao may
tram, hé thong, g dung va dir lidu; cac 16 hong an ninh trong hé diéu hanh, trong
cac phan mém tng dung may tram; cac hiém hoa tir virus, ma doc va cac phan mém
doc hai. Ngoai ra, viing may tram ciing chiu cac nguy co do hanh vi bi cdm tir ngudi
dung, nhu dua CD/DVD/USB véi céc file cd nhan vao hé¢ théng; tal anh, am nhac,
video trai phép.
* Vung mang LAN
Céc nguy co c6 thé c6 ddi v6i ving mang LAN bao gom: truy nhép trai phép vao
mang LAN vat 1y, truy nhap trai phép vao hé théng, ung dung va dit liéu; cac 16 hong

26



an ninh trong hé diéu hanh va cac phan mém mg dung may chii; nguy co tir ngudi
dung gia mao trong mang WLAN; tinh bi mat dir liéu trong mang WLAN c6 thé bi de
doa do song mang thong tin cia WLAN truyén trong khong gian c6 thé bi nghe trom.
Ngoai ra, cac hudng dan va ciu hinh chuin cho may chi LAN néu khéng duoc tuan
thii nghiém ngit s& dan dén nhitng 16 hong an ninh ma tin tic c6 thé khai thac.

* Vung mang LAN-to-WAN

Ving mang LAN-to-WAN 1a ving chuyén tiép tir mang ndi bd ra mang dién rong,
nén nguy co 1on nhét 14 tin tic tir mang WAN c6 thé tham do va ra quét tréi phép cac
cong dich vu, nguy co truy nhap trai phép. Ngoai ra, mot nguy co khac can phai xem
xét 13 15 hong an ninh trong cac bd dinh tuyén, tudng lira va cac thiét bi mang khac.
*Vung mang WAN

Ving mang WAN, hay mang Internet 12 ving mang md, trong d6 hau hét dix liéu duoc
truyén dudi dang 13, nén cac nguy co lon nhat 1a dé bi nghe trom va dé bi tan cong
pha hoai, tn cong tir chdi dich vu (DoS) va tir chdi dich vu phén tan (DDoS). K¢ tan
cong co thé ty do, d& dang giri email c6 dinh kém virus, su va cac phan mém doc hai.
* Vung truy nhdp tir xa

Trong vung truy nhép tir xa, cac nguy co dién hinh bao gém: tin cong kiéu vét can
vao tén nguoi dung va mat khau, tin cong vao hé thong ding nhap va diéu khién truy
nhap; truy nhap trai phép vao hé thong CNTT, tng dung va dit liéu; cac thong tin bi
mat c6 thé bi danh cép tir xa; va van dé ro ri dir liéu do vi pham cac tiéu chuan phan
loai dir liu.

* Viing hé thong va iing dung

Trong vung h¢ thong va tmg dung, cic nguy co co thé bao gom: truy nhap trai phép
dén trung tam dir liéu, phong may hodc ti cap; cac kho khan trong quan ly cac may
chu voi yéu cau tinh sin dung cao; cac 16 hong trong quan 1y cac phan mém tmg dung
ctia hé diéu hanh may chu; cac van dé an ninh trong cac moi truong ao cua dién toan
dam may; va van dé hong hoc hodc mat dir licu.

1.6. M hinh tong quat dam b3o an toan thong tin va hé thong thong tin

1.6.1. Nguyén tic dam bao an toan thong tin, hé théng va mang

(Cdc I6p bdo vé can can bang giiva Tinh hitu dung - Usability,
Chi phi - Cost va An toan - Security)
Nguyén tic chu dao xuyén sudt trong dam bao an toan thong tin, hé théng va mang 1a
Phong vé nhiéu 16p co chiéu sau (Defence in Depth). Theo nguyén tic nay, ta can tao
ra nhiéu 16p bao vé, két hop tinh ning, tac dung ciia mdi 16p dé dam bao an toan tdi
da cho thong tin, h¢ thong va mang. Mot 16p, mot cong cu phong vé riéng 1€ du co
hién dai, nhung van khong thé dam bao an toan. Do vay, viéc tao ra nhleu 16p béo vé
c¢6 kha niang bo sung cho nhau 13 cach 1am hiéu qua. Mot diém khéac can luu y khi thiét
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ké va trién khai hé thong dam bao an toan thong tin 13 cAn can bang gitta tinh hitu
dung (Usability), chi phi (Cost) va an toan (Security) nhu hinh minh hoa trén.

Hé théng dam bao an toan thong tin chi thuc su phi hop va hiéu qua khi hé thong
dugc bao vé dat mirc an toan pht hop ma van c6 kha ning cung cép cac tinh ning hiru
dung cho nguoi dung, véi chi phi cho ddm bao an toan phu hop véi tai san dugce bao
\(

1.6.2. M6 hinh tong quat dam bzo an toan thong tin va hé théng thong tin

Mo hinh dam bao an toan thong tin véi bay 16p bao vé, bao gdm 16p chinh sach, thii
tuc, y thuc (Policies, procedures, awareness); 1op vat 1y (Physical); 16p ngoai vi
(Perimeter); 16p mang ndi bo (Internal network); 16p host (Host); 16p ung dung
(Application) va lop dir liéu (Data). Trong mo hinh nay, dé truy nhap dugc dén ddi
tuong dich 1a dit ligu, tin tac can phai vuot qua ca 7 16p bao ve.

oo

“““ { Host )

|| —{ Internal Network )

|

{  Physical |

(M6 hinh dam bado an toan thong tin voi bay [6p)
Tuong ty, md hinh phong vé gom 3 16p chinh: 16p an ninh co quan/td chirc, 16p an
ninh mang va 16p an ninh hé thong. Mdi 16p chinh lai gdm mét s6 16p con nhu sau:
- Lép an ninh co quan/to chtic (Plant Security), gom 2 16p con:
+ Lép bao vé vat Iy (Physical Security) ¢ nhiém vu kiém soat cac truy nhap vt 1y

dén céc trang thiét bi hé théng va mang.

+ L&p chinh sach & thi tuc (Policies & procedures) bao gdm cac quy trinh quan 1y an
toan thong tin, cac hudng dan van hanh, quan 1y hoat dong lién tuc va phuc hoi sau sy
cb.

- Lép an ninh mang (Network Security), gdbm 2 16p con:

+ Lop bao vé vung han ché truy nhap (Security cells and DMZ) cung cdp céac bién
phap bao v¢ cho tirng phan doan mang.

+ L6p cac tuong lira, mang riéng ao (Firewalls and VPN) duoc trién khai nhu diém
truy nhap duy nhat dén mot phan doan mang.

- Lép an ninh hé thdng (System Integrity), gdm 4 16p con:

+ Lép ting cuong an ninh hé théng (System hardening) dam bao viéc cai dit va cau
hinh c4c thanh phan trong hé théng dam bao céc yéu cau an toan.

+ Lép quan tri tai khoan nguoi ding (User Account Management) thyc hién kiém soat
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truy nhap dua trén quyén truy nhap va cac dic quyén ctia ngudi ding.

+ L&p quan ly cac ban va (Patch Management) c6 nhiém vu dinh ky cai ddt cac ban
va an ninh va céac ban cap nhat cho hé théng.

+ Lop phat hién va ngan chin phan mém doc hai (Malware detection and prevention)
c6 nhiém vu bao vé hé théng, chéng Virus va cac phén mém doc hai khac.

Plant Security

* Physical access to faclities and equipment

e
' 'Opimﬂdoum

Potential - * Busness Conbruly Management &

Vi R Network Security

Secwity cells & DMZ

* Secure architecture based on network segmentation
i nwals and VPN

lenlahon of Firewals as the only access
nt {0 a securly cell

System Integrity

System hardening

* Adapting system fo be secure by default

User Account Management

» Access contrdl based on user nghts and privileges
Patch Management

« Regular impementaton of patches and updates
"wnee: Malware detection and prevention

DCS: Dstrbuted Controt System

SCADA: Supervisory Control and Data Acquistion » Anll Virus and Whitelsting

(Mo hinh dam bao an toan thong tin voi ba lop chinh)
< TOM TAT CHUONG 1
Trong chuong nay, mot s6 ndi dung chinh duoc gidi thiéu:

- Khai Niém vé An Toan H¢ Thong Thong Tin: Chuong bit ddu bang viéc gidi
thiéu khai niém vé an toan hé thong thong tin, tirc viéc dam bao rang thong tin quan
trong cua mat td chtrc duoc bao vé khoi mdi de doa va xam nhap.

- Tam Quan Trong ciia An Toan Théng Tin: Chuong nay nhin manh tim quan
trong cua an toan thong tin trong bao vé dir li€éu quan trong, tranh mét lac tai chinh,
va duy tri uy tin cua to chtc.

- M6i Pe Doa Mang: Tim hiéu vé cic mdi de doa mang pho bién nhu virus may tinh,
tAn cong mang, va lira dao truc tuyén. Chuong gidi thidu cac vi du cu thé vé nhiing
loai tAn cong nay.

- Chuén Bio Mit va Quy Dinh: Chuong nay cung cAp cai nhin vé cac chuan bao
mat va quy dinh quoc té va nganh cong nghiép lién quan dén bao mat thong tin, bao
gdm viéc dé cap dén ISO 27001, HIPAA, GDPR, va cac quy dinh khac.

- Vai Tro cia Nguwoi Quan Ly An Toan Théng Tin: Chuong nay gidi thiéu vai tro
va trach nhiém cta nguoi quan 1y an toan thong tin trong t6 chirc, dam bao rang ho
chiu trach nhiém ddi v6i viéc dam bao an toan hé thdng thong tin.

< CAC BAI TAP HE THONG KIEN THUC

1) An toan thong tin (Information Security) 1a gi?

2) Tai sao can phai dam bao an toan cho thong tin?
3) Pam bao thong tin thuong dugc thuc hién bang cach nao?

4) An toan hé thong thong tin 13 gi?
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5) Néu cac yéu cau dam bao an toan thong tin va hé thong thong tin.

6) An toan thong tin gdm nhiing thanh phan co ban nao?

7) Néu céc rii ro trong ving ngudi dung va ving may tram trong ha tang CNTT. Tai
sao no1 vung nguoi dung la ving c6 nhiéu nguy co va rai ro nhat?

8) Neéu cac rui ro trong vung mang LAN, LAN-to-WAN va vung mang WAN trong
ha tang CNTT. Tai sao vung mang WAN c6 nguy co bi tan cong pha hoai cao?

9) Nguyén tic co ban cho dam bao an toan thong tin, hé thong va mang 1a gi?

10)M6 ta mot mé hinh tong quat dam bao an toan thong tin va hé théng thong tin.
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CHUONG 2. LO HONG BAO MAT VA CAC PIEM YEU HE THONG

< GIOI THIEU CHUONG 2

Chuong 2 ciia mén hoc "An Toan Hé Théng Thong Tin" tip trung vao viéc hiéu va

xac dinh 16 hong bao mat cling nhu cac diém yéu trong hé théng thong tin. Hoc sinh tim

hiéu vé cach nhitng 16 hong nay c6 thé duoc tan cong va cach bao vé hé thong khéi nhitng

rii ro ndy. Chuong nay 13 budc quan trong trong viée xay dung kién thirc va k¥ ning dé

dam bao an toan thong tin trong moi trudng cong nghé thong tin.

< MUC TIEU CHUONG 2

Sau khi hoc xong chwong nay, nguoi hoc co kha nang:

> Vé kién thirc:

Hiéu cdc loai 16 hong bdo mdt phé bién, nhir 16 héng phan mém, 16 hong mang, va 16
héng xa héi.

Nhdn dién kj nang xdc dinh diém yéu trong hé thong théng tin, bao gom viéc tim hiéu
vé cdc 16 hong va thiéu sot cé thé dwoc tan cong.

Hiéu vé cach cdc phirong phdp tan céng khai thdc 16 héng bao mdt, bao gom tin céng
tir xa va tdn céng bén trong 6 chike.

Hiéu cdch xdc dinh va ngan chdn cdc tan céng bang cach v cdc 16 hong, ting cuong
bao mdt mang, va thuc hién cdc bién phap bao mdt.

> Vé kj nang:

Ky Ndng phat hién cdc 16 hong bdo mdt trong hé thong théng tin va phéan biét chiing
V6i cdc diém yéu hé thong.

Ky Néng danh gid rii ro ciia cdc 16 hong bdo mdt va diém yéu, danh gid mikc dé nguy
co va anh huong.

Ky Nding xdc dinh cdc phwong phdp tdn cong ma tan céng 16 héng va diém yéu ciia
hé thong thong tin.

Ky Néing dp dung bién phdp bdo mdt dé bao vé hé thong khéi tan céng, bao gom viéc
vd 16 héng, cdp nhat phcfn mém, va thuc hién kiém tra bao mt.

> Vé nding lwc tw chii va trdch nhiém:

- Ndang lwc vé quan 1y thoi gian, trach nhiém véi cong viéc

- Nang lyc hoc tdp va lam viéc doc lap

- Tw chii trong viéc gidi quyét vin dé

< PHUONG PHAP GIANG DAY VA HQC TAP CHUONG 2
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- Déi véi nguoi day: sit dung phwong phdp giang giang day tich cuc (dién gidng,
van dap, day hoc theo van dé); yéu cau nguoi hoc thuc hién cdu hoi thao lugn va
bai tap chuwong (ca nhdn hodc nhom).

- Déi véi ngueoi hoc: chii dong doc trude gido trinh trude budi hoc; hoan thanh day
du cau hoi thao lugn va bai tdp tinh huéng theo cd nhdn hoac nhom va nop lai cho
nguoi day dung thoi gian quy dinh.

< PIEU KIEN THU'C HIEN CHUONG 2

- Phong hoc chuyén mon hoa/nha xwong: Phong hoc thuc hanh

- Trang thiét bi mdy méc: May chiéu, may tinh va cac thiét bi day hoc khac

- Hoc liéu, dung cu, nguyén vt li¢u: Chuong trinh moén hoc, gido trinh, tai liéu
tham khao, gido an, phim anh, va céc tai li€u lién quan.

- Cdc diéu kig¢n khdc: Khong c6

< KIEM TRA VA DANH GIA CHUONG 2

Noi dung:
Kién thirc: Kiém tra va danh gid tat ca néi dung da néu trong muc tiéu kién thic

Ky néng: Panh gid tat ca ndi dung dd néu trong muc tiéu ki nang.

AN

Nang lyc tw chu va trach nhiém: Trong qua trinh hoc tdp, nguoi hoc can:
+ Nghién ciru bai truede khi dén I6p

+ Chudan bi dcfy du tai liéu hoc tap.

+ Tham gia ddy d thoi lwong mén hoc.

+ Nghiém tuc trong qud trinh hoc tdp.

- Phwong phap:

v' Diém kiém tra thwong xuyén: 1 diém kiém tra (hinh thirc: héi miéng)
v Kiém tra dinh kp Iy thuyét: khong cé
< NOI DUNG CHUONG 2

2.1. Téng quan vé 156 hong bao mat va cac diém yéu hé théng

2.1.1. Khai quat vé diém yéu hé thong va 16 hong bao mat

Cdc thanh phan ciia hé thong

Mot hé thong méy tinh gém 2 thanh phan co ban 1a hé thong phan ctng va hé thong
phan mém. Hé thong phan cing bao gdm cac mo dun phan cimg tao nén may tinh vt
1y, bao gém CPU, ROM, RAM, Bus,...; cac giao di¢n ghép ndi va céc thiét bi ngoai
vi, nhu ban phim, man hinh, 6 dia,... va cic giao dién ghép ndi mang LAN, WLAN,
3G,...
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H¢ thong phan mém bao gdom hé diéu hanh va cac phan mém ung dung. Hé diéu hanh
cung cap moi truong lam viée cho cac ung dung va giao dién nguoi dung, dugce ciu
thanh tir nhan hé diéu hanh, cc trinh diéu khién thiét bi, hé thong quan 1y tién trinh,
hé théng quan 1y file, céc trinh cung cr?ip dich vy, tién ich,... Cac phén mém ung dung
1a cac chuong trinh cung cp cac tinh nang hitu ich cho ngudi ding, bao gdm cac dich
vu (may chu web, co so dit liéu, DNS,...), cac trinh duyét web, cac ing dung giao tiép,
cac bo tng dung van phong, cong cu lap trinh, phat trién phan mém.

User application
programs

Other utility
programs

Timed
execution service

System call
interface

Database
systems

Electronic

Shells mail

(Mo hinh hé diéu hanh Unix/Linux, cdc dich vu va cdc ung dung)

2.1.2. Diém yéu hé thong Vi:l 16 hong bio mat o , ,

Trén thuc t€, khong c6 hé thong nao 1a hoan hdo, khong c6 diém yéu, hoac khiém khuyeét.
Cac hé théng may tinh, hodc h¢ théng thong tin 1a cac hé théng rat phtc tap, duoc cAu
thanh tir nhiéu thanh phan phan ciig, phan mém, ludn ton tai cac 15i, cac khiém khuyét,
hay cac diém yéu. Cac diém yéu c6 thé ton tai trong cdc moé dun phan cimg, phin mém.
Nguyén nhén c6 thé do 15i thiét ké, 15i cai dat, hodc 14p trinh, hodc do cdu hinh hoat dong
khong chun,... Nhin chung, cic hé thong cang phirc tap va nhiéu tinh ning thi kha ning

xuat hi¢én cac 101 va diém yéu cang tang.

Céc diém yéu hé thdng (System weaknesses) 1a cac 161 hay cac khiém khuyét ton tai trong
hé thdng. Nguyén nhan cua sy ton tai cac diém yéu c6 thé do 16i thiét ké, 1 cai dat, 15i
1ap trinh, hodc 1i quan tri, cAu hinh hoat dong. Céc diém yéu c6 thé ton tai trong ca cac
mo dun phﬁn cung va cac mo dun phﬁn mém. Mot s6 diém yéu dugc phat hi¢n va da duoc
khéc phuc. Tuy nhién, c6 mot s6 diém yéu duogc phat hién nhung chua dugc khéc phuc,
hodc céc diém yéu chua dugc phat hién, hoac chi tdn tai trong mot diéu kién dic biét nao
do.

L4 hong bao mat (Security vulnerability) 1a mot diém yéu ton tai trong mot hé thong cho
phép tin tic khai thac gy ton hai dén cac thudc tinh an ninh ctia hé thong dé, bao gém

tinh toan ven, tinh bi mat, tinh sin dung. Phu thudc vao kha ning bi khai thac, cac 16
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héng bao mat c6 mirc dd nghiém trong (severity) khac nhau. Theo Microsoft, c6 4 mirc
d6 nghiém trong cta cac 16 hong bao mat: nguy hiém (Critical), quan trong (Important),
trung binh (Moderate) va thap (Low). Tuy nhién, mot sd to chirc khic chi phan loai cac
16 hong bao mat theo 3 mirc do nghiém trong: cao (High), trung binh (Medium) va thap
(Low).

L3 hong bao mat thudc cap d6 nguy hiém 1 16 hong cho phép tin tic thuc hién mi khai
thac ma khong can tuong tac ngudi dung. Cac thong tin khai thac 16 hong, nhu mi mau
khai thac ton tai phé bién trén mang. Ngoai ra, viéc khai thac 16 héng 6 thé duoc thuc
hién dé dang ma khong yéu cau c6 tai khoan hé théng hoac céac diéu kién phuc tap. Vidu
nhu mot s6 18 héng tran by dém nghi€m trong bi khai thac boi sdu mang hoac email chira
virus, ma doc. Cac 16 hong loai nguy hiém can dugc khic phuc ngay hodc cang sém cang
tot.

Lo héng bao mat thudc cﬁp do quan trong 13 16 héng khi bi khai thac co6 thé dan dén vi
pham céc yéu cau an toan thong tin nhu bi mat, todn ven va sin dung cua dir liéu, tai
nguyén tinh toan, hodc ca hé théng. Khac voi 16 hong loai nguy hiém, 16 hong loai quan
trong cho phép tin tic thuc hién ma khai thac, nhung can c6 tuong tac ngudi dung. Vi du
virus hodc cac phan mém ddc hai can twong tac ngudi ding dé lay lan, nhu sao chép céac
file qua thé nhé USB, mé email dinh kém, thuc thi ma doc,... Cac 16 héng loai quan trong

cling can dugc khac phuc cang sém cang tot.

L hong bao mat thudc cap do trung binh 1a cac 16 hong ma khi khai thac, tin tic phai ¢
trong cting mang cuc bd v4i hé théng nan nhan. Mot ngit canh khai thac 16 hong loai nay
13 tin tic thyc hién viéc bay nan nhan st dung cac k¥ thuat xa hoi, nhu khai thac su ca
tin, td mo va 10ng tham ctia nguoi dung. Ngoai ra, viéc khai thac 16 hong loai trung binh
cling chi cho phép tin tic c6 quyén truy nhap rat han ché vao hé thong. Véi 16 hong loai
trung binh, can xem xét khic phuc sém nhét hodc dinh ky dé han ché anh huong.

Loai cudi cung 1a cac 16 hong bao mat thude cip do thap. Cac 16 hong loai nay it cé anh
hudng dén hoat dong cua t6 chirc va chiing chi c6 thé bi khai thac khi tin tic ¢ truy nhap
cuc bd hoac truy nhép vat ly truc tiép vao hé théng. Mic du vay, van can xem xét khéc

phuc dinh ky dé han ché anh huong.
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2.1.3. Mot s6 thong ké vé 16 hong bao mat
Phin b6 16 héng bio mit trén cic thanh phin cia
hé thong - 2012

(Phén bé 16 hong bao mdt trong cdc thanh phdn cia hé thong)
Theo sb lidu thong ké tir Co so dit liéu 16 hong quéc gia Hoa Ky [6], trong ndm 2012,
phan bé 16 hong bao mat duoc phat hién trén cac thanh phan cta hé thong 1an luot 13 phan
cung - 4%, hé diéu hanh - 10% va phﬁn mém ung dung - 86%, nhu minh hoa. Nhu vy,
c6 thé thay cac 16 hong bao mat cha yéu xuét hién trong hé thong phan mém va phan 16n

ton tai trong cac phan mém Ung dung.

m Cao
m Thap
m Trung binh

(Phén bé 16 héng bao mdt theo mikc dé nghiém trong)
Theo mtrc d6 nghiém trong cua cac 16 hong bao mat hé thong minh hoa nhu hinh trén,
trong nam 2012 céc 16 hong c6 mitc do nghiém trong cao (High) chiém 35%, céc 15
hong c6 mirc d6 nghiém trong trung binh (Medium) chiém 55% va cac 16 hong co
mitc do nghiém trong thap (Low) chi chiém 10%. Nhu vay, ta c6 thé thiy, da s6 cac
16 hong bao mat c6 mirc dd nghiém trong tir trung binh trd 1én va can dugce xem xét

khic phuc cang sém cang tot.
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Duéi day 1a hai bang cung cap sb liéu thong ké vé cac loai 16 hong bao mat trén cac
hé diéu hanh phd bién trong hai nam 2011 — 2012 va s6 liéu théng ké vé cac loai 16
hong bao mat trén mot s6 ing dung phd bién trong hai nam 2011 - 2012.

Theo d6, hé diéu hanh iOS cho dién thoai di dong iPhone va may tinh bang iPad c6
s6 16 hong dugc phét hién cao nhat va ting cao trong nhitng nim gan day do sy phd
bién cuia iPhone va iPad. Xép sau iOS vé s6 luong 16 hong duoc phat hién 13 cac hé
diéu hanh ho Microsoft Windows, bao gém Windows 2003, 2008 servers, Windows
XP, Windows 7 va Windows 8.

Apple i0S *t> 35  f46 9  f28 19 fl12 7
Microsoft 4-45 105 4-40 98 4*5 7 <0 0
Microsoft XP  4-42 96  4*37 91 f5 4 4% 1
Microsoft 4%48 101 4*35 89 f12 11 -1 1
Microsoft 4*41 91 4*34 8 f6 4 fl 0
Microsoft 4*42 98 4*33 88 4*8 9 °1 1
Cisco I0S *36 31 4*23 26 t10 5 f3 0
Linux Kernel ~ 4*45 56  f12 10 4*28 34 4*5 12
Oracle Solaris  t47 39 f7 6 f29 19 4-11 14
VMware ESXi t12 7 fll 2 <1 1 20 4
VMware ESX fr11 7 f9 2 f2 1 4*0 4
CiscolOSXE  4*9 13 4*¥9 12 4%0 1 <0 0
Citrix Xen *h 33 3 f2 1  f21 1  *b101

10

Apple Mac OS X 4¥21 69 4*3 9 4*16 50 4*2

Apple Mac OS X 4* 17 66  4*3 7 4*12 50 f2 9
‘ (Lo héizg bao mat phat hién trong cdac nam 2011 va 2012 trén cac hé diéu hanh)
Ve cac loai 16 hong bao mat thi s6 lugng 16 hong dugce phat hién nhi€u nhat thudc vé cac
ung dung trinh duyét va email ctia Mozilla, trinh duyét Google Chrome, Apple Safari,...
Co thé théy cac trinh duy¢t web ton tai nhiéu 16 héng bao mat va bi tin cong khai thac
nhiéu nhat 1a do chung 14 cac ing dung dugc sir dung thudng xuyén nhit trén mang
Internet. Tin tic thuong khai thac cac 16 hong trén cac trang web va trinh duyét dé danh

cap céc dir li€u cd nhan cua nguoi dung.

Mozilla Firefox  f159 97 f99 66 f55 30 f5 2
Mozilla f144 63 f95 46 f47 15 <2 2
Mozilla f143 63 f94 45 f46 17 f£3 1
Mozilla Firefox 115 -- 75 - 39 -- 1 -
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Mozilla 109 - 74 - 34 - 1
Google Chrome  4* 275 4%68 162 4-55 113 f2

0
AppleSaftari f85 45 fe5 28 f20 16 4%0 1
Adobe Flash foo6 63 fol 57 4*5 6 0 O
Apple iTunes f102 78 4*51 78 f51 O 0 O
Adobe Air f54 27 f51 26 f3 1 0 O
Adobe Flash 53 i, 49 - 4 , 0 -
Oracle Java f58 37 f32 23 f20 10 f6 4
Microcoft Internet
Explorer 4l s 134 4 4T gy 0
FFmpeg f42 10 f28 3 f13 7 fl 0
Adobe Shockwave 4* 27 38 4*%27 38 <0 0 0 0
Adobe Reader 4*%25 65 4*25 54 4*0 11 <0 O

(L6 héong bdo mdt phat hién trong cdc nam 2011 va 2012 trén mét sé img dung)
2.2. Cac dang 16 hong trong hé diéu hanh va phin mém ing dung

Nhu di dé cap trong Muc 2.1, thyc té cac 16 héng bao mat trong hé diéu hanh va cac
phén mém ung dung chiém hon 95% sb lugng 16 héng bao mat dugc phat hién cho
thidy mirc d6 pho bién ctia cac 16 hong bao mat trong hé thong phan mém. Céac dang
16 hong bao mat thuong gip trong hé didu hanh va cac phan mém tng dung bao gom:
16i tran bd dém (Buffer overflows); 16i khong kiém tra dau vao (Unvalidated input);
cac van dé vé6i diéu khién truy nhap (Access-control problems); cac diém yéu trong
xac thue, trao quyén hoac cac hé mat ma (Weaknesses in authentication, authorization,
or cryptographic practices); va cac 16 hong bao mat khéc.

2.2.1. Lbi tran by dém

* Gioi thiéu va nguyén nhan

Ldi tran b dém (Buffer overflow) 1a mot trong céc 16i thuong gip trong cac hé diéu
hanh va dic biét nhiéu ¢ cac phan mém ung dung, nhu d néu ¢ muc 2.1 [6]. Ldi tran
bd dém xay ra khi mot ung dung ¢ gang ghi dit lidu vuot khoi pham vi ciia b nhé
dém, 13 gi6i han cudi hodc ca giéi han dau cua bo dém. Ldi tran bo dém co thé khién
mg dung ngimg hoat dong, gy mat dir liéu hozc tham chi giup ké tin cong chén, thyuc
hién ma doc dé kiém soat hé théng. LAi tran bd dém chiém mét ty 1€ 16n trong s6 cac
16i gay 16 hong bao mat [6]. Tuy nhién, trén thuc té khong phai tat ca cac 16i tran bd
dém déu c6 thé bi khai thac boi ké tin cong.

Ldi tran b dém xuét hién trong khau lap trinh phin mém (coding) trong quy trinh
phat trién phan mém. Nguyén nhan cua 18i tran bo dém 14 nguoi 1ap trinh khong kiém
tra, hodc kiém tra khong day di cac dir liéu dau vao nap vao b nhd dém. Khi dir lidu
c6 kich thude qua 16n hoac c¢6 dinh dang sai dugc ghi vao bd nhd dém, no s€ gay tran
va c6 thé ghi d¢ 1én cac tham s6 thyuc hién chuong trinh, c6 thé khién churong trinh bi

16i va nging hoat dong. Mot nguyén nhan bo sung khéc 1 viéc st dung cac ngdn ngi
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v6i cac thu vién khong an toan, nhu hop ngir, C va C++.

* Khai thac 16i tran bg nhé dém
Khi mét ing dung chira 16 héng tran bo dém, tin tic co thé khai thac béng cach gui ma
doc dudi dang dit liéu dén tmg dung nham ghi d¢, thay thé dia chi trd vé véi muc dich tai
dinh hudng chuong trinh dén thuc hién doan ma doc ma tin tic gui dén. Poan ma doc tin
tac xay dung 1a ma may co thé thuc hién duogc va thuong dugc goi 1a shellcode. Nhu vay,
dé co thé khai thac 15i tran bo dém, tin tic thudng phai thuc hién viéc g& rdi (debug)
chuong trinh (hodc ¢6 thong tin tir ngudn khac) va nam chic co ché gay 15i va phuong

phap quan 1y, cip phat viing nhé ngan xép cua tmg dung.

Vi du dién hinh nhét cho viéc khai thac 15i tran b nhé dém l1a Sau SQL Slammer (mdt
s tai liéu goi 1a sdu Sapphire) duoc phat hién ngay 25/1/2003 lic 5h30 (UTC) 1a siu co
tbc do 1ay lan nhanh nhat lac bay gio: n6 1y nhiém ra khoang 75.000 may chu chi trong
khoang 30 phut, nhu minh hoa bén duédi. Sau Slammer khai thac 16i tran bd dém trong
thanh phén Microsoft SQL Server Resolution Service cua h¢ quan tri co s& dir licu
Microsoft SQL Server 2000.

(Bdn dé ldy nhiém sdu Slammer (mau xanh) theo trang www.caida.org vio ngay

25/1/2003 liic 6h00 (gic- UTC) véi 74.855 mdy chii bi nhiém)

Sau su dung giao thitc UDP véi kich thude goi tin 376 byte va vong 1dp chinh cua sau
chi gdm 22 1énh hop ngit. Chu trinh hoat dong ctia sdu SQL Slammer gom:

- Sinh ty dong dia chi IP;

- Quét tim cac may c6 16i voi IP tu sinh trén céng dich vu 1434;
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- Néu tim dugc, gui mot ban sao cua sau dén may co 16i;
- Ma cua sau gay tran bo dém, thuc thi ma cia sau va qua trinh 1ap lai.

SQL Slammer la sdu “lanh tinh” vi n6 khong can thi€p vao h¢ théng file, khong thyc hién
viéc pha hoai hay danh cip thong tin & hé thong bi 1ay nhiém. Tuy nhién, sau tao ra luu
luong mang khong 16 trong qué trinh 1ay nhiém, gay té liét duong truyén mang Internet
trén nhidu ving cua thé gidi. Do ma cua SQL Slammer chi dugc luu trong bd nhé nd gay
tran ma khong duoc Iuu vao hé théng file, nén chi can khoi dong lai may la co thé tam
thoi x6a duoc sau khoi hé thong. Tuy nhién, hé thong chira 15 hong co thé bi 1ay nhiém
lai néu n6 & gan mot may khac bi nhiém sau. Céc bién phap phong chdng triét dé khac 1a

cap nhat ban va cho bo phﬁn mém Microsoft SQL Server 2000.

* Bién phdp phong chong 16 tran b nhé dém
Pé phong chdng 15i tran bd dém mot cach hiéu qua, can két hop nhiéu bién phap. Céc

bién phép c6 thé thuc hién bao gom:

- Kiém tra thu cong ma ngudn hay st dung cac cong cu phan tich ma ty dong dé tim va
khac phuc céac diém c6 kha nang xdy ra 161 tran bo dém, dac biét luu y dén cac ham xu ly

xau ky tu.

- Sir dung co ché khong cho phép thuc hién ma trong dir liéu DEP (Data Excution
Prevention). Co ché DEP dugc hd tro boi hau hét cac hé diéu hanh (tr Windows XP va
cac hé diéu hanh ho Linux, Unix,...) khong cho phép thuc hién ma chuong trinh chira
trong vung nhé danh cho dir liéu. Nhu vay, néu ké tin cong khai thac 16i tran bo dém,

chén duge mé doc vao bo dém trong ngin xép, ma doc ciing khong thé thuc hién.

- Ngiu nhién héa so d6 dia chi cap phét cac 6 nhd trong ngan xép khi thuc hién chuong
trinh, nham gay kho khin cho viéc g& rdi va phat hién vi tri cdc 6 nhé quan trong nhu 6

nhé chira dia chi tro vé.

- Str dung céc co ché bao vé ngin xép, theo d6 thém mots6 ngiu nhién phia trude
diachitré  vé va kiém tra s ngiu nhién nay trude khi tré vé chuong trinh goi dé
xac dinh kha nang bi thay ddi dia chi tré ve.

- Str dung cac ngon ngtr, thu vién va cong cu lap trinh an toan. Trong cac truong hop co
thé, str dung cac ngon ngir khong gy tran, nhu Java, cdc ngdn ngit l4p trinh trén nén
Microsoft .Net. Vi cac ngdn ngit c6 thé gy tran nhu C, C++, nén sir dung cac thu vién
an toan (Safe C/C++ Libraries) dé thay thé cac thu vién chuan c6 thé gay tran.

2.2.2. Ldi khong kiém tra dau vao

* Gioi thiéu
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Lbi khong kiém tra ddu vao (Unvalidated input) 1a mot trong cac dang 16 hong bao
mat pho bién, trong d6 tmg dung khong kiém tra, hoic kiém tra khong day di cac dir
liu ddu vao, nho d6 tin tic ¢ thé khai thac 16i dé tin cong tmg dung va hé théng. Dix
liéu dau vao (Input data) cho tmg dung rat da dang, c6 thé dén tir nhiéu ngudn véi
nhiéu dinh dang khac nhau. Cac dang dit liéu dau vao dién hinh cho tng dung:
- Céc truong dir liéu van ban (text);
- Cac lénh duoc truyén qua dia chi URL dé kich hoat chuong trinh;
- Céc file am thanh, hinh anh, hosic d6 hoa do ngudi ding, hodc céc tién trinh khéc cung cap;
- Cac d6i sb dau vao trong dong lénh;
- Cac dir liéu tir mang hodc tir cic ngudn khong tin cay.
Trén thuc té, tin tic c6 thé sir dung phuong phap thu cong, hodc tr dong dé kiém tra
cac dir liéu dau vao va thir tat ca cac kha nang c6 thé dé khai thac 161 khong kiém tra
dau vao. Theo thong ké cua trang web OWASP (http://www.owasp.org), mot trang
web chuyén vé thong ké cac 16i bao mat img dung web, 161 khong kiém tra dau vao
ludn chiém vi tri nhom dan dau cac 16i bao mat cac trang web trong khoang 5 nim tro
lai day.
* Tan cong khai théc
C6 hai dang chinh tin cong khai thac 15i khong kiém tra dau vao: (1) cung cap dir liéu
qué 16n hoic sai dinh dang dé gay 18i cho ung dung, va (2) chén ma khai thac vao dir liéu
dau vao dé thuc hién trén hé théng ctia nan nhan, nhim danh cép dr liéu nhay cam hodc

thuc hién cac hanh vi pha hoai.

() www.nchmf.gov.vn/web/vi-VN/62/ 1®aploefaurt.aspx
/WN [DJo.ti §98Da v/ Vsport  THVH TP T.Phong Ty Thien [f] T.Tre &84 Radioc @) Di

> C A7 Dwww.nchmf.gov.vn/web/vi‘vr‘J/’62/19|5811111111/ map/Default.aspx
fJVNE v/ N [Dloti €98Da 4/ Vport  THVH TP T.Phong T Thien [T] TiTre & Rado

berver Error

500 - Internal server error.

There is a problem with the resource you are looking for, and it cannot be displayed.

(Hinh minh hoa tan céng khai thac 16i khéng kiém tra dau vao dang (1) théng qua viéc

nhdp div liéu qud 16m, gdy 16i thiee hién cho trang web)
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Chung ta minh hoa tan cong khai thac 18i khong kiém tra dau vao dang (2) bang viéc
chén ma tin cong SQL vao dit ligu dau vao, duge thuc hién trén hé quan tri co s¢ dit licu
nham danh cép, hoidc pha hay dir liéu trong co s¢ dit liéu. Gia thiét mot trang web tim

kiém san pham st dung cau 1énh SQL sau dé tim kiém cac san pham:
"SELECT * FROM tbl_products WHERE product_name like '%" + keyword + "%"

trong d6 tbl products 14 bang luu thong tin cac san phim, product name 13 truong tén
san pham va keyword 1a tir khéa cung cip tir nguoi dung form tim kiém. Néu nguoi dung
nhap tir khéa 1a "iPhone 7", khi d6 cau 1énh SQL trd thanh:

"SELECT * FROM tbl products WHERE product_name like '%iPhone 7%"'

Néu trong bang c6 san pham thoa man diéu kién tim kiém, cau lénh SQL s& tra vé tap
ban ghi. Néu khong c6 san pham nao théa méan diéu kién tim kiém, cau 1énh SQL s& tra
vé tap ban ghi réng. Néu nguoi dung nhdp tir khoa "iPhone 7;DELETE FROM
tbl products,--", khi d6 cau 1énh SQL tr¢d thanh:

"SELECT * FROM tbl products WHERE product name like '%iPhone 7';DELETE
FROM tbl_products;--%""

Nhu vay, cau 1énh SQL dugc thyc hién trén co s¢ dit ligu gém 2 cau lénh: cau 1énh chon
SELECT ban dau va cau l1énh x6a DELETE do tin tic chén thém. Cau 1énh “DELETE
FROM tbl_products” s& x6a tit ca cac ban ghi trong bang tbl_products. S& di tin tic c6
thé thuc hién diéu nay 1a do hau hét cac hé quan tri co s& dit liéu cho phép thue hién nhiéu
cau lénh SQL theo mé (batch), trong d6 cac cau l1énh duoc ngin cach boi dau (;). Ngoai
ra, ddu “--” & cudi dit liéu nhap dé loai bo hiéu luc ctia phan Iénh con lai do “--” 1a ky
hiéu bat dau phan chu thich ciia dong 1énh. Ngoai DELETE, tin tic c¢6 thé chén thém céc
1énh SQL khac, nhu INSERT, UPDATE dé thuc hién viéc chén thém ban ghi hodc stra

d6i dit liéu theo y d6 tin cong ctia minh.
* Phong chong

Bién phap cha yéu phong chdng tan cong khai thac 18i khong kiém tra dau vao 14 loc dir
liéu dau vao. Tat ca cac dit liéu dau vao, dic biét dit liéu nhap tr nguoi dung va tir cac

ngudn khéng tin cay can duoc kiém tra k§ ludng. Cac bién phap cu thé bao gdm:
- Kiém tra kich thudc va dinh dang dir li¢u dau vao;
- Kiém tra sy hop 1y cua noi dung dir liéu;

- Tao cac bg loc dé loc bo cac ky tu dac bi¢t va cac tir khoda cia cac ngdn ngir trong céac

truong hop can thiét ma ké tin cong c6 thé st dung:
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+ Cac ky ty dac bigt: *, ', =, -—

+ Cac tir khoa ngon ngit: SELECT, INSERT, UPDATE, DELETE, DROP, (véi dang

tan cong chén ma SQL).

;.2.3. ?éc van dé véi diéu khién truy nhap
bicu khién truy nhap (Access control) 1a mét 16p bao vé dac bi¢t quan trong trong hé
thdng cac 16p bao vé hé thdng va dir lidu. Diéu khién truy nhép lién quan dén viéc diéu
khién ai (cha thé) dugc truy cap dén cai gi (d6i tuong). Piéu khién truy nhap c6 thé duoc
thiét 1ap boi hé didu hanh, hoic mdi Gng dyng, va thuong gom 2 khau: xac thuc
(Authentication) va trao quyén (Authorization). Xac thuc 1a viéc x4c minh tinh chan thyc
ctia thong tin nhan dang cua chu thé, con trao quyén 1a viéc cap quyén truy nhép cho chi
thé sau khi thong tin nhan dang di dugc xac thuc. Cac chi thé duge cip quyén truy nhap

vao hé théng theo cép do khac nhau dya trén chinh sach an ninh cua té chire.

Céc van dé thuong gap voi diéu khién truy nhéap 1a hé théng xac thuc, hodc trao quyén
yéu hodc ¢ 18i. Néu diéu khién truy nhap bi 16i, mot ngudi ding binh thudng c6 thé
chiém doat quyén ctia nguoi quan tri va toan quyén truy nhap vao hé thong. Hoic, tin tic
c6 thé loi dung 16 hong bao mat cta hé thong dicu khién truy nhap dé truy nhap vao cac
file trong hé thong. Mot dang khai thac hé thong diéu khién truy cap dién hinh 1a mot tng
dung chay trén nguoi dung quan tri ¢6 toan quyén truy nhap vao hé thong, va néu mot tin
tic chiém duoc quyén diéu khién tmg dung d6 sé c6 toan quyén truy nhap vao hé thng.
Pé dam bao an toan cho hé théng diéu khién truy nhép, cac bién phap sau can duoc xem

xét ap dung:
- Khong dung tai khoan quan tri (root hodc admin) dé chay cac chuong trinh tng dung.

- Ludn chay céc chuong trinh tng dung véi quyén tdi thiéu, vira du dé chung thuc thi cac
tac vu.
- Kiém soat chit ché ngudi dung, x6a boé hodc cAm truy nhap véi nhitng ngudi dung ngam

dinh kiéu everyone.
- Thue thi chinh sach mat khau an toan.

- Chi cap quyén vira di cho ngudi ding thyc thi nhiém vu.

2.2.4. Cac diém yéu trong xég thue, trao quyén , ’ ‘ ,
Do cac khau xéc thuc va trao quyén 1a hai thanh phan cot 161 cua mdt hé thong di¢u khién
truy nhép, nén cac diém yéu trong xac thuc va trao quyén anh hudng truc tiép dén do an
toan ctia hé thong diéu khién truy nhap. Mot diém yéu dién hinh trong khau xéc thuc 13

méat khau duoc luu dudi dang 10 (plaintext), dan dén nguy co bi 10 mat khau rét cao trong
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qua truyén thong tin xac thuc. Ngoai ra, viéc st dung mat khau don gian, dé doan, hoic
dung mat khau trong thoi gian dai ciing 1 diém yéu dé bi khai thac. Viéc sir dung co ché
xac thyc khong du manh, nhu cac co ché xac thuc don gian ciia giao thire HTTP ciing

tiém an cac nguy co bi tan cong khai thac.

Trong khau trao quyén ciing ton tai mot sé diém yéu, nhu str dung co ché thuc hién trao
quyén khong du manh, dé bi vuot qua. Chéng han, mét trang web chi thyc hién an céc
links dén céc trang web ma ngudi dung khong dugc truy nhap ma khong thuc su kiém tra
quyén truy nhép trén ting trang, néu ngudi dung tu gd URL cua trang thi van c6 thé truy

nhap.

2.2:5. Qéc diém yéu trong cac h‘é mat ma
Céc van dé voi cac hé mat ma bao gom vi¢ce str dung giai thuat ma hoa, giai ma, ham bam
yéu, lac hau, hoic c6 16 hong da biét khong thé khic phuc (DES, MD4, MDS5,...); Viéc
st dung khoéa (key) ma hoa, giai ma yéu, nhu cac khoa cé chiéu dai ngin, hoic dé& doan.
Cac hé ma hoa khoa bi mat c6 do an toan cao, toc do cao, nhung gadp phai kho khan trong
van d¢ trao doi, chia sé cac khoa bi mat. Cac khoa bi mat trao doi trong méi truong khong
an toan nhu mang Internet co thé bi 19, bi danh cép. Mot sb van dé khac co thé gap phai
vO1 cac hé ma hoa, g@)m céc van dé xac thuc nguoi gui, ngudi nhan, van dé st dung cac
khoa, cac chtng chi hét han hoic bi thu hdi, hodc chi phi tinh toan 16n, dic biét dbi véi

cac hé ma hoa khoa cong khai.

2.2.6. Céc 16 hong bio mat khac
Céc thao tac khong an toan vdi cac file cling c6 thé 1a mot 16 hong bao mat nghiém trong.
Chang han, mot ngudi ding thyc hién doc/ghi file luu & nhitng noi ma nhitng ngudi dung

khac ciing ¢6 thé ghi file 6. Cac 151 dién hinh khac c6 thé gom:

- Khong kiém tra chinh x4c loai file, dinh danh thiét bi, cac links hodc céc thudc tinh khac

cua file trudc khi sur dung;

- Cho phép tai file tai liéu, hinh anh 1én may cht nhung khong kiém tra dinh dang file va
khong cAm quyén thuc hién, va do vay tin tac c6 thé tai 1én va thuc hién céc file chira ma
doc;

- Khong kiém tra ma tra vé sau mdi thao tac véi file;

- Gia thiét mot file co duong dan cuc b 1a file cuc bd va bod qua cac thu tuc kiém tra. Tin
tac c6 thé khai thac 13i nay bé'mg cach anh xa file & xa vao hé théng file cuc b9, tuc la co

duong dan cuc bd va co thé dugc thuc thi trén hé théng cuc bo.

43



Mot dang diém yéu bao mat khac xay ra khi xuat hién cac diéu kién dua tranh (Race
conditions). Mot diéu kién dua tranh ton tai khi c6 su thay ddi trat tu cua 2 hay mot sb su
kién gy ra su thay doi hanh vi ctia hé thong. Pay 13 mot dang 15i néu chuong trinh chi
c6 thé thyuc hién dang churc nang néu cac su kién phai xay ra theo dung trat ty. Tin tac co
thé loi dung khoang thoi gian giira 2 sy kién dé chén ma doc, doi tén file hoic can thigp

vao qua trinh hoat dong binh thuong ciia hé thong.
2.3. Quin Iy, khiic phuc cAc 16 hong bio mét va ting cudong kha ning dé khang cho hé thong

2.3.1. Nguyén,t{ic chung q ‘
Viéc quan ly, khac phuc cac 16 hong bao mat va tang cuong kha nang dé khang cho hé
thdng can dugc thyc hién theo nguyén tic chung 1a can bang gitta an toan (Secure), hitu
dung (Usable) va ré tién (Cheap). Y nghia cu thé ctia nguyén tic ndy 1a dam bao an toan
cho hé thdng & mirc pht hop, véi chi phi hop 1y va hé théng van phai hitu dung, hay ¢

kha nang cung cip céac tinh nang hiru ich cho ngudi dung.

Secure

Usable .. Cheap

(Cén bang giita An toan (Secure), Hitu dung (Usable) va Ré tién (Cheap))
2.3.2. Céc bién phap cu thé
Trén co s& nguyén tic chung cta viéc quan 1y, khic phuc céc 16 hong bao mat va tiang
cuong kha niang dé khang cho hé théng, cac bién phap cu thé can duoc xem xét ap
dung véi timg truong hop cu thé, dam bao hiéu qua cao. Bién phap thiét yéu dau tién
can dugc thyc hién thuong xuyén cho moi trudng hop 14 thudng xuyén cap nhat thong
tin vé cac diém yéu, 16 hong bao mat tir cac trang web chinh thirc:
- CVE - Common Vulnerabilities and Exposures: http://cve.mitre.org
- CVE Details: http://www.cvedetails.com
- US National Vulnerability Database: http://web.nvd.nist.gov
- OWASP: https://www.owasp.org/index.php/Category: Vulnerability
Bién phép hiéu qua tiép theo 1a dinh ky cp nhat cic ban va, nang cp hé diéu hanh va
cac phan mém tng dung, nham va cac 16 hong d biét, ciing nhu ting cudng kha nang dé

khéng cho hé thong bang cac phién ban mdi an toan hon. Bé thuc hi¢n cong viéc nay cod
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thé st dung céc hé théng quan 1y cac ban va va ty dong cap nhat dinh ky, nhu Microsoft
Windows Updates, cac tién ich cap nhat ty dong trén Linux/Unix, va tinh ndng ty dong
cap nhat cua cac ung dung, nhu Google Update Service. Can cit vao muc d¢ nghiém
trong cua cac 16 héng bao mat, tin suét cap nhat cac ban va can duoc tuan tha. Voi cac
16 hong nghiém trong, can cap nhat tirc thoi cac ban va, con véi cc 16 hong it nghiém
trong hon, can c6 ké hoach cap nhat, hoac khic phuc dinh ky.

Mot bién phap hiéu qua khac 1a st dung cac phan mém, hodc cong cu ra quét cac diém
yéu, 16 hong bao mat trong hé diéu hanh va cic phan mém mg dung, dé chu dong ra quét
dé tim va khic phuc cac diém yéu va 16 hong bao mat ciia hé théng. Nho vay c6 thé giam
thiéu nguy co bi loi dung, khai thac 15 hong bao mat da biét.

Mot bién phap bd sung 14 can co chinh sach quan tri nguoi dung, mat khau va quyén truy
nhap chit ché & mirc hé diéu hanh va murc tng dung, trong d6 nguoi dung chi duoc cip
quyén truy nhap vira du dé thuc hién coéng viéc dugc giao. Néu nguoi dung duoc cap
nhiéu quyén hon mirc can thiét, ho c6 khuynh hudng lam dung quyén truy nhap dé truy
nhdp vao céac dir li¢u nhay cam, hodc co thé bi tin tic khai thac.

Vi¢c st dung cac bién phap phong vé & 16p ngoai nhu tuong Itra, proxy cling dem lai hi¢u
qua, do chung gitp 1am giam bé mit tiép xuc voi hé théng, qua d6 giam thiéu kha ning
bi tan cong. Tudng Itra va proxy co thé chin cac dich vu, hodc céng khong str dung, hodc
khong thuc sy can thiét, d@)ng thoi ghi logs cac hoat dong truy nhap mang, phuc vu cho
viéc phan tich, diéu tra khi can thiét.

Vi cac nha phat trién phan mém thi phat trién phan mém an toan 1a mot trong cac bién
phap cho phép giai quyét tan gbc van dé 16 hong bao mat. Can bd sung viéc dam bao an
ninh, an toan vao quy trinh phat trién phdn mém. Ngoai ra, can kiém tra, kiém thir tt ca
cac khau, nhu thiét ké, cai dat dé tim cac diém yéu, 16 hong bao mat, va ¢ bién phap
khic phuc phu hop véi cac diém yéu, 16 hong duoc phat hién.

2.4. Mt s0 cong cu ra quét diém yéu va 16 hong bao mat

Céc cong cu ra quét cac diém yéu hé thdng va 16 hong bao mat co thé dugce ngudi quan
tri st dung dé chu dong ra quét cac h¢ théng, nham tim ra cac diém yéu va 16 héng bao
mat ton tai trong hé thong. Trén co s& két qua ra quét, phan tich va dé xuat ap dung cac
bién phap khéc phuc phu hop. Cac cong cu bao gém, cong cu ra quét céng dich vu, cac
cong cu ra quét 16 hong bao mat hé thong, va cac cong cu ra quét 16 hong tmg dung web,
hay céac trang web.

2.4.1. Cong cu ra quét 16 hong biao mat hé thong

Céc cong cu ra quét 156 hong bao mat hé thong cho phép ra quét hé thong, tim cac diém
yéu va cac 16 hong bao mat. Pong thoi, ching ciing cung cip phan phan tich chi tiét timg
diém yéu, 15 hong, kém theo 12 huéng dan khic phuc, stra chira. Cac cong cu duge st

dung rong rai la Microsoft Baseline Security Analyzer bookmark145cho ra quét cac hé
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thong chay hé diéu hanh Microsoft Windows va Nessus Vulnerability Scanner cho ra quét
cac hé théng chay nhiéu loai hé diéu hanh khac nhau.

£ Microsoft Baseline Security Analyzer 2.1

Microsoft

€ ® W Baseline Security Analyzer

Windows Scan Results 2
Administrative Vulnerabilities
Score Issue Result
) Local Account  Some user accounts (2 of §) have blank or simple passvo'ds or could not be analyzed,
Password Test Vhat was scanned  Resutdetais  Mow to correct ¢
r Admnistrators  More than ZAdwm:ram were found on ths computer.
What was scanned  Result detads How to correct tys
r Password Somewe' accounts {30(6) har:e nontxo'mc oassv.o'ds.
Expiration \hat was scanned esdt det How to correct thes
©® Automanc Automatic Updates are managed u‘vouqh Grow"okvonhscwwr«
Updates A% was scanred
O hoopets Mo ncomplete software update installations were found.
Uncates What was scanned
O  wodows Windows Frewall s dsabled and has exceptions cmﬁoued,
Frenal What wasscanned  Result detalls  How to correct this
9 Fie System Alhera drives (1) a!elsngmeh’TF‘S Hesystem
Vhat was scanned  Result
@  Autologon Aunoooof\'smtcmmedon Mcmwuw
3t was scanned
9 Guest Account Therﬂacmtsdmedunhscmm.
al was scanned
g Restrict Computer & propesty restricting anonymous access,
Ancrymous \hat was scanned
Additional System Information
Score  Issue Result
0 Auditing ogtn Success and Logon Falure audting are both enabled.
hat was scanned
©  serves Some potencalrumessayser vices are installed.
wat was scanned  Resultdetalis Mow to correct ths
o Shares zmare(s) are present on your computer.
What was scanned  Resultdetais  How to correct this
© wndows Computer & rurning Microsoft Windows XP,
Version What was scanned

(Bdo cdo két qua quét ciia Microsoft Baseline Security Analyzer)

2.4.2. Cong cu ra quét 16 hong ing dung web

Céc cong cu ra quét 16 hong tmg dung web cho phép ra quét, phan tich cac trang web,
tim cac 16i va 16 hong bao mat. Ching ciing hd tro phan tich tinh trang céc 18i tim dugc,
nhu cac 16i XSS, 16i chén ma SQL, 16i CSRF, 16i bao mat phién,... Cac cong cu dugc sir
dung phd bién bao gdm Acunetix Web Vulnerability Scanner, IBM AppScan, Beyond
Security AVDS va SQLmap.
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A . -
Al Acunetix Webd Vulnerability Scanner 100 -
Fle Amcons Tooks Cond gaRon  Melp
New S | » el
' .
§ > P o T A Nt T SR s e v, come B0y v Mofle: Cefoun v B St
F | ScnFesd aha W ATty vammary 226 shents
g g Scan Thwead 1 [ hepc Reephe. viloed comcld) ) e (70 v ~
T SERIS
By Wb Nerty (22¢) A otunetis oot level Arpnetin Toreat Lewet )
O 5ed 5. Spehen (Y One o mote hgh-Leverty Sype
¢ 3 Hioh
v @ TRF macten MTTR responee STy [oeried) et 4 Moaties Rave Jeer
: o G Oicovimed by the scaner A
i ) O ote poptng (2 =y e can epiod Bate
¢ B Com ote soping (venied) () VENEATONEE MG (OMEe O
e & ssbase andist
0 ey Yovesd [vevied) (1) 1he Sadhend dolabese and s
. Seface vour webile
v D MR pacametey polton (J
" >
i ) P aliow st _S20mn anabied (1 Vokal alerts found e
e
oot source code decloscre (L g 3
0 Sover sde request frgery (2 J 3.5 i}
v ) S veecaen (verfled) (4 O L1ow 4
3 ) Paacoens Se rescable (1) Q rrtcmms 3 ”» -
L AScRcation error menaage (15
D Sedup S Trget imformation Bt Restiphp vuirvnaed < om 0
L Ovetnory ing (14
- . o Statstas 7418 requesty
+ L) Dror message on page (6

B M Sorm whout O sratecton (S Progeewy Can 6 Teited

ARy Wrikom

ooy

(Két qud quét website sir dung Acunetix Web Vulnerability Scanner)

< TOM TAT CHUONG 2
Trong chuong nay, mot s6 ndi dung chinh duoc gidi thiéu:

- L Hong Bao Mat: Chuong bat dau bang viéc gidi thiéu vé 16 hong bao mat, d6 1a
nhitng diém yéu hoic thiéu sot trong hé thong thong tin co thé bi tin cong hoic
lg1 dung.

- Cac Loai L§ Hong Bao Mat: Chuong nay trinh bay cac loai 156 hong bao mat phd
bién, bao gom 156 hong phan mém, 156 hong mang, va 15 hong xa hoi. Mot s6 vi du
cu thé vé mdi loai 15 héng cling duoc dé cap.

- Xac Pinh Piém Yéu Hé Thong: Hoc sinh s& tim hiéu cach xac dinh diém yéu trong
hé thong thong tin, bao gdom viée danh gia cau truc hé théng, qua trinh lam viéc,
va cac phan mém cuy thé.

- Phwong Phap Tan Céng: Cac phuong phap niy bao gom tan cong tir xa, tin cong
bén trong, va tan cong x4 hoi.

- Bio Vé Hé Théng: Cung cap kién thirc vé cach bao vé hé thong thong tin khoi tdn
cong, bao gom viée va 15 hong, ting cudng bao mat mang, va thuc hién cac bién
phép bao méat hi¢u qua.

< CAC BAI TAP HE THONG KIEN THUC

1) biém yéu h¢ thong 1a gi?

2) Liét ké cac nguyén nhan cia sy ton tai cac diém yéu trong hé thong.

3) Cac 16 hong bao mat thudng ton tai nhiéu nhat trong thanh phan nao ciia hé thong?

4) Dang 156 hong bao mat thudng gip trong hé diéu hanh va cac phan mém tmg dung 1a gi?

5) Ldi tran bo dém 14 18i trong khau nao cta qua trinh phat trién phan mém?

6) Céc ving bd nhé nao thudng bi giy tran trong tin cong khai thac 15i tran bo dém?
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7) Dang tin cong nao thudng duoc tin tic thuc hién trén cac trang web nham dén cac co s6
dir ligu?

8) Liét ké cac bién phap phong chong tin cong khai thac 15 tran bd dém.

9) Liét ké cac bién phap phong chdng tan cong chén ma SQL.

10) Viéc quan 1y, khac phuc cac 16 hong bao mat va ting cudng kha ning dé khang cho hé
thong can dugc thuc hién theo nguyén tic chung nao?
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CHUONG 3. CAC DANG TAN CONG VA PHAN MEM PQC HAI

% GIOI THIEU CHUONG 3
Chuong 3 ciia mén hoc "An Toan Hé Théng Théng Tin" tip trung vao viée tim hiéu vé
cac dang tin cong thong tin va cac phan mém doc hai ma ngudi tn coéng c6 thé st dung
dé xam nhap vao hé théng thong tin. Chuwong nay giup hoc vién hiéu cach nhan dién, déi
pho va ngin chin céc loai tAn cong va phan mém doc hai nay.
< MUC TIEU CHUONG 3

Sau khi hoc xong chwong nay, nguoi hoc co kha nang:
> V@ kién thirc:

- Hiéu Biét vé cdc dang tan céng théng tin, bao gom tdn céng tir xa, tan coéng bén trong,
tin cong xd hoi, va tan cong theo kiéu tirong tdc véi phan mém déc hai.

- Phan biét va dinh danh cac loai phdn mém doc hai nhw virus, malware, trojan,
ransomware, va spyware.

- Biét cach danh gid nguy co va tiém an riii ro ma cdc tan céng va phan mém déc hai cé
thé mang lai cho hé théng théng tin.

- Biét cdch bdo vé hé thong thong tin khéi cdc tdn cong va phan mém doc hai bang cdch
thuee hién bién phdp bdo mdt, cdp nhdt phan mém, va s dung phan mém chong virus
va malware.
> Vé ky ning:

- Ky nang nhdn dién cdc dang tan cong théng tin va phan mém ddc hai, bao gom viéc
phat hién cdc ddu hiéu va hanh vi bdt thuong.

- Ky ndng ddi phé véi cdc tan céng théng tin, bao gom viéc ngdn chdn tan cong, khdc
phuc hdu qua, va bao vé hé théng khdi tan céng tiém an.

- Ky nang su dung phcfn mém bdo mdt dé quét va loai bo phdn mem doc hai, va thuc hién
cde bién phdp bdo vé chong lai cdc tan cong.

- Ky nang déanh gid rii ro ciia cdc tdn céng va phan mém ddc hai va xdac dinh mirc do
nguy co va anh huong.
> Vé ning lwc tw chii va trach nhiém:

- Ndng lwc vé quan 1y thoi gian, trach nhiém véi cong viéc
- Nang lyc hoc tdp va lam viéc doc lap
- Tw chii trong viéc gidi quyét van dé

< PHUONG PHAP GIANG DAY VA HQC TAP CHUONG 3
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- Doi véi ngueoi day: sir dung phwong phdp giang giang day tich cuc (dién gidng, van
dap, day hoc theo van dé); yéu cau nguoi hoc thuc hién cdu hoi thao ludn va bai tap
chwong (cd nhan hodc nhom,).

- Déi v6i nguoi hoc: chii dong doc trude gido trinh trude budi hoc; hoan thanh ddy
du cau hoi thao ludn va bai tdp tinh huo”'ng theo ca nhdn hodac nhom va nop lai cho
nguoi day dung thoi gian quy dinh.

% PIEU KIEN THU'C HIEN CHUONG 3

- Phong hoc chuyén mon hoa/nha xwong: Phong hoc thuc hanh

- Trang thiét bi mdy méc: May chiéu, may tinh va cac thiét bi day hoc khac

- Hoc liéu, dung cu, nguyén vt liéu: Chuong trinh mon hoc, gido trinh, tai li¢u tham
khao, gido an, phim anh, va céc tai li€u lién quan.

- Cdc diéu ki¢n khdc: Khong c6

< KIEM TRA VA DANH GIA CHUONG 3

Noi dung:
Kién thirc: Kiém tra va danh gid tat ca néi dung da néu trong muc tiéu kién thirc

Ky néng: Panh gid tat ca ndi dung dd néu trong muc tiéu ki nang.

ASEENERN

Nang lyc tw chu va trach nhiém: Trong qud trinh hoc tdp, nguoi hoc can:
+ Nghién civu bai triede khi dén 16p

+ Chudn bi dd‘y du tai liéu hoc tap.

+ Tham gia ddy di thoi lwong mén hoc.

+ Nghiém tuc trong qua trinh hoc tdp.

- Phwong phap:

v' Diém kiém tra thwong xuyén: 1 diém kiém tra (hinh thirc: héi miéng)
v Kiém tra dinh kp Iy thuyét: khong cé

<+ NOI DUNG CHUONG 3

3.1. Khai ni¢m vé méi de doa va tin cong

3.1.1. Méi de doa

MGéi de doa (Threat) 14 bat ky mot hanh dong nio c6 thé giy hu hai dén cac tai nguyén
hé thong. Cac tai nguyén hé théng bao gdm phan cing, phan mém, co s¢ dir lidu, cac
file, dit liéu, hodc ha ting mang vat 1y,... M6i de doa va 16 hong bao mat ¢6 quan hé hitu
co voi nhau: Cac mdi de doa thudng khai thac mot hodc mot sd 16 hong bao mat da biét
dé thuc hién cc cudc tin cong pha hoai. Diéu ndy c6 nghia 1a néu ton tai mot 16 hong

trong hé thong, s& c6 kha ning mot mdi de doa tré thanh hién thuc. N6i chung, khong
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thé triét tidu dugc hét cac méi de doa do d6 1a yéu t6 khach quan, nhung cé thé giam
thiéu cac 16 hong, qua d6 giam thiéu kha ning bi khai thac dé thuc hién tan cong.
Trén thuc té, khong phai tat ca cac mdi de doa déu 1a 4c tinh hay doc hai (malicious).
Mbt s6 mbi de doa 1a chu dong, ) y, nhung mot s6 khac chi 1a ngﬁu nhién, hoac vo
tinh. Cac mdi de doa thudng gap ddi véi thong tin, hé thong va mang:
- Phan mém doc hai
- Ké tan cong & bén trong
- Ké tin cong & bén ngoai
- Hu hong phan cimg hodc phan mém
- Mét troém céc thiét bi
- Tai hoa thién nhién
- Gian di€p cong nghiép
- Khung b pha hoai.
3.1.2. Tan cong
* Gioi thiéu
Tan cong (Attack) 1a mot, hoac mdt chudi cac hanh dong vi pham céc chinh sach an
ninh an toan ctia co quan, td chire, gay tdn hai dén cac thudc tinh bi mat, toan ven va
san dung cua thong tin, hé théng va mang. Mot cudc tan cong vao h¢ théng may tinh
hodc cac tai nguyén mang thuong dugc thuc hién béng cach khai thac cac 16 héng tdn
tai trong hé théng. Nhu vay, tan cong chi co thé tré thanh hién thuc néu co su ton tai
d6ng thoi cia mdi de doa va 16 hong, hay c6 thé noi: Tan céng = Méi de doa + Lo hong
* Phan loai
Co6 thé chia tan cong theo muc dich thuc hién thanh 4 loai chinh nhu sau:
- Gia mao (Fabrications): Tan cong gia mao thong tin thuong duogc sir dung dé danh lira
nguoi dung thong thudng;
- Chin bt (Interceptions): Tan cong chin bat thudng lién quan dén viéc nghe 1én trén
duong truyén va chuyén hudéng thong tin dé st dung trai phép;
- Gay ngit quang (Interruptions): Tan cong gdy ngat quing lam ngat, hodc cham kénh
truyén thong, hodc 1am qua tai hé théng, ngin can viéc truy nhap dich vu cua nguoi
dung hop phép;
- Stra d6i (Modifications): Tan cong sira doi lién quan dén viéc sira doi thong tin trén
duong truyén hoic stra d6i dir liéu file.
Theo hinh thirc thuc hién, co thé chia cac loai tan cong thanh 2 kiéu chinh nhu sau:
- Tén cong chu dong (Active attacks): Tén cong chu dong 1a mot dot nhdp, xadm nhap
(intrusion) vé mat vat 1y vao h¢ théng, hodc mang. Céc tan cong chu dong thyc hién stra
d6i dir liéu trén duong truyén, sira doi dir lidu trong file, hodc gianh quyén truy nhap
trai phép vao may tinh hoic hé théng mang.
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- T4n cong thy dong (Passive attacks): Tan cong thu dong thuong khong gay ra thay doi

trén hé thong. Cac tan cong thu dong dién hinh 13 nghe trém va giam sat luu lugng trén

duong truyén.

Trén thyc té, tan cong thy dong thuong 13 giai doan dau cua tin cong chu dong, trong

do tin tac st dung cac k¥ thuat tan cong thu dong dé thu thap cac thong tin vé hé théng,

mang, va trén co s¢ thong tin c6 dugc s€ lya chon ki thuat tan cong chu dong co xac

suat thanh cong cao nhat.

3.2. Cac cong cu hd tro tan cong
Céc cong cu hd tro tAn cong (Attacking assistant tools) 1 cic cong cu phan ctng, phan
mém, hoic cac k¥ thuat hd trg ké tin cong, tin tic (attacker) thu thip cac thong tin vé cac
hé théng may tinh, hodc mang. Trén co s& cac thong tin thu dugc, tin tdc s€ lya chon cong
cy, k¥ thuét tin cong co xac suat thanh cong cao nhat. Cac cong cu hd tro tin cong bao
g6m 4 nhom chinh: Cong cu quét diém yéu, 16 hong bao mat, cong cu quét cong dich vu,
cong cu nghe 1én va coéng cu ghi phim gd. Cac cong cu quét diém yéu, 16 hong bao mat da
duogc trinh bay & muc 2.4. Muc nay gidi thi€u 3 nhom cong cu con lai.

3.2.1. Cong cu quét cong dich vu

Céc cong cu quét cong dich vu (Port scanners) cho phép quét cac cong, tim cic cong

dang m¢, dang hoat dong, d@)ng thot tim cac thong tin vé ung dung, dich vu va hé¢ diéu

hanh dang hoat dong trén hé thong.

Zenmap 00
Scan Tools Profile Help

Target: 1192.168.1.1/24 v Profile: |Quickscan v | |Scan
Command: |nmap-T4 -F192.168.1.1/24

Hosts ‘

05  Host vy |nmap-T4-F192.168.1.1/24 - Details

J 19216811 Starting Nmap 7.70 ( https://nmap.org ) at 2018-12-21 14:25 IST

; Nmap scan report for 192.168.1.1
W 19216812 Host is up (0.16s latency).

W 19216817 Not shown: 95 closed ports

W 19216818 PORT  STATE SERVICE

21/tcp open ftp

W 192168.1.9 22/tcp open ssh
04
o4
(04

Services Nmap Output ' Ports /Hosts Topology Host Details Scans

192168110 | |23/tcp open telnet
53/tcp open domain
192.168.1.16 80/tcp open http
192.168.1.21 MAC Address: 74:DA:DA:DB:F7:67 (D-Link International)

(Giao dién cua cong cu Zenmap)
Dura trén thong tin quét céng dich vu, ¢6 thé x4c dinh duoc dich vu, ung dung nao dang
chay trén hé thong:

- Cong 80/443 mé co nghia 1a dich vu web dang hoat dong;
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- Céng 25 md c6 nghia 1a dich vu gui/nhan email SMTP dang hoat dong;

- Cong 1433 mo c6 nghia 1a may chu Microsoft SQL Server dang hoat dong;

- Céng 53 m& c6 nghia 1a dich vu tén mién DNS dang hoat dong,...
Cac cong cu quét cong dich vu dugce st dung phd bién bao gdm: Nmap, Zenmap,
Portsweep, Advanced Port Scanner, Angry IP Scanner, SuperScan va NetScanTools.
Hinh anh trén 13 giao dién ctia cong cu quét cong dich vu Nmap/ Zenmap - mot trong
cac cong cu quét cong dich vu duge sir dung rong rii. Nmap cung cip tap 1énh ra quét
rat manh. Tuy nhién, Nmap hoi kho dung do chi hd trg giao dién dong lénh.
3.2.2. Cong cu nghe lén
Cong cu nghe 1én (Sniffers) cho phép bat cac goi tin khi ching duoc truyén trén mang.
Cong cu nghe 1én c6 thé 13 mé dun phan cing, phan mém hoic két hop. Cac thong tin
nhay cam nhu thong tin tai khoan, thé tin dung, hodc mat khau néu khong dugc ma hoa
thi c6 thé bi ké tan cong nghe lén khi dugc truyén tor may tram dén may chu va bi lam
dung. Mot sb cong cu phan mém cho phép bt gi tin truyén trén mang:

- Tepdump

- Wireshark

- Pcap / Wincap / Libcap (Packet capture)

- IP Tools (http://www.softpedia.com).

File Edit View Go Capture Analyze Statistics Telephony Tools Internals Help

B eaee BEEXEE A >PDTFI QAR
Filter: Expression... Clear Apply

No. i Source Destination Protocol Length =~
1196 - 2 192.168 239.255.255. 250 uDP
1197 -134051 192.168.1. 239.255.255.250 uDP
1198 .739231 173.194. S 192.168.1.77 TLSVL
1199 .829177 192.168.1. 63.80.4.133 TCP
1200 .862702 192.168.1. 207.8.65.23 TCP
1201 . 862750 X922 A L 207.8.65.23 HTTP
1202 .863851 192. 23l 207.8.65.23 TCP
1203 . 863895 192, 23l 207.8.65.23 HTTP
1204 . 896441 207.8. E 192.168.1 TCP
1205 .897417 207.8. E 192.168.1 TCP
1206 . 900444 207.8. g 192.168.1. CHE
1207 .901173 207.8. E 192.168.1. TCP
1208 .912970 207.8. g 192.168.1 HTTP
1209 .917987 207.8. - 192.168.1. HTTP
1210 .9403186 192 =l 173.194.33.1 TCP

e

# Frame 924: 60 bytes on wire (480 bits), 60 bytes captured (480 bits)

# Ethernet II, Src: CiscosSpv_4a:df:be (60:2a:d0:4a:df:be), Dst: IPvdmcast_6f:0¢(
# Internet Protocol version 4, Src: 192.168.1.76 (192.168.1.76), Dst: 232.239.¢(
# Internet Group Management Protocol

< |

0000 o0 60 df be
0010 20 o1 cO a8
0020 Oa 16 e8 ef
0030 (o]0 (o]0} 00 00

|

e NVIDIA nForce MCP Networking Adapter Drive | Packets: 1210 Displayed: | Profile: Default

(Hinh anh sir dung Wireshark dé bat géi tin c6 chira thong tin nhay cam)
3.2.3. Cong cu ghi phim go
Cong cu ghi phim gd (Keyloggers) 1a mot dang cong cu giam sat bang phan cimg hoic
phan mém co kha ning ghi lai moi phim ngudi ding gb va luu vao mét file. File da ghi
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sau d6 c6 thé duoc gui cho ké tan cong theo dia chi chi dinh trudce hodc sao chép truc
tiép. Ngoai ké tan cong, ngudi quan 1y ciing co thé cai dit Keylogger vao may tinh ctia
nhan vién dé theo ddi hoat dong cua cac nhan vién. Viéc cai dat Keylogger co thé duoc
thue hién twong ddi don gian. Riéng voi Keylogger phan mém, ké tan cong co thé tich
hop Keylogger vao mot phan mém thong thudng va lra nguoi ding cai dat vao may

tinh cua minh.

AeyGrdboel

(Hinh minh hoa mét Keylogger dwéi dang mét khdp noi phan cieng két néi cong ban
phim véi dau noi ban phim, hé tro cd giao dién céng ban phim PS/2 va USB)
3.3. Cac dang tan cong thuong gip
Cac dang tan cong thuong gip 1a cac dang tan cong dién hinh, xay ra thuong xuyén
nham vao cac hé théng may tinh, hé théng mang va ngudi dung. Cac dang tin cong
thudng giap bao gom:
- Tan cong vao mat khau
- Tan cong bang ma doc
- Tan cong tur chéi dich vu
- Tan cong gia mao dia chi
- Tan cong nghe 1én
- Tan cong kiéu nguoi dung gitra
- Tan cong bang bom thu va thu rac
- Tan cong sir dung cac k¥ thuat xa hoi
- Tan cong pharming.
Phan dudi day trinh bay chi tiét vé cac dang tin cong thudng gip ké trén va cac bién
phap phong chéng.
3.3.1. Tan cong vao mat khau
* Gioi thiéu
Tan cong vao mat khau (Password attack) 13 dang tin cong nham danh cip mat khau va

thong tin tai khoan ctia ngudi dung dé lam dung. Tén ngudi dung va mat khau khong
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duge ma hoa co thé bi danh cap trén dudng truyén tir may khach dén may chu, hodc cac
thong tin ndy c6 thé bi danh cap thong qua cic dang tin cong XSS, hoic lira dao, by
nguoi ding cung cap thong tin. Pay 1a mot trong cac dang tan cong phd bién nhat do
hau hét cic ung dung sir co ché xac thuc nguoi ding dya trén tén nguoi ding, hodc
email va mat khau. Néu ké tdn cong c6 tén nguoi ding va mat khau thi hin c6 thé dang
nhdp vao tai khoan va thuc hién cac thao tdc nhu nguoi1 dung binh thuong.

* Mo ta

C6 thé chia tin céng vao mat khau thanh 2 dang:

- T4n cong dua trén tir dién (Dictionary attacks): Dang tin cong nay khai thac van dé
nguoi ding c6 xu huéng chon mat khau 1a cac tir don gian cho dé nhé. Ké tan cong thir
céc tlr ¢ tan suat str dung cao lam mat khau trong tir dién, nho vy tang kha ning thanh
cong.

- Tan cong vét can (Brute force attacks): Dang vét can sur dung to hop cac ky tu va tha
tu dong. Phuwong phéap nay thuong duoc sir dung voi cac mat khau da duoc ma hoa. Ké
tan coéng sinh t6 hop ky tu, sau d6 mi héa véi cung thuat toan ma hé thong sir dung,
tiép theo so sanh chudi ma hoa tir to hop ky tu véi chudi mat khau ma hoa thu thap

dugc. Néu hai ban ma trung nhau thi to hop ky tu 1a mat khau.

* Phong chong
DPé dam bao an toan cho mat khau, can thuc hién két hop cac bién phap sau:
- Chon mat khau di manh: Mat khau manh cho nguoi dung thong thuong can c6 do dai
16n hon hodc bang 8 ky tu, gom t6 hop cua 4 loai ky tu: chir cai hoa, chi cai thudng,
chit s6 va ky tu ddc biét (?#$...). Mat khau cho ngudi quan tri hé thong can c6 d6 dai
16n hon hodc bang 10 ky ty ciing véi cac loai ky tu nhu mat khau cho ngudi dung thong
thuong.
- Pinh ky thay doi mat khau. Thoi han d6i mat khau tiy thudc vao chinh sach an ninh
cua co quan, to chire, c6 thé 1a 3 thang, hoac 6 thang.
- Mat khau khong nén luu & dang 1 (plaintext). Nén luu mat khau & dang dd ma héa
(thuong dung ham bam).
- Han ché trao ddi tén ngudi ding va mét khau trén kénh truyén khong durge ma hoa.
3.3.2. Tan cong bing ma doc
* Gioi thiéu
Tan cong bang ma doc (Malicious code attacks) 1a dang tin cong st dung cac ma doc
(Malicious code) 1am cong cu dé tan cong hé thong nan nhan. Tan cong bang ma doc
c6 thé chia thanh 2 loai:
- Khai thac cac 16 héng vé 1ap trinh, 16 héng cAu hinh hé théng dé chén va thuc hién ma
doc trén hé théng nan nhan. Loai tan cong nay lai gém 2 dang:
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+ T4n cong khai thac 15i tran b dém (Buffer Overflow)
+ Tén cong khai thac 16i khong kiém tra dau vao, gdm tin céng chén ma SQL (SQL
Injection) va tin cong sir dung ma script, kiéu XSS, CSRF.
- Lura nguoi st dung tai, cai dat va thuc hién céac phén mém doc hai, nhu:
+ Céc phin mém quéang cdo (Adware), gian diép (Spyware)
+ Virus
+ Zombie/Bot
+ Trojan
Tan cong khai thac 16i tran bo dém da dugc dé cap 6 Muc 2.2.1. Dang tan cong lura
nguoi s dung tai, cai dat va thuc hién cac phén mém doc hai s& duoc dé cap 6 Muc
3.4.
* Tan céng chén ma SOL
Tan cong chén ma SQL (SQL Injection) 13 mot ki thuat cho phép ké tin cong chén ma
SQL vao dir liéu giri dén may chu va cudi cing duogc thuc hién trén may chi co sé dir
lidu. Ty vao mirc d6 tinh vi, tan cong chén ma SQL c6 thé cho phép ké tan cong (1)
vugt qua cac khau xac thyc nguoi dung, (2) cheén, x6a hoac sua doi dit liéu, (3) danh
cép cac thong tin trong co so dir liéu va (4) chiém quyén diéu khién hé théng may cha
co s6 dir liéu. TAn cong chén ma SQL 1a dang tin cong thudng gip ¢ cac tng dung web,
cac trang web ¢ két nbi dén co so dit lidu.
C6 2 nguyén nhan chinh cuia 16 hong trong img dung cho phép thuc hién tan cong chén
ma SQL la:
- Dir liéu dau vao tir ngudi dung hodc tir cac ngudn khac khong duoc kiém tra hoic
kiém tra khong k¥ ludng;
- Str dung cac cau 1énh SQL dong trong tmg dung, trong d6 ¢o thao tac ndi dir liéu nguoi
dung véi ma 1énh SQL gdc.
* Phong chéng
Do tinh chit nguy hiém cua tan cong chén ma SQL, nhiéu giai phap di duoc dé xuat
nham han ché tac hai va ngan chan triét dé dang tan cong nay. Nhin chung, can ap dung
két hop cac bién phap phong chong tan cong chén ma SQL dé dam bao an toan cho hé
thdng. Cac bién phap, k¥ thuat cu thé c6 thé 4p dung gom:
- Cac bién phap phong chong dua trén kiém tra va loc dit liéu dau vao:
+ Kiém tra tt ca cac dit liéu dau vao, dic biét dir liéu nhap tir ngudi dung va tir cac
ngudn khong tin cay;
+ Kiém tra kich thuéc va dinh dang dir li¢u dau vao;
+ Tao cac bo loc dé loc bo cac ky tu dac biét (nhu *, ,,, =, --) va cac tu khoa ctia ngén
ngir SQL (SELECT, INSERT, UPDATE, DELETE, DROP,...) ma ké tin cong c6 thé
su dung.
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- St dung thu tuc co s¢ dir li€u (stored procedures) va co ché tham sb hoa dit liéu:

+ Pua tat ca cac cau truy van (SELECT) va cap nhat, stra, x6a dit liéu (INSERT,
UPDATE, DELETE) vao cac thu tuc. Dit liéu truyén vao thu tuc thong qua cac tham
$0, gitp tach dir liéu khéi ma 1énh SQL, nho d6 han ngan chén hiéu qua tan cong chen
ma SQL;

+ Han ché thyc hién cac cau Iénh SQL dong trong thu tuc;

+ Sir dung co ché tham s6 héa dir liéu hd trg béi nhiéu ngdn ngir lap trinh web nhur
ASP.NET, PHP va JSP.

- Céc bién phap phong chdng dya trén thiét 1ap quyén truy nhap ngudi ding co so dir
li¢u:

+ Khéng st dung ngudi ding c6 quyén quan tri hé thdng hodc quan tri co s dir lidu
lam nguoi dung truy cap dir liu. Vi du: khong dung nguoi dung sa (Microsoft SQL)
hodc root (MySQL) lam nguoi dung truy cap dir li¢u. Chi dung cac nguoi dung nay cho
muc dich quan tri.

+ Chia nhém ngudi dung, chi cAp quyén vira du dé truy cap cic bang biéu, thuc hién
cAu truy van va chay cac thu tuc.

+ Tt nhat, khong cép quyén thyc hién céac cau truy van, cap nhat, stra, x0a tryc tiép
trén cac bang dir liéu. Thi tuc hoa tit ca cac cau 1énh va chi cip quyén thyuc hién tha
tuc.

+ Cam hodc vo hiéu hoa (disable) viéc thyc hién cac thu tuc hé théng (cac thu tuc co sd
dit liéu 6 sin) cho phép can thiép vao hé quan tri co sé dit liéu va hé diéu hanh nén.

- St dung cac cong cu ra quét 16 hong chén ma SQL, nhu SQLMap, hoic Acunetix
Vulnerability Scanner dé chu dong ra quét, tim cac 16 hong chén ma SQL va c6 bién
phap khic phuc phu hop.

3.3.3. Tan cong tir chéi dich vu

* Gioi thiéu

Tan cong tir chdi dich vu (Denial of Service - DoS) 1a dang tin cong nham ngin chin
ngudi dung hop phap truy nhap céac tai nguyén mang. Tan cong DoS c6 thé dugc chia
thanh 2 loai: (1) tn cong logic (Logic attacks) va (2) tan cong gy ngap lut (Flooding
attacks). Tén cong logic 1a dang tan cong khai thac cac 16i phan mém lam dich vu ngimg
hoat dong, hodc lam giam hiéu nang hé thong. TAn cong DoS st dung sdu Slammer dé
cap 0 Muc 2.2.1 1a dang tan cong khai thac 16i tran bd dém trong phén mém. Nguoc lai,
trong tan cong gy ngap lut, ké tin cong giri mot luong 16n yéu cau gy can kiét tai
nguyén hé théng hoic bang thong dudng truyén mang.

C6 nhiéu ky thuat tan cong DoS da duoc phat hién trén thyuc té. Céc ky thuat tan cong
DoS thuong gip bao gdm: SYN Flood, Smurf, Teardrop, Ping of Death, Land Attacks,
ICMP Flood, HTTP Flood, UDP Flood,... Trong pham vi cia mén hoc nay, ching ta
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chi dé cap dén 2 k¥ thuat pho bién nhét 1a SYN Flood va Smurf.

* Tdn cong Smurf
Tan cong Smurf 1 dang tin cong DoS sir dung giao thic didu khién truyén ICMP va kiéu
phat quang ba c6 dinh huéng dé gay ngap lut duong truyén mang cia may nan nhan. Trén
mdi phan viing mang IP thudng c6 1 dia chi quing b4, theo d6 khi c6 mot goi tin giri tdi
dia chi nay, n6 s& duoc router ctia mang chuyén dén tat ca cac may trong mang do.

Smurf Attack

Attacker

/ ' - — '
- ICMP Packets
with spoofed IP
- |CMP Responses
redirected to victim
— -

(M6 hinh tan céng Smurf)
- Kich ban tin céng Smurf gém cac budc:

Victim

+ Ké tin cong giri mot luong 16n goi tin chira yéu cau ICMP (Ping) véi dia chi IP ngudn
1a dia chi ciia may nan nhan dén mot dia chi quang ba (IP Broadcast address) ctia mot
mang;

+ Router ctia mang nhan dugc yéu cau ICMP giri dén dia chi quang ba s& ty dong chuyén
yéu cau nay dén tat ca cac may trong mang;

+ Cac may trong mang nhan duoc yéu cau ICMP s& gt tra 101 (reply) dén may co dia
chi IP 1a dia ngudn trong yéu ciu ICMP (13 mdy nan nhan). Néu sb luong may trong
mang rat 16n thi may nan nhén s& bi ngap lut duong truyén, hodc ngimg hoat dong.

- Phong chdng tin cong Smurf c6 thé sir dung cac bién phap sau:

+ Cau hinh c4c may trong mang va router khong tra 151 cac yéu cau ICMP, hoic céac
yéu cau phat quang ba;

+ Céu hinh cac router khong chuyén tiép yéu cau ICMP giri dén cac dia chi quang bé;
+ Str dung tuong lira dé loc cac goi tin véi dia chi gia mao dia chi trong mang.

Viéc cau hinh cac router khong chuyén tiép yéu cau ICMP, hodc cic may trong mang

khong tra 101 cac yéu cau ICMP c6 thé gy kho khan cho cac ung dung dya trén phat
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quang ba va giao thirc ICMP, nhu tng dung giam sat trang thai hoat dong cua cac may
trong mang dua trén ICMP/Ping.

3.3.4. Tan cong tir chdi dich vu phén tin

* Gidi thiéu

Tan cong DDoS (Distributed Denial of Service) 1a mot loai tan cong DoS dic bi¢t, lién
quan dén viéc gay ngap lut cac may nan nhan v4i mot luong rat 16n cac yéu cau két nbi
gia mao. Piém khéc biét chinh gitra DDoS va DoS 14 pham vi (scope) tin cong: trong
khi s6 lugng may tham gia tin cong DoS thuong tuong ddi nho, chi gdm mot sd it may
tai mot, hodc mot s it dia diém, thi s6 lugng may tham gia tan cong DDoS thuong rat
16n, ¢ thé 1én dén hang ngan, hodc hang trim ngan may, va cac may tham gia tan cong
DDoS c¢6 thé dén tir rat nhiéu vi tri dia 1y khac nhau trén toan cau. Do vay, viéc phong
chéng tan cong DDoS gip nhiéu khé khin hon so véi viée phong chdng tan cong DoS.
C6 thé chia tdn cong DDoS thanh 2 dang chinh theo mé hinh kién trac: tin céng DDoS
tryc tiép (Direct DDoS) va tdn cong DDoS gian tiép, hay phan xa (Indirect/Reflective
DDoS). Trong tan céng DDoS truc tiép, cac yéu ciu tin cong dugc cac may tan cong
gui truc tiép dén may nan nhan. Nguoc lai, trong tan cong DDoS gian tiép, cac yéu cau
tan cong duoc giri dén cac may phan xa (Reflectors) va sau d6 gian tiép chuyén dén
may nan nhan.

* Tan céng DDoS truc tiép

Tén cong DDoS tryc tiép duoc thuc hién theo nhiéu giai doan theo kich ban nhu sau:

- Ké tan cong (Attacker) chiém quyén diéu khién hang ngan, tham chi hang chuc ngan
may tinh trén mang Internet, sau d6 bi mat cai cic chuong trinh tin cong ty dong
(Automated agents) Ién cdc mdy nay. Cac automated agents con dugc goi la cac Bots
hodc Zombies (May tinh ma)

- Cac may bi chiém quyén diéu khién hinh thanh mang mdy tinh ma, goi I botnet hay
zombie network. Cac botnet, hay zombie network khong bi gi6i han bdi ching loai thiét
bi va to p6 mang vat 1y;

- Ké tan cong co thé giao tiép voi cic may botnet, zombie thong qua mot mang ludi cac
may trung gian (handler) gdm nhiéu tang. Phuong thirc giao tiép c6 thé 1a IRC (Internet
Relay Chat), P2P (Peer to Peer), HTTP,...
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Maiy tin céng

Cac may

bi diéu khi€n

Maiy muc tiéu

(Kién tric tan céng DDoS tryc tiép)
- Tiép theo, ké tan cong ra Iénh cho cic automated agents dong loat tao cac yéu cau gia
mao guri dén céac may nan nhan tao thanh cude tan cong DDoS;
- Luong yéu cau gia mao co thé rat 16n va dén tir rat nhiéu ngudn, vi tri dia 1y khac nhau
nén rat kho ddi pho va lan vét dé tim ra ké tan cong thuc sy.
* Tdn cong DDoS gidn tiép
Tan cong DDoS gian tiép ciing duge thyc hién theo nhiéu giai doan theo kich ban sau:
- Ké tin cong chiém quyén diéu khién ctia mét lugng 16n may tinh trén mang Internet,
cai dit phan mém tin cong ty dong bot/zombie (con goi 1a slave), hinh thanh nén mang
botnet;
- Theo 1énh ctia ké tan cong diéu khién cac Slaves/Zombies giri mot lugng 10n yéu cau
gida mao voi dia chi nguén la dia chi may nan nhan dén mot sd 16n cac may khac
(Reflectors) trén mang Internet;
- Céc Reflectors giri cac phan hoi (Reply) dén méay nan nhan do dia chi cia may nan

nhan dugc dat vao dia chi ngudn cua yéu cau gia mao;
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Q_ Attacker

1 7 9 19 T e

Victim

(Kién triic tan céng DDoS gidn tiép hay phdan xa)
- Khi céc Reflectors c6 s lugng 16n, sb phan hi s& rat 16n va gy ngép lut dudng truyén mang hodc
1am can kiét tai nguyén ciia méay nan nhan, dan dén ngét quing hoac ngimg dich vu cung cép cho
nguoi ding. Cac Reflectors bi loi dung dé tham gia tin cong thuong 1a cac hé théng may chu co
cong suét 16n trén mang Internet va khong chiu sy diéu khién cua tin tic.
* Phong chong tan cong DDoS
Nhin chung, dé phong chdng tin cong DDoS hiéu qua, can két hop nhiéu bién phap va
su phdi hop cua nhiéu bén do tin cong DDoS ¢6 tinh phan tan cao va hé théng mang
may tinh ma (botnet) dugc hinh thanh va diéu khién theo nhiéu ting, 16p. Mot sb bién
phap c6 thé xem xét ap dung:
- Str dung cac phan mém ra quét virus va cac phan mém doc hai khac nham loai bo cac
loai bots, zombies, slaves khoi cac hé théng may tinh;
- Str dung cac hé thdng loc dit trén cac router, tuong lira cta cac nha cung cép dich vu
Internet (ISP) dé loc cac yéu cau diéu khién (C&C - Command and Control) guri tir ké
tan cong dén cac bots;
- Sir dung cac hé thdng giam sat, phat hién bat thuong, nham phat hién sém cac dau
hiéu cta tin céng DDoS.
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- St dung tuong ltra dé chan (block) tam thoi cac céng dich vu bi tin cong.

3.3.5. Tan cong gid mao dia chi

* Gioi thiéu

Dang tin cong gia mao dja chi thudng gip nhat 13 tan cong gia mao dia chi IP, trong d6
ké tan cong sir dung dia chi IP gia lam dia chi ngudn (Source IP) cta cac goi tin IP,
thuong dé danh lira may nan nhan nham vuot qua cac hang rao kiém soat an ninh thong
thuong. Chéng han, néu ké tan cong gia dia chi IP 1a dia chi cuc bd cua mang LAN, hén
c6 thé c6 nhiéu co hoi xAm nhap vao cic may khac trong mang LAN dé do chinh sach
kiém so4t an ninh v6i cac may trong cing mang LAN thudng dugc giam nhe.

* Kich ban

Cudc tan cong gia mao dia chi [P vao mdt may nan nhan trong mang cuc b cé thé theo
cac budc thuc hién nhu sau:

- Gia str may ctia ké tan cong c6 dia chi IP 14 192.168.0.25 va han mudn giri goi tin tin
cong dén may nan nhan c6 dia chi IP 1a 100.0.0.75;

- K¢ tin cong tao va gui yéu cau gia mao v6i dia chi IP ngudn cua cac géi tin IP caa
yéu cau 1 100.0.0.80 dén may nan nhan. Dia chi 100.0.0.80 13 dia chi cing mang LAN
v&i may nan nhan 100.0.0.75;

- Néu tudng lira ciia mang LAN khong loc dugc cac goi tin v6i dia chi ngudn gia mao,

yéu cau gid mao cua ké tan cong c6 thé dén dugc va gay tac hai cho may nan nhéan.

Data; Payload IP source: IP destination: Original IP packet
192.168.0.25 100.0.0.75 from hacker's system
Data: Payload IP source: IP destination: Spoofed (modified)
100.0.0.80 100.0.0.75 IP packet

e | P [ v
\'mfi’if“"y g »

(Minh hoa tan cong gia mao dia chi IP)
* Phong chong
Bién phap phong chdng tan cong gia mao dia chi IP hi¢u qua nhat 1a str dung ky thuat
loc trén tudng lira, hodc cac router v6i nguyén tic loc: cac goi tin tir mang ngoai di vao
mang LAN ma c6 dia chi nguén 1a dia chi ndi bd cia mang LAN do thi chung 1a cac
gdbi tin gia mao va phai bi chan.
3.3.6. Tan cong nghe 1én
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Normal Traffic Pattern

Target Computer Switch Router
J i
—_— —_—
- -—
Sniffer

Poisoned ARP Cache

Target Computer Switch Router
Sniffer
(Tan céng nghe lén)

Tan cong nghe 1én (Sniffing/Eavesdropping), nhu minh hoa trén 1a dang tin cong sir
dung thiét bi phan ctng hodc phan mém, ling nghe trén card mang, hub, switch, router,
hoic moi trudng truyén dan dé bat cac goi tin dung cho phan tich, hoic lam dung vé
sau. Pay 1a kiéu tin cong thy dong nham thu thip cac thong tin nhay cam, hoic giam
sat luu lwong mang. Cac thong tin nhay cam nhu tén nguoi dung, mat khau, thong tin
thanh toan néu khong duoc ma hoa ¢ thé bi nghe 1én va lam dung. Cac thong tin truyén
trong mang WIFI, hoic cac mang khong day ciing co thé bi nghe 1én dé dang do méi
truong truyén dan vo tuyén va néu khong sir dung cac co ché bao mat di manh.

Dé phong chong tin cong nghe 1én, c6 thé 4p dung cac bién phap sau:

- C6 co ché bao vé cac thiét bi mang va hé thong truyén dan & muc vat 1y;

- Str dung céc bién phép, co ché xac thuc nguoi dung dit manh;

- Sir dung cac bién phap bao mat thong tin truyén duya trén cac k¥ thuat ma hoa.

3.3.7. Tan cong biang bom thw va thwr ric

Tan cong bang bom thu (Mail bombing) 1a mét dang tin cong DoS khi ké tin cong gui

mot luong rat 16n email dén hop thu cta nan nhan. Khi d6 hop thu va ca may chu nan
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nhan co thé bi té liét va khong thé hoat dong binh thudng. Tan cong bang bom thu co
thé duoc thuc hién béng mét sb thu thuat:
- Gu1 bom thu béng cach sir dung k¥ thuat xa hdi, danh Itra nguoi dung phat tan email;
- Khai thac 16i trong hé thong giri nhan email SMTP;
- Loi dung cac may cha email khong dugc cdu hinh tot dé giri email cho ching.
Tan cong bang thu rac (Spamming emails) 14 dang tdn cong giri cac thu khong mong
mudn, nhu thu quang cao, thu chira cac phén mém doc hai. Theo mot sb théng ke,
khoang 70 - 80% luong emails giri trén mang Internet 1a thu rac. Ké tan cong thuong
sir dung cac may tinh bi diéu khién (bots/zombies) dé giri email cho chiing. Spam emails
gay lang phi tai nguyén tinh todn va thoi gian ciia nguoi dung.
3.3.8. Tan cong sir dung cac k¥ thuit xi hji
* Gioi thiéu
Tan cong st dung cac k§ thuat xa hoi (Social Engineering) 13 dang tdn cong phi k¥ thuat
nham vao nguoi dung. Dang tin cong nay khai thac cac diém yéu cb hitu ctua ngudi
dung, nhu tinh ca tin, ngy tho, td mo va long tham. Dang thudng gip cua kiéu tin cong
nay 1a thuyét phuc nguoi dung tiét 16 thong tin truy nhap hoic cac thong tin c6 gia tri
cho keé tan cong. Mot s6 ki thuat ma ké tin cong thuong ap dung gom:
-Ké tin cong co thé gid danh lam nguoi c6 vi tri cao hon so vé1 nan nhan dé c6 duoc su
tin tudng, tir d6 thuyét phuc hodc danh lira nan nhan cung cip thong tin;
- K¢ tan cong c6 thé mao nhan 14 nguoi duge Gy quyén clia ngudi co tham quyén dé yéu
cau cac nhan vién tiét 10 thong tin vé ca nhan/to chiic;
- Ké tan cong co thé lap trang web gia dé danh Iira nguoi ding cung cap céc thong tin ¢4 nhén,
thong tin tai khodn, thé tin dung,...
* Tro lwa dao Nigeria 4-1-9
Tro lira dao Nigeria 4-1-9 1a mot trong cac dang tan cong sir dung cac k¥ thuat xa hoi
ndi tiéng nhat, trong d6 da c6 hang chuc nghin ngudi & My, Canada va Chau Au di sap
bay ciia ké lira dao. Ké lira dao lgi dung su ngay tho va 10ng tham ctia mot s6 ngudi véi
kich ban tom tit nhu sau:
- K¢ Itra ddo gui thu tay, hoac email dén nhiéu ngudi nhan, mo ta vé viéc ¢6 1 khoan
tién 16n (tir thira ké, hodc 1oi tic,..) cin chuyén ra nudc ngoai, nho nguoi nhan giup dd
dé hoan thanh giao dich. Khoan tién co thé 1én dén hang chuc, hodc tram triéu USD. K¢
lira dao hira s& tra cho ngudi tham gia mot phan sé tién (1én dén 20-30%);
- Néu nguoi nhan cé phan hoi va dong y tham gia, ké lira ddo sé gui tiép thu, hodc email
khac, yéu cau chuyén cho han 1 khoan phi giao dich (tir vai ngan dén hang chyc ngan
USD);
- Néu nguoi nhan gui tién phi giao dich theo yéu cau thi nguoi d6 s& mat tién, do giao
dich ma ké Itra ddo hura hen 1a gia mao.
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Nhiéu bién thé cua tro lira ddo Nigeria 4-1-9 da xuat hién trong nhitng nam gan day trén
thé gi6i cling nhu & Viét Nam, chang han nhu thong béo lira triing thudng céc tai san
c6 gia trj 10n dé chiém doat khoan "phi tra thuong", lira dau tu vao tai khoan ao voi hira
hen lai suét cao,...

* Phishing

Phishing 12 mot dang dic biét phét trién rdt manh cua tin cong st dung céc ki thuat xa
hoi, trong d6 ké tan cong bay nguoi dung dé 1ay thong tin ca nhan, thong tin tai khoan,
thé tin dung,... Ké tn cong c6 thé gia mao trang web cua cac t6 chirc tai chinh, ngin
hang, sau d6 chung guri email cho nguoi dung (dia chi email thu thap trén mang), yéu
cau xac thyc thong tin. Hinh minh hoa phishing emails giri cho khach hang cia mang
ngan hang Royal Bank yéu cau ngudi dung cp nhat thong tin thanh toan da hét han,
hozc xac nhan thong tin tai khoan khong sir dung. Néunguoi ding 1am theo hudng din thi s3
v tinh cung cap céc thdng tin ca nhan, thong tin tai khodn, thé tin dung cho ké tAn cong.

From: CustomerSecurity@royalbank.com’

Sent: Monday, July 20, 2000 7:54 pm

To: Rob.Smith@hotmail.com

Subject: Renew your Online Account with Royal Bank Immediately - Final reminder®

Royal Bank

It has come to our attention that you have not logged into yo | online banking accou or some t me now and. as a
security mea ure we must to suspend your online cc OU nt If you would like to continue to use the online ba king acilff,
offered by Roy | Bank, please click the link below and e new your security ——

Renew you security details immediately and cont nue to use our online banking facilty:

L] * .

7'V —

trr—T*T e L.

(Mot phishing email gui cho khach hang cua ngan hang Royal Bank)

* Phong chong
Do tan cong sir dung cac k¥ thuat xa hoi nham dén nguoi ding nén bién phap phong
chdng hiéu qua 13 gido duc, dio tao nang cao y thirc canh giac cho ngudi dung. Mot s6
khuyén nghi gitip ngudi ding phong tranh dang tan cong nay:
- Canh giac voi cac 101 moi, hodc théng béo tring thudng bang email, tin nhin dién
thoai, hodc quang cdo trén cac trang web, dién dan ma khong c6 1y do, ngudn gbc tring
thudng r0 rang;
- Canh giac voi cac yéu ciu cung cip thong tin, xac nhan tai khoan, thong tin thanh
todn, thong tin thé tin dung,..;
- Kiém tra k¥ dja chi (URL) céc trang web, dam bao truy nhip ding trang web cia co
quan, t6 chtc.
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3.3.9. Tan cong Pharming

Pharming 14 kiéu tin cong vao trinh duyét ciia nguoi dung, trong d6 ngudi dung go dia
chi 1 website, trinh duyét lai yéu ciu 1 website khac, thuong 1a website doc hai. C6 2
dang tin cong pharming: (1) ké tan cong thudng st dung sau, virus hodc cac phan mém
doc hai cai vao hé thong dé diéu khién trinh duyét cia nguoi dung va (2) ké tin cong
cling c6 thé tin cong vao hé thong tén mién (DNS) dé thay doi két qua truy véan: thay
dia chi IP cua website hop phap thanh IP cua website doc hai.

ttacke
Aticker Fake website

Client [ME Real wehsite

(Tan céng pharming "cuedp" trinh duyét)

ey ©

Attacker Fake Website
www.nlcebank.com

@ fﬁw

DNS Server
(Local or ISP)

uSer

(Tan céng pharming théng qua tan céng vao mdy chit DNS)
3.4. Cac dang phan mém ddc hai
3.4.1. Gidi thiéu
Céc phan mém doc hai (Malware hay Malicious software) 1a cac chwong trinh, phan
mém dugc viét ra nham cac muc dich xau, nhu danh cép thong tin nhay cam, hodc pha
hoai cac hé théng. C6 nhiéu phuong phap phan loai cac phan mém doc hai, trong d6
mot phuong phap dugc thira nhan rong rai 1a chia cac phan mém doc hai thanh 2 nhom
chinh:
- Cac phan mém doc hai can chuong trinh chu, vét chu (host) dé ky sinh va 1ay nhidm.
Céac phan mém doc hai thudc nhom nay gdm Logic bombs (Bom logic), Back doors
(Cua hau), Trojan horses (Con ngua thanh To roa), Virus (vi rut), Rootkits, Adware
(Phan mém quang c4o) va Spyware (Phan mém gian diép).
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- Cac phin mém doc hai khong can chuong trinh chu, vat chu dé 1ay nhiém. Cac phan

mém doc hai thuéc nhém nay gdm Worms (Sau) va Zombies hay Bots (Phin mém may

tinh ma).
Cac phan

mém doc hai

St T
"/' \\\
-’/I \“‘
Céan chuong Khéng can
trinh chu chuwong trinh chd

// \\ > S

/ \ \\ . \‘\\‘\

\ ~, ~

4/ \ e Se

Back || Logic || Trojan || Root- || Adware &
doors || bombs || horses || kits Spyware

Viruses | | Worms || Zombie

.\ 'Y

; A
o Lot
Céac phan mem cé kha
nang tw nhan ban
(Cdc dang phdan mém déc hai)

Trong s cac phan mém doc hai, cac phan mém doc hai c6 kha ning tu 14y nhiém (self-
infection), hay tu nhan ban (self-replicate) gdm Virus, Sau va Phin mém may tinh ma.
Céc dang con lai khong c6 kha ning ty 1ay nhidm. Viéc phan loai cac phin mém doc
hai ké trén mang tinh chit tuong ddi do hién nay, c6 mdt sb phﬁn mém ddc hai ¢ cac
dic tinh cta ca Virus, Sdu va Phan mém gian diép.
3.4.2. Logic Bombs
Logic bombs (Bom logic) 1a cdc doan ma ddc thuong dugc “nhung” vao cac chuong
trinh binh thuong va thuong hen gio dé “phat nd” trong mot sb diéu kién cua thé. Piéu
kién dé bom “phat n6” ¢6 thé 1a sy xuat hién hodc bién mat cuia cac file cu thé, mot thoi
diém cu thé, hodc mot ngay trong tuan. Khi “phat nd” bom logic c6 thé xoa dit liéu, file,
tat ca hé thong...
Thuec té d3 ghi nhan qua bom logic do Tim Lloyd cai lai da “phat nd™ tai cong ty Omega
Engineering vao ngay 30/7/1996, 20 ngay sau khi Tim Lloyd bi sa thai. Bom logic nay
d3 xo4 sach cac ban thiét ké va cac chuong trinh, gy thiét hai 10 triéu USD cho cong
ty. Ban than Tim Lloyd bi phat 2 triéu USD va 41 thang tu.
3.4.3. Trojan Horses
Trojan horses ldy tén theo tich “Con ngya thanh To roa”, 1a chuong trinh chira ma doc,
thuong gia danh nhimg chwong trinh c6 ich, nham hra nguoi dung kich hoat chung.
Trojan horses thuong dugc sir dung dé thyc thi gian tiép cac tac vy, ma tic gia cua
chung khong thé thyc hién tryc tiép do khong c6 quyén truy nhap. Chang han, trong
mot hé théng nhiéu nguodi dung, mot ngudi dung co thé tao ra mot trojan doi 16t mot
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chuong trinh hiru ich dat & thu muc chung. Khi trojan nay dugc thuc thi bdi mot nguoi
dung khéc, né s& thay dbi quyén truy nhap céc file ctia ngudi dung do, cho phép tat ca
nguoi dung truy nhap vao céc file cua nguoi dung do.

3.4.4. Back doors

Back doors (Cura hau) thuong dugc cac lap trinh vién tao ra, dung dé g0 161 va kiém thir
chuong trinh trong qua trinh phat trién. Cira hau thudng cho phép truy nhap truc tiép
vao hé thong ma khong qua cac tha tuc kiém tra an ninh thong thuong. Khi ctra hau
dugc lap trinh vién tao ra dé truy nhap bat hop phap vao hé thong, né tré thanh mot mbi
de doa dén an ninh hé théng. Ctra hau thuong duoc thiét ké va cai dat khéo 1éo va chi
duogc kich hoat trong mdt ngir canh nao do, do vay né rat kho bi phat hién.

3.4.5. Virus

* Gioi thiéu

Virus 12 mot chwong trinh c¢6 thé “nhiém” vao cac chuong trinh khac, bang cach sira doi
cac chuong trinh nay. Néu cac chuong trinh di bi stra d6i chira virus duoc kich hoat thi
virus s& tiép tuc “lay nhidm” sang cac chuong trinh khic. Twong ty nhu virus sinh hoc,
virus may tinh ciing c6 kha ning ty nhan ban, ty ldy nhiém sang cac chuong trinh khac
ma nd tiép xac. C6 nhidu con duong 1ay nhiém virus, nhu sao chép file, goi cac ung
dung va dich vu qua mang, email...

Virus ¢6 thé thyc hién duoc moi viéc ma mot chuong trinh thong thuong co thé thuc
hién. Khi d3 1y nhiém vao mét chuong trinh, virus tw dong duoc thuc hién khi chuong

trinh nay chay.
Bat dau

(Chen va goi thuc hién ma virus)

* Cac loai virus

Céc loai virus thudng gip bao gom file virus, boot virus, macro virus va email virus.
Boot virus 14 dang virus 1ay nhiém vao cung khai dong (boot sector) ctia dia hodc phan
hé thong ctia dia nhu cung khoi dong chi cua dia cing (master boot record). Do boot
virus lay nhiém vao cung khoi dong nén né ludén duoc nap vao bd nhé mdi khi hé thong
may khoi dong. Boot virus co thé giy hong phan khoi dong cia dia, tham chi cé thé
1am cho dia khong thé truy nhap dugc.

File virus 14 dang virus pho bién nhat, d6i twong 1y nhiém ciia chiing 1a cac file chuwong
trinh va cac file dir liéu. Mdi khi chuong trinh duoc kich hoat hoic file dit liéu duoc
nap vao bd nhé, virus duoc kich hoat. Moi chuong trinh tiép theo duoc kich hoat déu
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bi 1y nhiém virus nay. File virus c6 thé 1am hong chuong trinh, hong hodc pha huy céac
file dir liéu, danh cép cac dir lieu nhay cam,...
Macro virus 1a mot loai file virus ddc biét do chung chi lay nhiém vao cac tai liéu cua
bd phan mém Microsoft Office. Macro virus hoat dong duoc nho tinh ning cho phép
tao va thyc hién cac doan ma macro trong céc tai liéu ciia bg ing dung Microsoft Office,
gdém tng dung soan thao Word, bang tinh Excel, trinh email Outlook,.. Cac doan ma
macro thuong duoc dung dé tu dong hoa 1 sé viée va dugc viét bang ngon ngir Visual
Basic for Applications (VBA). Macro virus thudng 1y nhiém vao cac file dinh dang
chuan (cac template nhu normal.dot va normal.dotx) va tir @6 1ay nhiém vao tat ca cac
file tai licu dugc md. Macro virus cling c6 thé duoc tu dong kich hoat nho cac auto-
executed macros, nhu AutoExecute, Automacro va Command macro. Theo théng ke,
macro virus chiém khoang 2/3 téng luong virus da dugc phat hién. Luong tai liéu bi 1ay
nhiém macro virus da giam déng ké tir khi Microsoft Office 2010 c6 thiét 1ap ngam dinh
khong cho phép chay cac macro.
Email virus lay nhiém bang cach tu dong giri mot ban copy cta né nhu 1 file dinh kém
dén tat ca cac dia chi email trong so dja chi ciia ngudi dung trén may bi 1ay nhiém. Néu
nguoi dung moé email hodc file dinh kém, virus dugc kich hoat. Email virus cé thé lay
nhiém rat nhanh chéng, lan tran trén khap thé gidi trong mot thoi gian ngan.
3.4.6. Worms
Worms (Sau) 1a mot loai phan mém ddc hai c¢6 kha ning ty lay nhiém tir may nay sang
may khac ma khong can chwong trinh cht, vat chi, hodc su trg gitp cta nguoi dung.
Khi sau lay nhiém vao mot may, no sir dung may nay lam “ban dap” dé tiép tuc ra quét,
tan cong cac may khac. Mot trong cac dang sau pho bién 13 sdu mang (network worms)
sir dung két ndi mang dé lay lan tir may nay sang mdy khac. Mic du st dung phuong
thirc 1ay lan khéc virus, khi sau hoat dong, n6 tuong tu virus.
Sau co thé 1ay lan stir dung nhiéu phuong phap khac nhau. Mot sé sau chi sir dung mot
phuong phép 1ay lan, nhung mét sé sau khac c6 kha ning lay lan theo nhiéu phuong
phap. Cac phuong phap lay lan chinh ciia siu gom:
- Lay lan qua thu dién tir: Sau str dung email dé giri ban sao ctia minh dén cac may khéc.
- Lay lan thong qua kha nang thuc thi tir xa: Sau guri va thyce thi mét ban sao ciia no trén
mot may khac thong qua viéc khai thac cac 16 héng an ninh ctia hé diéu hanh, cac dich vu, hodc
phan mém tng dung.
- Lay lan thong qua kha nang log-in (dang nhap) tir xa: Sau déng nhap vao hé thong & xa nhu
mdt ngudi ding va sir dung 1énh dé sao chép ban than né tir may nay sang méay khac.
Sau Code Red dugc phét hién vao thang 7/2001 lay nhiém thong qua viéc khai thac 16i
tran bo dém khi xir Iy céc file .ida trong may chu Microsoft IIS (Internet Information
Service). Code Red quét cac dia chi IP ngiu nhién dé tim cac hé thong c6 16i va lay
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nhiém vao 360.000 may chu trong vong 14 gid. Sau d6, sau Nimda dugc phat hién vao
thang 9/2001 1a sau ¢ kha ning lay lan theo nhiéu con dudng:

- Qua email tir may client sang client.

- Qua cac thu muc chia sé trén mang.

- Tur méay chu web sang trinh duyét.

- Ttr may khach dén méy chi nho khai thac cac 161 may chu.

Chi 22 phut sau khi ra doi, Nimda tré thanh sau c6 téc do lan truyén nhanh nhét trén
Internet vao thoi diém do.

3.4.7. Zombies

Zombie (con goi 1a Bot hodc Automated agent) 1a mot chuong trinh duoc thiét ké dé
gianh quyén kiém soat mot may tinh c6 két ndi Internet, va sir dung may tinh bj kiém
soat dé tin cong cac hé thong khac, hodc giri spam emails. Tuong ty nhu siu, zombie
c6 kha nang ti 13y nhidm sang cac hé thong khac ma khong can chuwong trinh chu, hoic
cac hd tro tir ngudi dung. Mot tdp hop cac may tinh zombie/bot dudi su kiém soat ctia
mot, hodc mot nhom tin tdc dugc goi la mang may tinh ma, hay zombie network/botnet.
Céc zombies thuong dugc diéu phéi va st dung dé thuc hién céac cudc tn cong DDoS
cac may chu, cac website ctia cac cong ty, hodc cac t6 chirc chinh phii. Cac may tinh

zombies cling c6 thé dugc st dung dé guri thu rac tao ra khoan tién khong nho cho céac

Using Zombie Computers to send

o m
1 . Zombl =
I —Jg —_— 'On‘lpu =7y

nhom tin tac.

%

3.4.8. Rootkits

Rootkit 1a mdt dang phﬁn mém doc hai gém mot tap cac cong cu c6 muc dich gianh
quyén truy nhap vao hé théng may tinh ma nguoi dung khong c6 tham quyén khong thé
truy nhap. Rootkit thudng che gidu minh bang cach doi 1ot mot phan mém khac. Rootkit
c6 thé duoc cai dat tu dong, hodc tin tac cai dat rootkit khi chiém dugc quyén quan tri
hé théng. Do rootkit c6 quyén truy nhap hé thong & mirc quan tri nén né cé toan quyén
truy nhap vao cac thanh phan trong hé théng va rat khé bi phat hién.

3.4.9. Adware va Spyware

Adware (tén dy du 1a advertising-supported software) 1a cdc phan mém ty dong hién
thi cac bang quang céo trong thoi gian ngudi dung tai hodc sir dung cac phan mém.
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)
2)

3)
4)

S)
6)
7)
8)
9

Adware thuong dugc dong goi chung vai cac phan mém khac c6 thé dudi dang nhu mot
phén cua mot phén mém hodc mdt dich vu mién phi. Adware trong mot sb truong hop
¢6 thé duoc coi 1a mot phén mém doc hai néu chung dugc tu dong cai dat va kich hoat
ma khong duoc su dong ¥ ciia nguoi dung.

Spyware la mot dang phﬁn mém doc hai duoc cai dat tu dong nham giam sat, thu thap
va danh cap cac thong tin nhay cam trén hé théng nan nhan. C6 4 loai spyware thuong
gip, gdm system monitor (giam sat hé thdng), trojan, adware, and tracking cookies (cac
cookie theo ddi). Spyware c6 thé duoc cai dit vao hé théng nan nhan thong qua nhiéu
phuong phép, nhu tich hop, dong goéi vao cac phan mém khéc, by nan nhan tu tai va
cai dat, hodc tin tic co thé st dung vi rit, su dé tai va cai dat. Spyware thuong dugc
trang bi kha nang an minh nén rat khé c6 thé phat hién bang cac phuong phap thong
thuong.

< TOM TAT CHUONG 3

Trong chuong nay, mot s6 ndi dung chinh duoc gidi thidu:

Cac Dang Tan Cong: Chuong néy gidi thiéu vé cac dang tan cong thong tin nhu tén
cong tu xa, tan cong bén trong, tan cong xa hoi va tan cong tuong tac voi phan mém
doc hai. Hoc vién s& hiéu cach cac tin cong nay hoat dong va tiém an nguy co cho hé
thdng thong tin.
Phan Mém Dgc Hai: Chuong nay gidi thi¢u vé cac loai phan mém ddc hai nhu virus,
malware, trojan, ransomware va spyware. Hoc vién s€ hiéu cach nhan di¢n va doéi pho
v6i cac phan mém ddc hai nay.
Nguy Co va Rii Ro: Hoc cach danh gia nguy co va rai ro ma céc tan cong va phan
mém doc hai c6 thé mang lai cho hé thong thong tin. Piéu nay gilip trong viéc dinh
danh mirc d6 nguy co va anh hudng ctia mdi tan cong.
Bao Vé Hé Thong: Chuong nay trinh bay cach bao vé hé thong thong tin khoi cac tin
cong va phan mém doc hai bang cach ap dung bién phap bao mat, cap nhat phan mém,
va st dung phan mém chong virus va malware.

CAC BAI TAP HE THONG KIEN THUC
Moi de doa (threat) 1a gi? Néu quan hé gitra 16 hong va moi de doa.
M0 ta 4 loai tan cong chinh va 2 kiéu tan cong chi dong va thu dong.
Néu muc dich va cac dang tin cong vao mat khau.
Tan cong chén ma SQL 1a gi? Néu cic nguyén nhan cua 16 hong chén ma SQL. Tan
cong chén mi SQL c¢6 kha ning cho phép tin tic thyc hién hanh dong gi trén hé thong
nan nhan?
Néu cac bién phap phong chong tin cong chén ma SQL.
Tén cong pharming 1a gi? Mo ta cac dang tan cong pharming.
Phan mém ddc hai la gi? Phan loai céc phﬁn mém doc hai.
Vi rat 1a gi? Néu cac phuong phéap l1ay nhiém va cac loai vi rut.

Zombie la gi? Mo ta co ché hoat dong cua Zombie
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10. Trojan 1a gi? Mb ta co ché hoat dong cua trojan
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CHUONG 4. PAM BAO AN TOAN THONG TIN DUA TREN MA HOA

< GIOI THIEU CHUONG 4
Chuong 4 ctia mén hoc "An Toan Hé Théng Thong Tin" tap trung vao viéc tim hiéu vé
ma hoda thong tin va cach ndé dong mdt vai trod quan trong trong bao vé thong tin. Chuong
nay gitp hoc vién hiéu vé cach ma héa duoc st dung dé bao vé dit liéu va thong tin quan
trong trén mang va trong hé théng thong tin.
< MUC TIEU CHUONG 4
Sau khi hoc xong chuong nay, nguoi hoc co kha nang:
> Vé kién thirc:
- Hiéu vé cic phirong phdp md héa théng tin, bao gom ma héa doi xirng va md héa bat
déi xirng, cung véi cdch chiing hoat dong.
- Hiéu vé logi hinh md héa théng tin nhir ma héa dit liéu trong truyén théng mang, ma
héa 6 cung, va ma hoa email.
- Hiéu vai tro ciia ma héa trong bdo mdt théng tin va cdch né givip ngan chdn truy cdp

trai phép vao dir liéu quan trong.

- Hiéu vé cdc quy dinh va tiéu chudn lién quan dén viéc sir dung ma héa, va tai sao tudn
thu quy dinh nay la quan trong trong bdao mdt thong tin.
> Vé ky ning:

- Kj ndng sir dung cdc cong cu va phan mém md héa dé bao vé thong tin quan trong trén
mang va trong hé thong thong tin.

- Ky ndng cdu hinh hé thong dé sir dung md héa trong cdc g dung va truyén thong
mang.

- K nang kiém tra an toan thong tin bang cdch dam bdo rang cdc dit lidu dwoc ma héa
mot cach an toan va dang tin cqy.

- Ky Nang dénh gid hiéu qud cia viéc sir dung md héa trong bdo vé thong tin va tim kiém
cdch ndng cao cdp d an toan.
> Vé ning lwc tw chii va trach nhiém:
- Ndang lwc vé quan 1y thoi gian, trach nhiém véi cong viéc
- Nang luc hoc tap va lam viéc doc lap
- Tw chii trong viéc gidi quyét van dé
< PHUONG PHAP GIANG DAY VA HQC TAP CHUONG 4
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- Doi véi ngueoi day: sir dung phwong phdp giang giang day tich cuc (dién gidng, van
dap, day hoc theo van dé); yéu cau nguoi hoc thuc hién cdu hoi thao ludn va bai tap
chwong (cd nhan hodc nhom,).

- Déi v6i nguoi hoc: chii dong doc trude gido trinh trude budi hoc; hoan thanh ddy
du cau hoi thao ludn va bai tdp tinh huo”'ng theo ca nhdn hodac nhom va nop lai cho
nguoi day dung thoi gian quy dinh.

% PIEU KIEN THU'C HIEN CHUONG 4

- Phong hoc chuyén mon hoa/nha xwong: Phong hoc thuc hanh

- Trang thiét bi mdy méc: May chiéu, may tinh va cac thiét bi day hoc khac

- Hoc liéu, dung cu, nguyén vt liéu: Chuong trinh mon hoc, gido trinh, tai li¢u tham
khao, gido an, phim anh, va céc tai li€u lién quan.

- Cdc diéu ki¢n khdc: Khong c6

< KIEM TRA VA DANH GIA CHUONG 4

Noi dung:
Kién thirc: Kiém tra va danh gid tat ca néi dung da néu trong muc tiéu kién thirc

Ky néng: Panh gid tat ca ndi dung dd néu trong muc tiéu ki nang.

ASEENERN

Nang lyc tw chu va trach nhiém: Trong qud trinh hoc tdp, nguoi hoc can:
+ Nghién civu bai triede khi dén 16p

+ Chudn bi dd‘y du tai liéu hoc tap.

+ Tham gia ddy di thoi lwong mén hoc.

+ Nghiém tuc trong quda trinh hoc tdp.

- Phwong phap:

v' Diém kiém tra thwong xuyén: 1 diém kiém tra (hinh thirc: héi miéng)
v Kiém tra dinh kp Iy thuyét: khong cé

< NOI DUNG CHUONG 4
4.1. Khai quat vé ma hoa thong tin va ing dung
4.1.1. Cac khai niém co ban
* Mat ma
Theo tir dién Webster's Revised Unabridged Dictionary: “cryptography is the act or art
of writing secret characters”, hay mat ma (cryptography) la mot hanh dong hodc nghé
thuat viét cac ky tu bi mat. Con theo tir dién Free Online Dictionary of Computing:
“cryptography is encoding data so that it can only be decoded by specific individuals”,
c6 nghia 1a mat ma 1a viéc ma hoa dir liéu ma no6 chi co thé duoc gidi ma bdi mot )
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nguoi chi dinh.

* Ban ro, ban md, md hoa va giai ma

- Ban 10 (Plaintext), hay thong tin chua ma hoa (Unencrypted information) 1a thong tin & dang
¢6 the hiéu dugc.

- Ban ma (Ciphertext), hay thong tin da dugc ma hoa (Encrypted information) 1 thong tin & dang
da bi xéo tron.

- M3 héa (Encryption) 14 hanh dong x4o tron (scrambling) ban rd dé chuyén thanh ban ma.

- Giai md (Decryption) 1a hanh dong giai x4o tron (unscrambling) ban ma dé chuyén thanh ban

10.
Xin chao ! Ma hoa \ abcDef&*bv#$ee7
(ban ro) (Thuat toan) | | (ban ma)
Giai ma
(Thuat toan)

(Cac khau Ma hoa (Encryption) va Giai ma (Decryption) cia mot hé ma hoa)
* Giai thudt ma hoa & giai ma, Bo ma hoa, Khoa/Chia, Khong gian khoa
Gidi thudt ma héa (Encryption algorithm) 1 giai thuat dung dé ma héa thong tin va
giai thuat giai ma (Decryption algorithm) dung dé giai ma thong tin.
- Mot bd ma hoa (Cipher) gom mot giai thuat dé ma héa va mot giai thuat dé giai ma
thong tin.
- Khoa/Chia (Key) 1a mot chudi duoc st dung trong giai thuat ma hoa va gidi ma.
- Khéng gian khoa (Keyspace) 1a tong s6 khoa c6 thé c6 ctia mot hé ma hoa. Vi du, néu
str dung khoa kich thudc 64 bit thi khong gian khoa 1a 264,
* Ma héa khéa doi xitng, Ma héa khéa bat doi xig, Ham bam, Tham md
Ma héa khéa déi xirng (Symmetric key cryptography) 1a dang mi hoa trong dé mot
khoa dugc sir dung cho ca giai thuat ma hoa va giai ma. Dokhoasir dung chung can phai diroc
gt bi mat nén méa héa khéa ddi ximg con duoc goi 13 ma héa khoa bi mat (Secret key cryptography).

4

.\
A

5

|

ban ré ma hoa ban ma giaimi  banrd
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(Hinh minh hoa hoat dong cua mot hé ma hoa khoa doi xung, trong do mot khoa bi

mdt duy nhdt dwoc sir dung cho ca hai khdu ma héa va gidi ma mot théng diép)

Ma hoa bat doi xirng

. Khac
i chia khoa

Private
key

A4Sh*L@9.
T6=#/>B#1

RO6/J2.>1L
1PRL39P20

Van ban s
mat ma
(Hinh minh hoa hoat dong cua mot hé ma hoa khoa bat doi xung, trong do mot khoa
cong khai (public key) duwoc su dung cho khau ma hoa va khoa riéng (private key) cho
khdu giai ma thong diép)

Ma héa khéa bit doi xieng (Asymmetric key cryptography) 1 dang ma hoa trong d6
mot cip khoa duogc sir dung: khoa cong khai (public key) dung dé ma hoa, khoa riéng
(private key) dung dé giai ma. Chi c6 khoa riéng can phai git bi mat, con khoa cong
khai c6 thé pho bién rong rii. Do khoa dé ma hoa co thé cong khai nén d6i khi ma hoa
khoa bat d6i xtmg con duogc goi 12 ma hoa khoa cong khai (Public key cryptography).
Ham bam (Hash function) 1a mot anh xa chuyén céc dir liéu c6 kich thudc thay d6i vé
dir liéu 6 kich thude cd dinh. Hinh 4.4 minh hoa dau vao (Input) va dau ra (Digest) ctia
ham bam. Trong cac loai ham bam, ham bam 1 chiéu (One-way hash function) 1a ham
bam, trong d6 viéc thuc hién ma héa twong dbi don gian, con viée giai ma thudng co

do phuc tap rat 16n, hodc khong kha thi vé mit tinh toan.
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Input Digest

| C¥Ptographic DFCD 3454 BBEA 788A 751A
5 futlitsitn ™ 696c 2409 7009 cA99 217
Lhnigi‘f,i‘;’: | IR phic | ['o086 468p re70 coE2 s23c
the blue dog Fihction ACC7 6CD1 90B1 EEGE 3ABC
The red fox cryptographic
i 8FD8 7558 7851 4F32 DI1c6
jumps ouer ——» hash —
the blue dog function 76B1 7949 0DA4 AEFE 4819
,Tuh;;sife?,)ﬁ | phig __ | Fcv3 758 5AF2 C6FF 915F
the blue dog function D401 CORS 7D9A 46AF FB45S
The red fox cryptographic
i 8ACA D682 D588 4C75 4BF4
jumps oer —» hash —p
the blue dog A 1799 7D88 BCF8 92B9 GAGC

(Minh hoa dau vao (Input) va dau ra (Digest) ciia ham biam)
Thdam md hay pha ma (Cryptanalysis) 1a qua trinh gidi ma thong diép da bi ma héa ma
khong can c6 trudc thong tin vé giai thuat ma hoa va khoa ma.

4.1.2. Céc thanh phin ciia mjt hé ma hoa

Sender Receiver

encryption key decryption key

plaintext ciphertext plaintext

— 5| Encryption > Decry_ption RS
algorithm ' algorithm

Interceptor

(Cdc thanh phan ciia mét hé ma héa don gian)

Mot h¢ ma héa hay hé mat ma (Cryptosystem) la mot ban cai dat cua cac ki thuat mat
mi va cac thanh phan cé lién quan dé cung cap dich vu bao mat thong tin. Hinh anh
trén néu cac thanh phﬁn cia mot h¢ ma héa don gian dung dé dam bao tinh bi mat cua
thong tin tir nguoi giri (Sender) truyén dén ngudi nhan (Receiver) ma khong bi mot bén
thir ba nghe 1én (Interceptor). Cac thanh phan ctia mot hé ma hoa don gian gém ban rd
(plaintext), giai thuat ma hoa (Encryption Algorithm), ban ma (ciphertext), gidi thuat
giai ma (Decryption Algorithm), khéa ma hoa (encryption key) va khoa giai ma
(decryption key). Mot thanh phan quan trong khac ciia mdt hé méi hoa i khong gian khéa (Keyspace)
- 1 tap hop tit ca cac khda cd thé cd. Vi du, néu chon kich thudc khoa 1 64 bit thi khong gian khoa s8 13 2%
Nhin chung, hé mé hda c6 d6 an toan cing cao néu khong gian khéa Iua chon cang on.
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4.1.3. Ma hoa dong va ma hoéa khoi

* Md hoa dong
g T >
- B smnh -~ ™ Bii5 srih -~
., klod déna - 4 ~, bhad déng L -
e " - ™ o
- N
S - .
Ehad déng E; Fohod déng Es
S ..’_L"-.l Bz ma d ™ Ban rd gic
T T | I
- h, J s
=1 '—"':. lr.u_. "t"' - T"l
Il hod A mi

(Md hoa dong - Stream cipher)

M3 héa dong (Stream cipher) 14 kiéu ma hoa ma timg bit, hodc ky tu ciia ban rd duoc
két hop véi timg bit, hodc ky tu twong tng cua khoa dé tao thanh ban mi. Hinh anh
trén biéu dién qu4 trinh ma hoa (Encrypt) va giai ma (Decrypt) trong ma hoa dong. Theo
d6, & bén gui cac bit Pi ctia ban 13 (plaintext) duoc lién tuc dua vao két hop véi bit
tuong g Ki cua khoa dé tao thanh bit ma Ci; O bén nhan, bit ma Ci duoc két hop voi
bit khoa Ci dé khoi phuc bit r& Pi. Mot bo sinh dong khoa (Keystream Generator) duoc
sir dung dé lién tuc sinh cac bit khoa Ki tir khoa gbc K. Cac giai thuat ma hoa dong tiéu
biéu nhu A5, hodc RC4 duogc st dung rong rai trong vién thong.

* M hoa khoi
b bits b bits
Plaintext »| Ciphertext
Key Encryption Key Decryption
(K) algorithm (K) algorithm
Ciphertext Plaintext
S ]
b bits b biis

(Ma héa khéi (Block cipher))
Ma hoa khéi (Block cipher) 14 kiéu ma hoa ma dir liéu dugc chia ra thanh ting khéi co
kich thudc c¢b dinh dé ma hoa va giai ma. Hinh anh biéu dién qua trinh ma hoa va giai
mi trong ma héa khdi. Theo d6, & bén guri ban 16 (Plaintext) dugc chia thanh cac khoi
(block) ¢6 kich thudc cb dinh, sau d6 ting khdi duge ma héa dé chuyén thanh khdi ma.
Céc khbi ma dugc ghép lai thanh ban mi (Ciphertext). O bén nhan, ban ma lai duoc
chia thanh cac khéi va ting lai duoc giai ma dé chuyén thanh khéi rd. Cudi ciing ghép
céc khdi 6 dé co ban rd hoan chinh. Cac giai thuat ma hoa khdi tiéu biéu nhu DES, 3-
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DES, IDEA, AES duoc st dung rat rong rai trong ma hoa dir li€u vai kich thudce khdi
64, hoac 128 bit.
4.1.4. So luge lich sir mat ma
C6 thé n6i mat ma 1a con dé cua toan hoc nén sy phat trién ctia mat ma di lién véi sy
phat trién cta toan hoc. Tuy nhién, do nhiéu giai thuat mat ma doi hoi khdi lugng tinh
todn 16n nén mat ma chi thyc sy phat trién manh cung vo1 sy ra doi va phat trién cua
may tinh dién tir. Sau day 12 mot s6 mdc trong su phat trién cia mat ma va tng dung
mat ma:
- Cac k¥ thuat ma hoa thd so da duoc ngudi cd Ai cp sir dung cach day 4000 nim.
- Nguoi ¢6 Hy lap, An do ciing da sir dung ma ho4 cach ddy hang ngan nam.
- Cac k¥ thuat ma hoa chi thuc sy phat trién manh tur thé ky 1800 nh¢ cong cu toan hoc,
va phat trién vuot bac trong thé ky 20 nho sy phat trién ciia may tinh va nganh cong
nghé thong tin.
- Trong chién tranh thé gidi thu [ va I, cac k¥ thuat ma hoa dugce sir dung rong rai trong
lién lac quan sy st dung séng vo tuyén. Quin doi cac nude di sir dung cac cong cu pha
ma, tham ma dé giai ma cac thong diép cua quan dich.
- Nam 1976 chuan ma héa DES (Data Encryption Standard) duoc Co quan mat vu My
(NSA - National Security Agency) thtra nhan va st dung rong rai.
- Nam 1976, hai nha khoa hoc Whitman Diffie va Martin Hellman da dua ra khai niém
ma hoa khoa bat ddi xing (Asymmetric key cryptography), hay ma hoa khoa cong khai
(Public key cryptography) dua dén nhitng thay doi 16n trong k¥ thuat mat ma. Theo do,
cac hé ma hoa khoa cong khai bat dau duoc str dung rong rai nhd kha ning hd tro trao
d6i khoa dé dang hon va do cac hé ma hoa khoa bi mat gip kho khin trong quan 1y va
trao d6i khoa, ddc biét khi s6 lvgng nguoi dung 16n.
- Nam 1977, ba nha khoa hoc Ronald Rivest, Adi Shamir, va Leonard Adleman gioi
thiéu giai thuat ma hoéa khoa cong khai RSA. Tur d6, RSA tré thanh giai thuat ma hoa
khoa cong khai duoc sir dung rong rdi nhat do RSA c6 thé vira dugce str dung dé ma hoa
thong tin va st dung trong chit ky s6.
- Nam 1991, phién ban dau tién ciia PGP (Pretty Good Privacy) ra doi.
- Nam 2000, chuan mé hoa AES (Advanced Encryption Standard) dugc thtra nhan va
ung dung rong rai.
4.1.5. Ung dung ciia ma hoa
M3 hod thong tin c6 thé dugc sir dung dé dam bao an toan thong tin voi cac thude tinh:
bi mat (confidentiality), toan ven (integrity), xac thuc (authentication), khong thé chbi
b6 (non-repudiation). Cu thé, cac k¥ thuat ma héa duoc tng dung rong rai trong cac hé
thong, cong cu va dich vu bao mat nhu:
- Dich vu xéc thuc (Kerberos, SSO, RADIUS,...)
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- Piéu khién truy nhap

- Céc cong cu cho dam bao an toan cho truyén thong khong day

- Cac nén tang bao mat nhu PKI, PGP

- Céac giao thurc bao mat nhu SSL/TLS, SSH, SET, 1PSec

- Cac hé théng bao mat kénh truyén, nhu VPN.

4.2. Cac phuong phap ma hoa

4.2.1. Phuong phap thay thé

C6 hai loai mé c6 dién 12 ma thay thé va ma hoan vi (hay con goi la dich chuyén). Ma
thay thé 12 phuong phap ma ting ki tur (nhom ki tir) trong ban rd dugc thay thé bang
mot ki tu (mdt nhom ki tu) khac dé tao ra ban ma. Bén nhan chi can thay thé nguoc lai
trén ban ma dé co dugc ban rd ban dau. Trong phuong phap ma hoan vi, cac ki tu trong
ban rd van dugc giit nguyén, chung chi dugc sip xép lai vi tri dé tao ra ban ma. Tuc 14
cac ki tu trong ban rd hoan toan khong bi thay doi bang ki tu khac ma chi dao chd cua
chung dé tao thanh ban ma.

Trudc hét ta xét cac mé cd dién sir dung phép thay thé cac chir ctia ban rd bang cac chir
khac cua bang chit dé tao thanh ban ma.

- O day céc chir cia ban 18 dugc thay bang cac chit hodc cac sb hoic cac ky tu khac.

- Hodc néu xem ban rd nhu mot day bit, thi phép thé thay cac miu bit ban rd bang cac
mau bit ban ma.

* Ma Ceasar

bay la ma thé dugc biét sém nhat, dugc sang tao bdi Julius Ceasar. Lan dau tién duoc
str dung trong quan su. Viéc ma hoa dugc thyc hién don gian 1a thay mdi chit trong ban

1d bang chit thi ba tiép theo trong bang chit cai.

e Vidu:
o Meet me after the toga party
o PHHW PH DIWHU WKH WRIJD SDUWB

O day thay chit m bang chir ding thir 3 sau m 13 p (m, n, o, p); thay chit e bing chit dtng
thr3sauelah (e, f, g h).

e (o6 thé dinh nghia viéc ma hod trén qua anh xa trén bang chit cai sau: cac chtt ¢ dong
dudi 1a ma cua cac chir tuong ing & dong trén:

abcdefghijklmnopqrstuvwxyz
DEFGHIJKLMNOPQRSTUVWXYZABC

e V& toan hoc, néu ta gan sd thr tw cho mdi chit trong bang chir cai. Cac chit & dong
trén 6 s thir ty trong tng 13 s6 ¢ dong dudi:
abcdefghijk 1 m
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0123456789101112
nopqrstuvwzxyz

1314151617 18 19 20 21 22 23 24 25

thi mé Ceasar dugc dinh nghia qua phép tinh tién cac chit nhu sau:

¢ =E(p) = (p + k) mod (26)

p =D(c)=(c—k) mod (26)

O day, p 1a so thir tu ctia chir trong ban ro va c 13 s6 thir tu cua chir tuong (g ctia ban ma;

k 1a khoa ctia ma Ceasar. Co 26 gia tri khac nhau cua k, nén c6 26 khoa khéac nhau. Thyc

té do dai khoa & day chi 13 1, vi moi chit déu tinh tién di mot khoang nhu nhau.

Tham ma Ceasar la viéc lam don gian, do s6 khod c6 thé c6 la rat it.

Chi ¢ 26 khoa co thé, vi A chi c6 thé anh xa vao mot trong s6 26 chir cai cua bang
chir cai tiéng Anh: A, B, C, ...Cac chir khac sé duogc xac dinh béng s6 budc tinh tién
tuong Ung ciia A. Ké tham ma c6 thé thir 1an luot ting khod mat, tic 13 sit dung
phuong phap tim duyét tong thé. Vi s kho4 it nén viéc tim duyét 1a kha thi. Cho truéc
ban ma, thir 26 cach dich chuyén khac nhau, ta s& doan nhan thong qua ndi dung céac
ban r6 nhan duoc.

Vi du. Béban md "GCUA VQ DTGCM" bing cach thtr cac phép tinh tién khac nhau

cua bang chir, ta chon dugc budc tinh tién thich hop 1a 24 va cho ban rd 1a "easy to

break".

* Cdac ma bang chir don

Bay gio ta khic phuc nhugc diém ciia ma Ceasar bang cach ma hod cac chir khong chi 1a

dich Chuyén bang chit, ma co thé tao ra cac bude nhay khac nhau cho céc chir. Trong mot

ma moi chit ciia ban rd dugc anh xa dén mot chir khac nhau cta ban ma. Do d6 moi cach

ma nhu vay s€ tuong ting voi mot hodn vi ciia bang chir va hoan vi dé chinh 1a kho4 cta

ma da cho. Nhu vay do dai khoa ¢ day 1a 26 va s6 khoa co thé c6 1a 26!. S6 khoa nhu vay

14 rt 16m.

Vi du. Ta c6 ban ma tuong ing vo1 ban ro trong ma bang chit don nhu sau:

Plain: abcdefghijklmnopqrstuvwxyz
Cipher: DKVQFIBJWPESCXHTMYAUOLRGZN
Plaintext: ifwewishtoreplaceletters

Ciphertext: WIRFRWAJUHYFTSDVFSFUUFYA
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- Tinh an toan ctia ma trén bang chit don. Tong cong cd 26! xap xi khoang 4 x 102° kho4.
Vi kha nhiéu khoa nhu vay nhiéu ngudi nghi 12 ma trén bang chir don s& an toan. Nhung
khong phai nhu vay. Van dé ¢ day 1a do cac dic trung vé ngdn ngit. Tuy c6 s6 luong khoa
16n, nhung do cac dic trung vé tan sudt xudt hién cta cac chit trong ban rd va cac chir
tuong trng trong ban ma la nhu nhau, nén ké tham ma co thé doan duoc anh xa cua mot sb
chir va tr d6 mo tim ra chitr ma cho cac chir khac. Ta sé xét khia canh nay cu thé trong muc

sau.

- Tinh du thira ctia ngdn ngir va tham ma. Ngon ngit cia loai ngudi 1a du thira. Co mot sb
chir hoac cac cdp chit hoac bo ba chitr dugc dung thudng xuyén hon cac bd chir cung do dai
khac. Chang han nhu cac bd chit sau ddy trong tiéng Anh "th Ird s m shphrd shll nt wnt".
T6m lai trong nhiéu ngdn ngit cac chir khong duoc sir dung thudng xuyén nhu nhau. Trong
tiéng Anh chit E duogc st dung nhiéu nht; sau d6 d&én cacchit T, R, N, I, O, A, S. Mot s6
chir rat it dung nhu: Z, J, K, Q, X. Bang phuong phép thong ké, ta ¢ thé xay dung cic
bang cac tan suét cac chit don, cap chir, bo ba chir.
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TG H 1 K L M N O P OQ R 8§ T
(bang tan suat chw cai tieng Anh)

St dung bang tan suit vao viéc tham ma. Piéu quan trong 1a ma thé trén bang chir don
khong 1am thay ddi tan suat tuong ddi ctia cc chir, c6 nghia 14 ta van c6 bang tan suat trén
nhung dbi v6i bang chit ma tuong Gmg. Piéu d6 dugc phat hién boi cac nha khoa hoc Ai
cap tir thé ky thir 9. Do d6 c6 cach thim ma trén bang chit don nhu sau:

- Tinh toan tin suit cta cac chir trong ban ma

- So sanh v&i cac gi tri da biét

- Tim kiém cac chit don hay dung A-I-E, bo d61 NO va bd ba RST; va céac bo it dung JK,
X-Z..

- Trén bang chir don can xac dinh cac chit ding cac bang bd d6i va bo ba tro gitp.

Vi du. Thdm ma ban ma trén bang chir don, cho ban ma:
UZQSOVUOHXMOPVGPOZPEVSGZWSZOPFPESXUDBMETSXAIZ
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VUEPHZHMDZSHZOWSFPAPPDTSVPQUZWYMXUZUHSXEPYEP
OPDZSZUFPOUDTMOHMQ
- Tinh tan sudt céc chir
-PoanPvaZlaevat.
- Khi d6 ZW la th va ZWP la the.
- Suy luén tiép tuc ta c6 ban rd:
it was disclosed yesterday that several informal but
direct contacts have been made with political

representatives in moscow
* Ma Playfair

Nhu chiing ta da thay khong phai s6 khoa 16n trong ma bang chit don dam bao an toan ma.
Mot trong cac hudng khic phuc 1a ma bd céc chit, tuc la mdi chir s& dugc ma béng mot sd
chit khac nhau tuy thudc vao cac chit ma n6 dung canh. Playfair 1a mot trong cdc ma nhu
vay, dugc sang tao boi Charles Wheastone vao nam 1854 va mang tén nguoi ban 1a Baron
Playfair. O ddy mdi chit ¢6 thé duoc ma bang mot trong 7 chit khac nhau tity vao chir cip
do6i cung no trong ban 10.

Ma tran khoa Playfair. Cho trudc mdt tir [am khoa, véi diéu kién trong tir khod d6 khong
cO chir cai nao bi lap. Ta lap ma tran Playfair 1a ma tran ¢& 5 x 5 dua trén tir khoa da cho

va gom céc chit trén bang chir cai, dugc sap x€p theo thur ty nhu sau:
- Trudce hét viét cac chit cua tir khoa vao cac hang cua ma tran bat tir hang thir nhat.

- Néu ma tran con tréng, viét cac chit khac trén bang chit cai chua dugc sir dung vao cac 6
con lai. C6 thé viét theo mot trinh tu qui udce trudce, chéng han tir dau bang chir cai cho dén
cudi.
- Vi ¢6 26 chir cai tiéng Anh, nén thiéu mot 6. Thong thuong ta don hai chit nao d6 vao
mot 6 chung, chéng hanIval.
- Gia su st dung tir khoa MORNACHY. Lap ma tran khoa Playfair tuong ing nhu sau:
MONAR
CHYBD
EFGIK
LPQST
UVWXZ

Ma ho4 va giai ma: ban rd dugc ma hod 2 chir cing mot lic theo qui tac nhu sau:
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- Chia ban rd thanh timg cap chit. Néu mot cip nao d6 co hai chit nhu nhau, thi ta chén
thém mot chir loc chang han X. Vi du, trude khi ma “balloon” bién d6i thanh “ba Ix lo

On”

- Néu ca hai chir trong cdp déu roi vao cuing mdt hang, thi ma moi chir bang chir ¢ phia bén
phai n6 trong cung hang cuia ma tran khoa (cudn vong quanh tir cudi vé dau), chang han
“ar” bien doi thanh “RM”

- Néu c4 hai chit trong cap déu roi vao cung mot cdt, thi ma moi chit bang chit ¢ phia bén
dudi nd trong cung cot ciia ma tran khoa (cudn vong quanh tir cudi vé dau), chang han
“mu” bien doi thanh “CM”

- Trong céc truong hop khac, mdi chir trong cip duoc ma boi chir cung hang véi nd va
cung cdt voi chir cung cdp véi no trong ma tran khoa. Chfmg han, “hs” ma thanh “BP”, va
“ea” ma thanh “IM” hoac “JM” (tuy theo s¢ thich)

An toan cia ma Playfair:

- An toan duoc nang cao so hon véi bang don, vi ta co tong cong 26 x 26 = 676 cip. Mdi
chit ¢6 thé dugc ma bang 7 chir khac nhau, nén tin suat cac chi trén ban ma khac tan suét

cua céc chit céi trén van ban tiéng Anh ndi chung.

- Mubn sir dung théng ké tan sudt, can phai co bang tan suat cua 676 cip dé tham ma (so
v6i 26 ctia ma bang don). Nhu vy phai xem xét nhiéu truong hop hon va tuong tng s& cd

thé c6 nhiéu ban ma hon can lua chon. Do d6 kho tham ma hon ma trén bang chit don.

- M3 Playfair dugc sir dung rong rii nhiéu nam trong gi¢i quan sy My va Anh trong chién
tranh thé gidi thir 1. No co thé bi bé khoa néu cho trudc vai tram chit, vi ban ma van con

chtra nhiéu cau trac cua ban ro.
* Cac md da bang

Mot hudng khac 1am ting do an toan cho ma trén bang chir 1a str dung nhiéu bang chit dé
ma. Ta s& goi chiing 14 cac mi thé da bang. O day mdi chir c6 thé dugc ma bang bat ky chir
nao trong ban ma tiy thudc vao ngit canh khi ma hoa. Lam nhu vay dé trai bang tan suat
céc chit xuat hién trong ban ma. Do d6 lam méat b6t cau triac cia ban 16 duge thé hién trén
ban ma va lam cho thaAm ma da bang khé hon. Ta sir dung tir khoa dé chi rd chon bang nao
dugc dung cho ting chir trong ban tin. St dung lan lugt cac bang theo tir khoa d6 va lap
lai tir ddu sau khi két thuc tir khod. Do dai khoa 14 chu ky 1dp cua cac bang chir. Do dai

cang 16n va nhiéu chir khac nhau duoc sir dung trong tir khoa thi cang kho thadm ma.

* Ma Vigenere
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Mi thé da bang don gian nhat 1a ma Vigenere. Thyc chit qua trinh ma hoa Vigenere 1a viéc
tién hanh dong thoi diung nhiéu ma Ceasar cling mot luc trén ban rd voi nhiéu khoa khac
nhau. Khoa cho mdi chit dung dé ma phu thudc vao vi tri cua chir do trong ban 1o va dugc
liy trong tir kho4 theo thw tu tuong ung.

Gia st khoa 12 mot chit c6 do dai d duge viét dang K = K;iKb...K4, trong d6 K; nhan gia
tri nguyén tir 0 dén 25. Khi d6 ta chia ban rd thanh cac khdi gom d chit. Mdi chit tht i trong
khéi chi dinh dung bang chit thir i véi tinh tién 1 K; gidng nhu trong ma Ceasar. Trén thuc
té khi ma ta co thé st dung 1an luot cac bang chi va lap lai tur dau sau d chir cua ban rd. Vi
c6 nhiéu bang chit khac nhau, nén cung mét chit & cac vi tri khac nhau s& c6 cac budce nhay
khac nhau, 1am cho tin suit cac chir trong ban ma dén twong ddi déu.

Gidi ma don gidn 1a qua trinh 1am nguoc lai. Nghia 1a dung ban ma va tir khoa véi cac bang

chir twong tmg, nhung v&i mdi chit str dung budc nhay lui lai vé dau.
Vi du: Dé st dung ma Vigenere véi tir khoa va ban rd cho trude ta ¢6 thé lam nhu sau:
- Viét ban rd ra
- Viét tir khoa 1dp nhiéu 1an phia trén twong Gng ctia nd
- Str dung mdi chir ctia tir khod nhu khoa ctia ma Ceasar
- M3 chir tuong ng cua ban ro véi bude nhay tuong timg.
- Chang han sir dung tir khoa deceptive
key:  deceptivedeceptivedeceptive
plaintext: wearediscoveredsaveyourself
ciphertext: ZICVTWQNGRZGVTWAVZHCQYGL

Pé ma chit w dau tién ta tim chit dau cua khoa 1a d, nhu vay w s€ dugc ma trén bang chix
tinh tién 3 (trc 13 a tinh tién vao d). Do d6 chit ddu w dugc ma boi chit Z. Chir thir hai
trong tir khoa 1 e, c6 nghia 1 chit tht hai trong ban rd s& duoc tinh tién 4 (tir a tinh tién
dén e). Nhu vay tht hai trong ban rd e s& duoc ma boi chit I. Twong tu nhu vy cho dén

hét ban ro.

Trén thyc t& dé hd tro mad Vigenere, ngudi ta di tao ra trang Saint — Cyr dé tro giup cho
viéc ma va giai ma thu cong. D6 1a mot bang cd 26 x 26 co6 tén tuong ung la cac chit cai
trong bang chir tiéng Anh. Hang thir i 1 tinh tién i chit cia bang chir cai. Khi d6 chit & cot
dau tién chinh 1a kho4 cta bang chit & ciing hang. Do d6 chit mi ctia mét chir trong ban rd

nam trén cung cOt voi chir d6 va nam trén hang twong img voi chit khoa.
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ABCDEFGHIJKLMNOPQRSTUVWXYZ
A ABCDEFGHIJKLMNOPQRSTUVWXYZ
B BCDEFGHIJKLMNOPQRSTUVWXYZA
C CDEFGHIJKLMNOPQRSTUVWXYZAB
D DEFGHIJKLMNOPQRSTUVWXYZABC
E EFGHIJKLMNOPQRSTUVWXYZABCD
F FGHIJKLMNOPQRSTUVWXYZABCDE
G GHIJKLMNOPQRSTUVWXYZABCDEF
H HIJKLMNOPQRSTUVWXYZABCDEFG
| NKLMNOPQRSTUVWXYZABCDEFGH
J JKLMNOPQRSTUVWXYZABCDEFGHI
K KLMNOPQRSTUVWXYZABCDEFGHIJ
L LMNOPQRSTUVWXYZABCDEFGHIJK
M MNOPQRSTUVWXYZABCDEFGHIJKL
N NOPQRSTUVWXYZABCDEFGHIJKLM
O OPQRSTUVWXYZABCDEFGHIJKLMN
P PQRSTUVWXYZABCDEFGHIJKLMNO
Q QRSTUVWXYZABCDEFGHIJKLMNOP
R RSTUVWXYZABCDEFGHIJKLMNOPQ
S STUVWXYZABCDEFGHIJKLMNOPQR
T TUVWXYZABCDEFGHIJKLMNOPQRS
U UVWXYZABCDEFGHIJKLMNOPQRST
V VWXYZABCDEFGHIJKLMNOPQRSTU
W WXYZABCDEFGHIJKLMNOPQRSTUV
X XYZABCDEFGHIJKLMNOPQRSTUVW
Y YZABCDEFGHIJKLMNOPQRSTUVWX
Z ZABCDEFGHIJKLMNOPQRSTUVWXY

(Bang Saint Cyr)

An toan ciia ma Vigenere. Nhu vady c6 chtr ma khac nhau cho cung mdét chir cia ban rd.
Suy ra tan suét ctia cac chir bi la phang, nghia 1a tin suat xuat hién cac chir trén ban ma
tuong d6i déu nhau. Tuy nhién chua mat hoan toan, do d6 dai ciia khoa c6 han, nén cé thé
tao nén chu ky vong lap. Ké tham ma bat dau tir tan suat cta chit dé xem c6 phai ddy 1a ma
don bang chit hay khong. Gia st day 1a ma da bang chit, sau d6 xac dinh s6 bang chit trong
tir khoa va lan tim timg chir. Nhu vdy can ting do dai tir khoa dé tang s bang chit dung

khi ma dé “la” tan suat cua cac cht.

* Ma Hill
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Tac gid ma nay la Lester S. Hill nam 1929. Ma nay ciling dugc thuc hi¢n trén timg b m ky
tu, mdi ky tu trong ban ma 13 t6 hop ctia m ky ty trong ban rd. Cu thé 1a to hop tuyén tinh
nay la mot ma tran k € Zog™™. Pé dich nguoc lai ma tir bAn ma sang ban rod, thi ma tran k
phai c6 ma tran nghich ddo, tirc 1a khi va chi khi dinh thtre cua k, ky hi¢u 1a det(k) nguyén

t6 cing nhau véi m.

Pinh nghia: Ma Hill 1a bd nam (P, C, K, E, D) théa man:
1.P=C="2Zx", K= {keZy™*™: (det(k),m)=1},

2. Véimbik € K, ex(X1,X2, ..., Xm) = (X1,X2, ..., Xm)K,

dk(Y1, y2,..., Ym) = (Y1, y2, ... Ym) k!
-1

Vi du: m =2,k = @,1 s)'k_l = (;1;1 S) = (;3 ﬁ)

118

3 7) = (11x; + 3x,,8x; + 7x5,),

1, 2) = ex(xy, %) = (xl,xz)(

_ _ 118\7' _
(x1,%2) = di(¥1,¥2) = V1, ¥2) (3 7) = (7x, + 23x,,18x; + 11x,).

Nhan xét: Ma Hill tong quat hon ma Vigenére
* Phwong phap tham ma Kasiski

Phuong phap phat trién boi Babbage va Kasiski. Ta thiy cac chit nhu nhau trén ban rd va
cach nhau mot khoang ding bang do dai tir khoa (chu ky), thi s& dugc ma bang cing mot
chir. Nhu vy tir d6 lap cua céac chit trong ban ma co thé cho phép xac dinh chu ky. Tét
nhién khong phai khi nao cling tim dwgc d¢ dai tir khoa. Sau d6 tim cac chir trong tir khoa
bang cach tin cong tirng bang chit don voi cing ki thudt dua trén cic bang tan suit cla

cac bo chir nhu trudc.
4.2.2. Cac ma the co dién hoan vi

Trong cac muc trudc ching ta da xét mat s6 ma thay thé, & do céac chit cia ban 16 duoc
thay thé bang céc chit khac ctia ban ma. Bay gid ching ta xét dén loai md khac, ma hoan
vi, cac chit trong ban rd khong dugc thay thé bang cac chir khac ma chi thay doi vi tri, tic
1a viéc ma hoa chi dich chuyén vi tri tvong dbi giira cac chir trong ban rd. Nhu vay, n6 dau
ban rd bang cach thay doi thir tu cac chit, nd khong thay dbi cac chir thuc té duoc dung.
Do d6 ban mi c6 ciing phan bd tin suat xuat hién cac chir nhu ban gdc. Nhu vay co thé

tham ma dé phat hién duoc.
* Ma Rail Fence
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bay la ma hoan vi don gian. Viét cac chir ciia ban rd theo dudong chéo trén mot s6 dong.
Sau do doc céc chir theo theo tirng dong s€ nhan dugc ban ma. S6 dong chinh la khoa ctua
ma. Vi khi bi€t s6 dong ta s€ tinh dugc sé chir trén moi dong va lai vi€t ban ma theo cac

dong sau d6 ldy ban rd bang cach viét lai theo céac cot.

Vi du. Viét ban tin “meet me after the toga party” lan luot trén hai dong nhu sau:

mematrhtgpry
etefeteoaat
Sau d6 ghép cac chit & dong thir nhat vai cac chir & dong thir hai cho ban ma:
MEMATRHTGPRYETEFETEOAAT
* Ma dich chuyén vong

M3 c6 so dd phire tap hon. Viét cac chit ctia ban tin theo cac dong véi s6 cot xac dinh. Sau
doé thay ddi thir tu cac cot theo mot day s6 khoa cho truée, rdi doc lai ching theo cac cot

dé nhan dugc ban ma. Qua trinh gid1 ma dugc thuc hién nguoc lai.
Vi du:
Key: 4312567
Plaintext:a t t a ¢ k p
ostpone
duntil t
WO amxy z
Ta doc theo thir tu cac cot tir 1 dén 7 dé nhan duge ban ma:
Ciphertext: TTNAAPTMTSUOAODWCOIXKNLYPETZ
* Ma tich

M3 dung hoan vi hodc dich chuyén khong an toan vi cac dic trung tin xuit cia ngdn ngir
khong thay dbi. C6 thé stir dung mot s ma lién tiép nhau s& 1am cho ma kho hon. Ma cd
dién chi stir dung mot trong hai phuong phap thay thé hodc hoan vi. Ngudi ta nghi dén viée
két hop ca hai phuong phap nay trong cting mot ma va co thé sir dung dan xen hoic lip
nhiéu vong. Doi khi ta tudng lap nhiéu 1an cung mot loai ma s€ tao nén ma phuc tap hon,
nhung trén thue té trong mot s6 truong hop vé ban chét ching ciing twong duong véi mot
1an m3 cung loai ndo d6 nhu: tich cta hai phép thé s& 1a mot phép thé; tich cua hai phép

hoan vi s€ 1a mgt phép hoan vi. Nhung néu hai loai ma d6 khac nhau thi s€ tao nén ma méi
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phirc tap hon, chinh vi vay phép thé dugc ndi tiép bang phép dich chuyén sé tao nén ma

moi1 kho hon rat nhiéu. Pay chinh 1a chiéc cau nodi tir ma ¢6 dién sang ma hién dai.

4.2.3. Phuong phap XOR

Phuong phap ma hdéa XOR st dung phép toan logic XOR dé tao ban ma, trong do tung bit
cua ban ro dugc XOR vdi bit tuong trng cua khoa. bé giai ma, ta thyc hién XOR tung bit
cua ban ma vai bit tuong ing cia khoa. Hinh anh minh hoa qua trinh ma héa ban ré “CAT”
voi khoa “VVV?”. Theo do, cac ky ty cua ban ro va khoda dugce chuyén thanh ma ASCII va
biéu dién dudi dang nhi phan. Sau d6, thuc hién phép toan XOR trén cac bit tuong ing cua

ban 1 va khoa dé tao ban ma (Cipher).

CAT as bits 010000110100000101010100
VVV as key (0) ok (o) 2k (o) 3k Ak (o) (o) Ak (o) Ak o) aboak (o) (o) ki (o) k(o) 2k b (o)

Cipher 000101010001011100000010

(Ma héa bang phirong phdp XOR)

4.2.4. Phuwong phap Vernam
Phuong phap Vernam st dung mot tap ky tu dé ndi vao cac ky tu cua ban ro dé tao ban
ma. Tap ky tu nay duoc goi 14 one-time pad va mdi ky tu trong tap chi dung 1 1an trong
mot tién trinh ma hoa. Vi bo chir tiéng Anh c6 26 chit, ma hoa bang phuong phap Vernam

duoc thuc hién nhu sau:

- Céc ky tu ctia ban rd va cac ky tu cta tip ndi thém (one-time pad) dugc chuyén
thanh sb trong khoang 1-26;

- Cong gia tri cua ky tu trong ban 16 véi gid tri twong tng trong tap ndi thém;

- Néu gié tri cong 16n hon 26 thi dem trir cho 26 (day chinh 1a phép modulo - chia lay
phan du).

- Chuyén gi4 tri s6 thanh ky tu ma.

Plaintext: s A ¢ Kk G A u L s p A R E N O O N E
Plaintext value: 19 01 03 11 07 o0l 21 12 19 16 01 18 05 1415 15 14 05
One-time pad text: F p Q R Ns B 1 E HT z L A c¢c D G I
One time pad value: 06 16 17 18 14 19 02 09 05 08 20 26 12 01 0304 0710

Sum of plaintext and pad: 25172029 212023 2124 2421 44 17 15 18 19 21 15

After modulo Subtraction: 03 18

Ciphertext: YQTCUTWUXXURQORSUO
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(Ma héa bang phirong phép Vernam)

4.2.5. Phuong phap sach hoac khoa chay
Phuong phap sach, hodc khoa chay thyc hién viéc ma hoa va giai ma s dung cac khéa ma
chtra trong cac cudn sach. Hién nay phuong phap nay thudng duoc ding trong cac bo phim
trinh tham do tinh chat ky bi ctia né. Vi du nhu, véi ban ma “259,19,8; 22,3,8; 375,7,4;
394,17,2” va cudn sach duoc dung chtra khoa 1a “A Fire Up on the Deep”, ta co thé giai

ma nhu sau:
- Trang 259, dong 19, tur thir 8 1a sack
- Trang 22, dong 3, tur thi 8 1a island
- Trang 375, dong 7, tur thur 4 1a sharp
- Trang 394, dong 17, tur thur 2 1a path

Béan rd tuong tng cua ban ma “259,19,8;22,3,8;375,7,4;394,17,2” 1a “sack island sharp
path”.

4.2.6. Phuwong phap ham bam
Céc ham bam (Hash functions) 1a cac giai thuat dé tao cac ban tom tit (digest) ciia thong
di€p, thuong duoc st dung dé nhan dang va dam bdo tinh toan ven cua thong di€p. Do
dai ctia thong diép dau vao 13 bat ky, nhung dau ra ham bam thuong c6 do dai c6 dinh.
Chi tiét vé cac ham bam duogc & muc 4.4. Cac ham bam thong dung gém:
- C4c ham bam MD2, MD4, MD5 véi do dai chudi dau ra 1a 128 bit;
- Ham bam MD6 cho chudi dau ra c¢6 d6 dai trong khoang 0 dén 512 bit;
- Cac ham bam SHAO, SHA1 véi d6 dai chudi dau ra 1a 160 bit;
- Cac ham bam SHA2, gébm SHA256, SHA384, SHA512 cho phép mdt s6 lwa chon
chudi dau ra twong tng 256, 384 va 512 bit;
- Ham bam SHA3 cho chudi dau ra c6 do dai trong khoang 0 dén 512 bit;
- Ham bam CRC32 v&i chudi dau ra 32 bit sir dung trong kiém tra du thira mach vong.
< TOM TAT CHUONG 4
Trong chuong nay, mot sé ndi dung chinh duge gidi thiéu:
- Mai Héa Théong Tin: Chuong niy gi6i thiéu vé ma hoa thong tin, bao gom ma hoa
d6i xtmg va ma hoa bat d6i xtng.
- Loai Hinh Ma Héa: Chuong nay trinh bay céc loai hinh ma hoa thong tin, bao

gom ma hoa dir li¢u trong truyén thong mang, ma hoa 6 cing, va ma hoa email.

90



- Ma Héa va Bao Mat Thong Tin: Chuong nay gidi thich vai tro cia ma hoa trong
bdo mat thong tin va cach no giip ngan chan truy cép trai phép vao dir liéu quan
trong.

- Quy Pinh va Tuin Thi: Chuong nay trinh bay vé cac quy dinh va tiéu chuén lién
quan dén viéc str dung ma hoéa trong linh vuc an toan thong tin va tai sao tuan tha
quy dinh nay la quan trong.

< CAC BAI TAP HE THONG KIEN THUC

1) Ma hoéa thong tin 1a gi? Néu vai tro cua ma hoa.

2) M5 ta cac thanh phan ctia mot hé ma hoa.

3) M6 ta cac phuong phap ma hoa dong va ma hoa khbi.

4) Néu cac ung dyng cia ma hoa.

5) M6 ta phuong phap ma hoa thay thé (substitution).

6) M6 ta phuong phap ma hoa hoan vi (permutation).

7) M6 ta phuong phdp ma hdéa XOR.

8) M6 ta phuong phap ma héa Vernam.

9) M6 ta phuong phdp ma hoa Playfair.

10)M6 ta phuong phap ma hdéa Vigenere
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CHUONG 5. CACKY THUAT VA CONG NGHE PAM BAO AN TOAN THONG TIN

< GIOI THIEU CHUONG 5
Chuong 5 ciia mén hoc "An Toan Hé Thong Thong Tin" tap trung vao viéc tim hiéu vé cac
k¥ thudt va cong nghé duoc sir dung dé dam bao an toan thong tin trong méi trudng sb hoa.
Chuong nay gitp hoc vién hiéu vé cac cong nghé bao mat, phuwong phéap xac thuc va kiém
soat truy cap, cling nhu cach trién khai cac bién phap bao mat hiéu qua dé bao vé thong tin
va hé thong thong tin.
< MUC TIEU CHUONG 5
Sau khi hoc xong chwong nay, nguoi hoc co kha nang:
> V@ kién thirc:
- Hiéu cdc céng nghé bao mdt nhw twong lira, ma héa, kiém sodt truy cdp, va phan
mém chéng vi-rit.
- Hiéu cdch thiee hién xdc thuc nguoi ding va kiém sodt quyén truy cdp dé dam bao
chi nguoi ding dwoc ity quyén cé thé truy cdp théng tin quan trong.
- Hiéu vé cdc cong nghé dam bdo dit liéu nhw sao lwu, khéi phuc, va gidm sdt dir liéu.
- Biét cdch trién khai cdc bién phdp bdo mdt trong méi triwong thuc té, bao gom viéc
xdy dung twong lira, cdu hinh ma héa, va quan 1y quyén truy cdp.
> Vé ky ning:
- Hiéu Biét vé Céng Nghé Bdao Mdt: Hoc vién sé nam vitng kién thirc vé cdc cong
nghé bdo mdt nhw twong lira, ma héa, kiém sodt truy cdp, va phan mém chong vi-riit.
- K ndng trién khai cdc cong nghé bao mdt nhw twong lira, ma héa, va phan mém
chong vi-rit trong méi truong hé thong thong tin.
- Ky nang xdc thuc va kiém sodt quyén truy cdp bang cach cau hinh hé thong dé dam
bado chi nguoi ding dwoc 1y quyén cé thé truy cdp thong tin quan trong.
- Ky ndng bdo vé dit liéu bang cdch thuc hién cdc bién phdap nhie sao heu, khéi phuc,
va giam sat dir lieu mot cach hiéu qua.
> Vé ning lwc tw chii va trach nhiém:
- Ndang lwc vé quan 1y thoi gian, trach nhiém véi cong viéc
- Nang lyc hoc tdp va lam viéc doc lap
- Tw chii trong viéc gidi quyét van dé

< PHUONG PHAP GIANG DAY VA HQC TAP CHUONG 5
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- Doi véi ngueoi day: sir dung phwong phdp giang giang day tich cuc (dién gidng, van
dap, day hoc theo van dé); yéu cau nguoi hoc thuc hién cdu hoi thao ludn va bai tap
chwong (cd nhan hodc nhom,).

- Déi v6i nguoi hoc: chii dong doc trude gido trinh trude budi hoc; hoan thanh ddy
i cdu hoi thdo ludn va badi tdp tinh huéng chirong 1 theo cd nhan hodc nhém va
nop lai cho nguoi day dung thoi gian quy dinh.

% PIEU KIEN THU'C HIEN CHUONG 5

- Phong hoc chuyén mon hoa/nha xwong: Phong hoc thuc hanh

- Trang thiét bi mdy méc: May chiéu, may tinh va cac thiét bi day hoc khac

- Hoc liéu, dung cu, nguyén vt liéu: Chuong trinh mon hoc, gido trinh, tai li¢u tham
khao, gido an, phim anh, va céc tai li€u lién quan.

- Cdc diéu ki¢n khdc: Khong c6

< KIEM TRA VA DANH GIA CHUONG 5

Noi dung:
Kién thirc: Kiém tra va danh gid tat ca néi dung da néu trong muc tiéu kién thirc

Ky néng: Panh gid tat ca ndi dung dd néu trong muc tiéu ki nang.

ASEENERN

Nang lyc tw chu va trach nhiém: Trong qud trinh hoc tdp, nguoi hoc can:
+ Nghién ciru bai trude khi dén lop
+ Chudn bi dd‘y du tai liéu hoc tap.
+ Tham gia ddy di thoi lwong mén hoc.
+ Nghiém tuc trong qua trinh hoc tdp.
- Phwong phap:
v’ Diém kiém tra thwong xuyén: | diém kiém tra (hinh thirc: hoi miéng)
v’ Kiém tra dinh ky Iy thuyét: khong cé
< NOI DUNG CHUONG 1
5.1. Di¢u khién truy nhap
5.1.1. Khai ni¢m diéu khién truy nhap
Diéu khién truy nhap (Access control) 13 qua trinh ma trong d6 ngudi ding dugc nhan
dang va trao quyén truy nhap dén cac thong tin, cic hé thong va tai nguyén. Mot hé
théng diéu khién truy nhdp co thé duoc cdu thanh tr 3 dich vu: Xac thuc
(Authentication), Trao quyén, hodc cip quyén (Authorization) va Quan tri
(Administration).
Xac thuc 1a qua trinh xac minh tinh chan thuc cta cac thong tin nhan dang ma nguoi
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dung cung cap. Pay 1a khau dau tién can thyc hién trong mot hé thong diéu khién truy

nhap. Can nhd rang, xac thuc chi c6 kha ning khang dinh céc thong tin nhan dang ma

nguoi ding cung cap ton tai trong hé thdng ma thudng khong thé xac minh cha thé thuc

su cua thong tin d6. Sau khi nguoi dung da dugc xac thuc, trao quyén xac dinh céc tai

nguyén ma nguoi dung dugce phép truy nhap dua trén chinh sach quan tri tai nguyén cua

co quan, to chirc va vai trd ctia ngudi dung trong hé thong.

Quan tr1 la dich vu cung cép kha nang thém, bét va stra ddi cac thong tin tai khoan nguoi

dung, ciing nhu quyén truy nhap cta ngudi ding trong hé théng. Mic di quan tri khéng

tryc tiép tham gia vao qua trinh xac thuc va trao quyén cho nguoi ding, quan tri 1a dich

vu khong thé thiéu trong mot hé théng diéu khién truy nhép.

Muc dich chinh cta diéu khién truy nhép 13 dé dam bao tinh bi mat, toan ven va sin

dung hoic kha dung cta thong tin, hé théng va cac tai nguyén. Pay ciing 13 cac yéu cau

dam bao an toan thong tin va hé thong thong tin da dé cap trong Chuong 1.

5.1.2. Cac bién phap diéu khién truy nhap

Céc bién phap hay co ché (mechanism) diéu khién truy nhap 1a cac phuong phap thuc

hién diéu khién truy nhdp, géom 4 loai chinh: Piéu khién truy nhép tuy chon -

Discretionary Access Control (DAC), Piéu khién truy nhdp bat budc - Mandatory

Access Control (MAC), Diéu khién truy nhap duwa trén vai trd - Role-Based Access

Control (RBAC) va Piéu khién truy nhap dua trén luat - Rule-Based Access Control.

* Diéu khién truy nhdp tity chon

Diéu khién truy nhap tuy chon (con goi 1a tity quyén) duoc dinh nghia 13 cac co ché han

ché truy nhap dén cac ddi twong dua trén thong tin nhan dang cta cac chu thé, hoic

nhom ciia cac chu thé. Cac thong tin nhan dang chi thé (con goi 13 cac nhan t6 - factor)

6 thé gom:

- Ban la ai? (CMND, bﬁng lai xe, van tay,...)

- Nhiing cai ban biét (tén truy nhap, mat khau, s6 PIN...)

- Ban c6 gi? (Thé ATM, thé tin dung, ...)

Dic diém noi bat ciia diéu khién truy nhap tuy chon 1a co ché nay cho phép nguoi ding

c6 thé cp hodc huy quyén truy nhap cho cac ngudi ding khac dén cac d6i twong thudc

quyén diéu khién cua ho. Piéu nay ciing c6 nghia 13 chil so hitu ciia cac dbi tuong

(owner of objects) 13 ngudi c6 toan quyén diéu khién cac d6i tugng ndy. Chang han,

trong mot hé thong nhidu ngudi dung, mdi nguoi ding duoc cap 1 thu muc riéng (home

directory) va 1 chu so hitu ctia thu muc nay. Nguoi ding ¢6 quyén tao, sira doi va xo4

cac file trong thu muc cia riéng minh. Ngudi dung ciing ¢6 kha ning cip hodc huy

quyén truy nhap vao cac file ciia minh cho cic ngudi ding khéc.

C6 nhiéu ky thuat thuc hi¢n co ché diéu khién truy nhap tuy chon trén thuc té, trong do

2 k¥ thuat duogc st dung rong rai nhét 1a Ma tran diéu khién truy nhép (Access Control
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Matrix - ACM) va Danh sach diéu khién truy nhap (Access Control List - ACL). Ma
tran diéu khién truy nhap 1a mot phuwong phap thyc hién diéu khién truy nhap thong qua
1 ma tran 2 chiéu gdm chil thé (subject), dbi twong (object) va cac quyén truy nhap, nhu
biéu dién trén Hinh 5.1. Cac d6i twong, hay khach thé (Objects) 1a cac thuc thé can bao
v¢, duoc ky hi¢u la O1, 02, O3,

cac tién trinh (process). Céc chii thé (Subjects) 1a nguoi ding (users), hodc cac tién trinh

Cac d6i tuong co thé 1a cac file, cac thu muc hay

tac dong lén cac ddi tuong, dugc ky hiéu 1a S1, S2, S3,... Quyén truy nhap 14 hanh dong

ma chu thé thuc hién trén dbi tuong. Cac quyén bao gom r (read - doc), w (write - ghi),

x (execute - thuc hién) va o (own - chu s¢ hiru).

S1 rw rwxo r Iwxo
S2 rw rx rw rwx
S3 r rw rwo rw

(M6 hinh ma trdn diéu khién truy nhdp)

Uu diém cua ma tran diéu khién truy nhap 1a don gian, truc quan, dé st dung. Tuy
nhién, khi sb luong cac ddi tuong va sb lugng cac chu thé 16m, kich thudc ctia ma tran
s& rat 16n. Hon nita, quyén truy nhap ctia cic chu thé vao cac ddi twong 1a khac nhau,
trong d6 mot s6 chu thé khong co quyén truy nhip vao mot s6 dbi twong, va nhu vay 6
nhé chtra quyén truy nhap cta chu thé vao dbi tuong 13 réng. Trong ma tran diéu khién
truy nhap c6 thé ton tai rat nhiu 6 rong va diéu nay lam giam hiéu qua str dung bd nhd
ctia phuong phap nay. Do vy, ma tran diéu khién truy nhap it dugc sir dung hién nay
trén thuc té.

Danh sach diéu khién truy nhip (ACL) 1a mot danh sach cic quyén truy nhap cua mot
chu thé ddi véi mot ddi twong. Mot danh sach diéu khién truy nhap chi ra cac ngudi
dung hodc tién trinh duoc truy nhdp vao ddi tugng nao va cac thao tac cu thé (hay
quyén) duoc thuc hién trén dbi twong d6. Mot ban ghi dién hinh ciia ACL ¢ dang
(subject, operation). Vi du ban ghi (Alice, write) ciia 1 file c6 nghia 1a Alice c6 quyén
ghi vao file d6. Khi chu thé yéu cau truy nhap, hé diéu hanh sé& kiém tra ACL xem yéu
cau d6 co duge phép hay khong. ACL c6 thé dugc ap dung cho mot hodc 1 nhém dbi
tugng.
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Profiles S ACL
A | B ‘ '8 User
/ “ / \ ‘ space
Files —F1, + ARW; B:R \ _
F2| J A'R;B:RW:CR | *::;":e'
[F3] ./ B: RWX; C: Rx'\

(M6 hinh danh sach diéu khién truy nhdp)
Hinh m6 hinh danh sach diéu khién truy nhap trong khong gian nguoi ding (user space)
va khong gian nhan (kernel space) t6 chtic boi hé diéu hanh. Mdi file (F1, F2, F3,...) ¢6
mot danh sach diéu khién truy nhap (ACL) cta riéng minh luu trong ho so (profile) ciia
file. Quyén truy nhép vao file duoc to chic thanh mot chudi gdm nhiéu cip (subject,
operation), voi A, B, C 1a ky hiéu biéu dién chu thé (subject) va cac thao tic (operation)
hay quyén gdm R (Read - doc), W (Write - ghi), va X (eXecute - thyc hién). Chang han,
trong danh sach diéu khién truy nhap F1(A: RW; B: R) thi chu thé A duoc quyén doc
(R) va ghi (W) ddi v6i F1, con chii thé B chi ¢ quyén doc (R).
* Piéu khién truy nhdp bdt budc
Diéu khién truy bat buéc (MAC) duoc dinh nghia 13 cac co ché han ché truy nhap dén
cac dbi tuong dua trén hai yéu t5 chinh:
- Tinh nhay cam (sensitivity) ctia thong tin chira trong cac d6i twong, va
- Su trao quyén chinh thirc (formal authorization) cho cc chu thé truy nhap cac thong
tin nhay cam nay.
Céc thong tin nhay cam thuong dugc gadn nhan véi cac muc nhay cam (Sensitivity
level). C6 nhiéu phuong phap phan chia cdc mirc nhay cam cta cac thong tin tiy thudce
vao chinh sach an toan thong tin cta cac co quan, t6 chirc. Cac mirc nhay cam thudng
duogc sir dung gdm:
- Tbi mat (Top Secret - T): Puoc ap dung véi thong tin ma néu bi 16 c¢6 thé dan dén
nhirng thiét hai trAm trong ddi voi an ninh quéc gia.
- Tuyét mat (Secret - S): Puoc ap dung véi thong tin ma néu bi 16 ¢6 thé dan dén mot
loat thiét hai d6i v6i an ninh quéc gia.
- Mat (Confidential - C): Pugc ap dung voi thong tin ma néu bi 16 c6 thé dan dén thiét
hai d6i v6i an ninh qubc gia.
- Khong phan loai (Unclassified - U): Nhimng thong tin khong gy thiét hai d6i v6i an
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ninh quéc gia néu bi tiét 19.

Dic diém nodi bat ciia co ché diéu khién truy nhap bat budc 1a né khong cho phép nguoi
tao ra cac d6i twong (thong tin, hodc tai nguyén) c6 toan quyén truy nhap cac déi tuong
nay. Quyén truy nhap dén cac ddi tuong do nguoi quan tri hé thdng dinh ra trude trén
co s& chinh sach an toan thong tin cta t6 chire d6. Py ciing 1a diém khac biét hoan toan
v6i co ché diéu khién truy nhap tity chon, trong d6 ngudi tao ra cac ddi tuong 1a chi so
hiru va co toan quyén doi véi cac dbi twong ho tao ra. Vi du nhu, mot tai liéu duoc tao
ra va duoc dong dau “Mat” thi chi nhimg ngudi ¢6 trach nhiém trong co quan, t6 chiic
moi duge quyén xem va phd bién cho ngudi khéc, con ban than tac gia cua tai liéu
khong dugc quyén phd bién dén nguoi khac. Co ché diéu khién truy nhap bat budc
thudng duogc str dung phd bién trong cic co quan an ninh, quan ddi va ngan hang.

C6 nhiéu k¥ thuat thyc hién co ché diéu khién truy nhap bt budc, trong d6 mé hinh
diéu khién truy nhap Bell-LaPadula 1a mdt trong cac k§ thuat duge st dung rong rai
nhat. M6 hinh Bell-LaPadula 1d mé hinh bao mat da cdp thuong duoc st dung trong
quan su, nhung no ciing c6 thé ap dung cho céac linh vuc khac. Theo mé hinh nay trong
quan sy, cac tai li¢u dugc gan mot mirc do bao mat, chéng han nhu khong phan loai,
mat, bi mat va toi mat. Nguoi dung cling dugc 4n dinh cac cép do bao mat, tuy thudc
vao nhirng tai liéu ma ho dugc phép xem. Chéng han, mo{t vi tuéng quan doi cod thé
dugc phép xem tat ca céc tai lidu, trong khi mot trung 0y c6 thé bi han ché chi duoc
xem cac tai liéu mat va thép hon. Béng thoi, mot tién trinh chay nhan danh mét nguoi

st dung c6 dugc mure do bao mat cuia nguoi dung do.

Mi< bdo mit

Chl ¢in 1 t

Proccess Objact I I

_—— ]
3 3 c 4
Read o — — — - e — — —
1
I
!
S b
O Q=
— ’
Write /

(M6 hinh diéu khién truy nhdp Bell-LaPadula)
Mo hinh Bell-LaPadula sir dung nguyén tic “doc xudng” (read down) va nguyén tic
“ghi 1én” (write up) dé dam bao an toan trong viéc cip quyén truy nhap cho ngudi ding
dén cac d6i twong. V&i nguyén tic “doc xudng”, mot ngudi dung & muic do bao mat k

chi 6 thé doc cac dbi tuong ¢ cung muc bao mat hodc thép hon. Vi dy, mot vi tudng
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c6 thé doc céc tai liéu caa mot trung ty, nhung mot trung uy khong thé doc cac tai liéu
clia vi tudng d6. Nguoc lai, nguyén tic “ghi 1én” quy dinh, mot ngudi ding ¢ mic do
bao mat k chi co thé ghi cac doi tuong ¢ cung muc bao mat hodc cao hon. Vi duy, mot
trung Gy c6 thé ndi thém mot tin nhan vao hdp thu ciia chung cta don vi vé tit ca moi
thir 6ng biét, nhung mot vi tuéng khong thé ghi thém mot tin nhan vao hop thu cua
trung Uy vGi tat ca moi thir ong 4y biét vi vi tuéng c6 thé di nhin thiy cac tai lidu c6
murc bao mat cao ma khong thé duoc tiét 16 cho mét trung 1y.
Hinh anh minh hoa viéc thyc hién cac nguyén tac “doc xudng” va nguyén tic “ghi 1én”
trong mo hinh Bell-LaPadula. Trong dé, cac tién trinh chay boi ngudi dung (Process)
duoc ky hiéu A, B, C, D, E dugc biéu dién bai cac hinh tron va cac dbi tuong (Object)
dugce danh s6 1, 2, 3, 4, 5. Miii tén lién nét biéu dién quyén doc (Read), miii tén dirt nét
biéu dién quyén ghi (Write) va cac mirc bao mat cho ca tién trinh va ddi twong dugc
danh sb 1, 2, 3, 4. Theo mé hinh nay, tién trinh B c¢6 mirc bao mat 1a 2 chi dugc phép
doc cac d6i tuong s6 1 va 2 - 1a cac dbi tuong c6 cung mirc bao mat va thap hon 2. B
khong duoc phép doc ddi tuong s 3 do d6i twong nay c6 mirc bao mat cao hon. Nguoc
lai, B ¢6 quyén ghi céc d6i twong s6 2 va 3 - 1a cac ddi tuong co cliing murc bio mat va
cao hon 2. Tuy nhién, B khong dugc phép ghi ddi twong sé 1 do ddi twong nay co mirc
bao mat thap hon.
* Piéu khién truy nhdp dwa trén vai tro
Diéu khién truy nhap dua trén vai trd (RBAC) cho phép ngudi dung truy nhap vao hé
thong va thong tin dua trén vai tro (role) ctia ho trong co quan, to chic d6. Piéu khién
truy nhap dua trén vai tro c6 thé dugc 4p dung cho mot nhém nguoi ding hoic ting
nguoi dung riéng 1é. Quyén truy nhip vao cac dbi twong trong hé thong dugc tap hop
thanh cac nhom “vai trd” véi cac mic quyén truy nhap khac nhau. Céc vai tro duoc t6
chtrc thanh mot cdy theo mé hinh phan cap tu nhién cia cic co quan, to chirc. Vi du
nhu, hé thong thong tin trong mot trudng hoc chia ngudi ding thanh cac nhém gan san
quyén truy nhap vao cac phan trong hé thong nhu sau:
- Nhom Quan 1y duoc quyén truy nhap vao tat ca cac thong tin trong hé thng;
- Nhém Giao vién dugc truy nhép vao co s¢ dit liéu cac mon hoc, bai bao khoa hoc, cap
nhat diém céac 16p do mdi gido vién phu trach;
- Nhom Sinh vién chi duoc quyén xem ndi dung cac mon hoc, tai tai liéu hoc tap va
xem diém cuia minh.
Viéc lién két gitra ngudi ding va nhém vai tro ¢ thé dugc tao 1ap va huy bo dé dang
va dugc thuc hién theo nguyén tic: Nguoi dung dugc cdp “thé thanh vién” cia céc
nhom “vai tro” trén co s ndng lyc va vai tro, cling nhu trach nhiém cda ho trong mot
t6 chirc. Trong nhém “vai trd”, ngudi dung dugc cap vira dii quyén dé thuc hién céc
thao tac can thiét cho cong viéc dugc giao. Hinh 5.4 minh hoa mét moé hinh RBAC don
98



gian, trong d6 quyén truy nhép vao cac déi tuong (PRMS) dugc tap hop thanh cac nhom
vai tro (Roles) va viéc cap quyén truy nhap cac d6i twong cho ngudi dung (Users) duoc
thue hién théng qua thao tac gan quyén (UA - User Assignment). Viéc cip quyén truy
nhip céc doi tuong cho nguoi dung co thé c6 hiéu luc trong dai han, hodc cling c6 thé

¢6 hiéu luc trong ngan han, nhu theo phién 1am viéc (Session).

(UA) (PA)
User Assign- Permission
ment Assignment

z(ls.e"_ .
sessions session_roles

(Mot mo hinh RBAC don gian)

* Piéu khién truy nhap dya trén luat

Diéu khién truy nhap dua trén luat (Rule-based Access Control) & co ché cho phép
ngudi dung truy nhap vao hé thdng va thong tin dira trén cac luat (rules) da duoc dinh
nghia trudce. Cac luat c6 thé duogc thiét 1ap dé hé thdng cho phép truy nhap dén cac tai
nguyén cua minh cho ngudi dung thugc mot tén mién, mot mang hay mot dai dia chi
IP. Cac tuong ltra (firewalls), hodc proxies 1a vi du dién hinh vé viéc thuc hién co ché
diéu khién truy nhap dua trén luat. Cac luat thuc hién kiém soat truy nhap st dung cac
thong tin trich xudt tir cac goi tin, thong tin vé ndi dung truy nhap, c6 thé bao gdbm:

- Pia chi IP nguén va dich cua cac goi tin;

- Phan m& rong cac file dé loc cac ma doc hai;

- Dia chi IP hodc cac tén mién dé loc, hodc chin cic website bi cAm;

- Tap céc tir khoa dé loc cac ndi dung bi cam.

5.1.3. Mot s0 cong nghé diéu khién truy nhap

Muc nay trinh bay mot s6 cong nghé diéu khién truy nhap duoc ing dung rong rai trén
thuc té. Cac cong nghé diéu khién truy nhap dugc dé cap gom:

- Diéu khién truy nhap dya trén mat khau (password)

- Piéu khién truy nhap dua trén cac khoa ma (encrypted keys)

- Piéu khién truy nhap dya trén thé thong minh (smartcard)

- Piéu khién truy nhap dya trén thé bai (token)

- Piéu khién truy nhap dya trén cac dic diém sinh trac (biometric).
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* Piéu khién truy nhdp dua trén mdt khdu
Diéu khién truy nhap duwa trén mat khau 13 cong nghé diéu khién truy nhap duoc sir
dung tir 1au va van dang duoc sir dung rong ri do tinh dé dung va ré tién. Thong thudng,
mdi nguoi dung duoc cip 1 tai khoan (account) dé truy nhap vao hé théng. Mdi tai
khoan nguoi dung thuong gdm 2 thanh td: tén ngudi ding (username) va mat khau
(password), trong d6 mat khau can duoc gilt bi mat. Trong mot s6 hé théng, tén nguoi
dung co thé duoc thay thé b?mg dia chi email, s6 dién thoai,... Mat khau c6 thé luu trong
hé théng ¢ dang 6 (plaintext) hodc dang ma hoa (encrypted text - thudng dudi dang gia
tri bam).
Tinh bao mat cta diéu khién truy nhap sir dung mat khau dya trén 2 yéu td: (1) do kho
doan cua mat khau va (2) tudi tho ciia mat khau. Do kho doan ciia mat khau lai phu
thudc vao sb bd ky tu str dung trong méat khau va d6 dai ciia mat khau. Nhin chung, mat
khau cang an toan néu cang nhiéu bo ky tu duoc sir dung va c6 kich thude di 1on. Vi
cac tai khoan ctia img dung thong thudng, khuyén nghi nén st dung ca ky tu in thuong,
ky tu in hoa, chit s6 va ky tu dic biét trong mat khau voi do dai tir 8 ky ty trd 1én. Theo
tudi tho, mat khau gém 3 loai: khong hét han, c6 thoi han séng va mat khau st dung 1
1an. Pé dam bao an toan, khuyén nghi dinh ky d6i mat khau. Khoang thoi gian sng cta
mat khiu co6 thé duoc thiét 1ap tir 3 thang dén 6 thang phu thudc chinh sach an toan
thong tin ciia co quan, to chuc.
Nhin chung, diéu khién truy nhap dya trén mat khau c6 do an toan thip do ngudi ding
c6 xu huéng chon cac tir don gian, dé nhd 1am mat khau. Ngoai ra, mat khau c6 thé bi
nghe 1én khi duoc truyén trén moi trudng mang mé nhu Internet. Do vay, dé dam bao
an toan, can c6 chinh sach quan 1y tai khoan va sir dung mét khau phu hop véi ting hé
thong cu thé.
* Diéu khién truy nhdp dwa trén cac khod ma
Diéu khién truy nhap dua trén cac khoa ma cho phép dam bao tinh bi mat ctia thong tin
va dong thoi cho phép kiém tra thong tin nhan dang cuia cac bén tham gia giao dich.
Mot trong cic ung dung rong rii nhat ciia khoa mi 1a chung chi sé khoa cong khai
(Public Key Digital Certificate). Mot ching chi s6 khéa cong khai thudng gém 3 thong
tin quan trong nhat:
- Thong tin nhan dang ctia chu thé (Subject);
- Khoa cong khai ctia chu thé (Public key);
- Chit ky s6 ctia nha cung cap chimg chi sé (Certificate Authority - CA).
Hinh 4nh duéi day 1a giao dién ciia mot ching chi s6 khoa cong khai cap cho tén mién
www.vietcombank.com.vn. Chimg chi sé khoa cong khai c6 thé dugc sir dung dé xéac
thuc cac thyc thé tham gia phién truyén thong, dong thoi hd trg trao doi khoa cho cac
khau ma héa - giai ma thong diép, nham dam bao tinh bi mat thong diép truyén.
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| Certificate rV(?er'tii'?:’at(é' V
General | Details | Certification Path General | Details | Certification Path |
= ] Show: [ <Al ~|
;_,_w Certificate Information
Fieid Value =
This certificate is intended for the foll g purpose(s): B . -
» Ensures the identity of a remote computer Signature hash aigerithm shaisé
» Proves your identity to & remote computer [L1ssuer Symantec Class SEVSSLCA-... |_
#2,16.840,1.113733.1.7.23.6 Valid from Thursday, 16 October 2014 7:..,
7= valid to Saturday, 16 July 2016 6:59:5...
B subject www.vietcombank.com.vn, IT ...
=Refer to the certification autharity's statement for details. < /Publickey REA (2048 Bits)
" 37| Subject Alternative Name DNS Name =www. vietcombank. ..
Tecmad to: www.vietoombank.com.vh T Ragic Canstraints Suhimct Tyne wFod Enfity_Dat
CN = www. vietcombank,com.vn ~
- Ol = IT CENTER =
Temekty Synenieccies TEVERL Cogl 0 = JOINT STOCK COMMERCIAL BANK FOR FOREIGN TRADE OF VIET
NAM =
valid from 15/ 10/ 2014 to 15/ 07/ 2016 e
C = VN
SERIALNUMBER = 100112437
2.5.4.15 = Private Organization »
Edit Properties... ‘ | Copy to File...
Learn more about certificates Learn more about certificate details

(iao dién ciia mét chirng chi sé khéa cong khai)
* Piéu khién truy nhdp dwa trén thé théng minh
Thé théng minh (Smartcard) 13 cac thé nhwa c6 gin cac chip dién tir v6i kha ning tinh
toan va cac thong tin luu trong thé duoc ma hoa. Piéu khién truy nhap dua trén thé
thong minh 13 phuong phap c6 do an toan cao do smartcard sir dung hai nhan t6 (two-
factors) dé xac thyc va nhan dang chii thé: (1) cai ban c6 (what you have) - thé smartcard
va (2) cai ban biét (what you know) - s6 PIN. Hinh (a) 14 hinh anh thé thong minh tiép

xuc va (b) thé thong minh khong tiép xuc.

(b)

* Diéu khién truy nhap dwa trén the bai

Céc thé bai thuong 14 cac thiét bi cam tay duoc thiét ké nho gon dé c6 thé dé dang mang
theo. Khac véi thé thong minh, thé bai duoc tich hop pin cung cp ngudn nudi. Thé bai
c6 thé dugc su dung dé luu mat khau, cac thong tin ca nhan va cac thong tin quan trong
khéc. Tuong ty thé thong minh, thé bai thuong dugce trang bi co ché xac thuc 2 nhan té,
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gdm thé bai va mat khau, hoidc PIN (thuong dung 1 1an). Uu diém cua thé bai 1a ¢6 co
ché xac thuc manh hon thé thong minh do thé bai c6 CPU véi nang luc xir Iy cao hon

va bo nhd luu trir 16n hon.

.

RSA SecurlD

RSA SecurlD SD600

RSA SecurlD

(Hé thong ApplePay tich hop vao dién thoqi di dong)
* Picu khién truy nhap dua trén cac dac diém sinh trac
Céc dic diém sinh tric 13 cac dic diém riéng c6 dé nhan dang ngudi ding, bao gom dau
van tay, trong mat, khuon mit, tiéng néi, chit ky tay,... Diéu khién truy nhap su dung
cac dic diém sinh tric dé nhan dang chu thé 1a phuong phap c6 kha ning cung cap do
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an toan cao nhat va cho phép xac thuc chu thé do cac dac diém sinh trac luén di cung

chu thé va khé bi danh cip hoic lam gia.

»

(Hinh minh hoa Khe xdc thyc vdn tay trén laptop)

(Hinh minh hoa Xac thuc van tay trén dién thoai thong minh Samsung)

%3 Q> -4

-




(Hinh minh hoa viéc quét vong mac dé nhén dang trong mcft)
Nhuoc diém chinh cua diéu khién truy nhap sir dung cac dic diém sinh trac 13 phuong
phap nay yéu cau chi phi ddu tu 1én cho cac thiét bi quét, doc va xir 1y cac dic diém
sinh tric. Ngoai ra, phuong phap nay tuong ddi cham do thudng lién quan dén xur Iy
anh - cong viéc doi hoi khdi lugng tinh todn 16n. Mot van dé khac can quan tam 14 ty 18
nhan dang sai cao do c6 nhiéu yéu t6 nhidu anh huong.
5.2. Twong lwra
5.2.1. Giéi thiéu twong lira
Tuong ltra (Firewall) 13 mot trong cac k¥ thuat duoc str dung phd bién nhit dé bao hé
théng va mang cuc bd tranh cac de doa tir bén ngoai. Tuong lia ¢ thé 1a mot thiét bi

phan cimg chuyén dung, hodc mé dun phan mém chay trén may tinh.

afean]es ASA 5506-X
cisco

(Hinh dnh mét twong liva phan cieng chuyén dung ciia hing Cisco)
Pé dam bao hiéu qua bao vé, tudng lira phai mién dich vai cac loai tAn cong, xam nhap
va thuong dugc dit & vi tri cong vao ctia mang ndi bd co quan hodc to chic. Nho vi tri
dat & cong mang, tat c cac goi tin tir trong ra va tir ngoai vao déu phai di qua tuong lira
va chi cac goi tin hop phap dugc phép di qua tudong lira. Viée xac dinh mdt goi tin 1a
hop phap hay khong dugc thuc hién bdi thao tac loc (filtering) dua trén cac luat (rules).
Tap céc luat st dung cho viéc loc cac goi tin dugc tao ra dya trén chinh sach an ninh

cua co quan, to chtec.

Unauthorized Traffic

(Hinh anh twong lua bao vé mang van phong nho va mang gia dinh)
5.2.2. Cac loai twong lira
C6 nhiéu phuwong phap phan loai cac tuong ltra, chang han nhu dya trén vi tri cac 16p
giao thirc mang va kha ning luu trang thai cta cac két ndi mang. Dua trén vi tri cac 16p

giao thirc mang, c6 thé chia tudng lira thanh 3 loai: tudng ltra loc goi (Packet-filtering),
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cong ung dung (Application-level gateway) va cong chuyén mach (Circuit-level
gateway). Tuong Itra loc goi thuong thuc hién viée loc cac goi tin IP, theo d6 mdt tap,
hoic mot nhom cac luat dugc ap dung cho mdi goi tin giri di, hodc chuyén dén dé quyét
dinh chuyén tiép cac goi tin hop phap, hay loai bo géi tin bat hop phéap. Cong tmg dung,
con goi 1a may chu proxy thudng duoc st dung dé phat lai luu lwong mang & mirc tng
dung. Cong tmg dung thyuc hién viéc loc cac yéu cau, hodc hoi dap (request/response)
& cac giao thuc ing dung phd bién nhw HTTP, SMTP, FTP,... Cong chuyén mach hoat

dong & mirc thap nhit, véi co ché twong tu nhu cac bo chuyén mach (switch).

Vanh dai an ninh

F ™ ™ W W S o o o e e e e - - -

(Hinh minh hoa mo hinh twong lia loc goi)

Application-level
gateway

Két noi
ra ngoai

Host bén trong

Host bén ngoai

(Hinh minh hoa céng iing dung)
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Circuit-level
gateway

Keét noi
ra ngoai

Host bén ngoai
Két noi

b = e . e e -

Host bén trong

(Hinh minh hoa céng chuyén mach)
Dua trén kha ning luu trang thai cta cac két ndi mang, tudong lira duoc chia thanh 2
loai: twong Itra c6 trang thai (Stateful firewall) va tuong ltra khong trang thai (Stateless
firewall). Tuong Itra c6 trang thai c6 kha ning luu trang thai ciia cac két ndi mang di
qua va dugc 1ap trinh dé phan biét cac goi tin thudc vé cac két ndi mang khac nhau.
Theo do, chi nhiing goi tin thuéc mot két nbi mang dang hoat dong mo1 duoc di qua
tuong lra, con cac goi tin khac khong thude két ndi dang hoat dong s€ bi chan lai.

200.1.1.10 200.1.1.11

Luat twong hra cho ludng di vao
Source | Destination | Action

Any 200.1.1.10 | Deny

> —

\% . Intornet
Workgroup Stateful

%} Firewall %\

g - 2

Web Server Qutside User
200.1.1.2 170.1.1.

(Twong lira c6 trang thai chdn goi tin khéng thude két néi dang hoat dong)
Hinh anh trén minh hoat mdt tudng Itra c6 trang thai chan cac goi tin IP guri tr nguoi
dung ngoai (Outside User) dén dia chi IP 200.1.1.10 do chiing khong thudc két nbi dang
hoat dong. Nguoc lai, tuong Itra khong trang thai thuc hién viéc loc cac goi tin riéng &
ma khong quan tam mdi géi tin thudc vé két ndi mang nao. Tuong lira dang nay dé bi
tan cong boi k¥ thuat gia mao dia chi, gia mao nodi dung goi tin do tuwong lira khong cd
kha ning nhé cac géi tin di trude thude cung mot két ndi mang.
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5.2.3. Cac k¥ thuit kiém soat truy nhip

Hau hét cac tuong lira hd tro nhiéu k¥ thuat kiém soat truy nhap, gdm kiém soat dich
vu, kiém soat hudng, kiém soat nguoi dung va kiém soat hanh vi. Cy thé:

- Kiém soat dich vu x4c dinh dich vu nao c6 thé duoc truy nhap va thuong dugc thuc
hién thong qua viéc m¢ hoac dong mot céng dich vu nao do. Chéng han, dé cung cép
dich vu web va cim tit ca cac dich vu khac, tuong Itra mo céng HTTP 80 va HTTPS
443, con dong tat ca cac céng dich vu khac.

- Kiém soét huéng diéu khién hudng dugc phép di cua cac goi tin cuia mdi dich vu.
Hudng c6 thé gdm ludng tir mang ndi bo di ra (outgoing) va ludng tir ngoai di vao mang
ndi bg (incoming).

- Kiém soat nguoi ding xac dinh ngudi dung nao duoc quyén truy nhap va thudng ap
dung cho nguodi dung mang ndi bg.

- Kiém soat hanh vi thuc hién kiém soat viéc sir dung cac dich vu cy thé. Vi du nhu,
tuong lura co thé duge cAu hinh dé loc loai bo cac thu rac, hodc han ché truy nhap dén
mot by phéan thong tin clia may chu web.

5.2.4. Cac han ché twong lira

Maic du tuong ltra dugc sir dung rong rai dé bao vé mang ndi bd khai cac cudc tan cong,
xam nhép, nhung ciing nhu hau hét cac k¥ thuat va cong cu dam bao an toan khac,
tuong lira ciing c6 nhitng han ché. Cac han ché cua tudng ltra gom:

- Khong thé chéng lai cac tan cong khong di qua tudng lira. D6 co thé 1a cac dang tan
cong khai thac yéu t6 con ngudi, hodc ké tan cong c6 thé xam nhap truc tiép vao hé
thong mang ndi bo ma khong di qua tudng lira.

- Khong thé chéng lai cac tdn cong hudng dir lidu, hodc tin cong vao cac 16 hong bao
mat clia cac phan mém.

- Khong thé chdng lai cac hiém hoa tir bén trong, nhu tir nguoi ding trong mang ndi bo.
- Khong thé ngan chin viéc van chuyén cac chuong trinh hoic cac file bi nhiém vi rat
hodc cac phan mém doc hai (thuong & dang nén hoic ma héa).

5.3. Cac hé thong phat hién va ngin chin xadm nhap

5.3.1. Giéi thiéu
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Intrusion Detection System Intrusion Prevention System

- < Internet ) . ( | Internet )

Attacker

..........

Management

Station Corporate Network Corporate Network

(Vi tri cdc hé thong IDS va IPS trong so dé mang)
Céc hé thong phat hién, ngin chin tan cong, xAm nhap (IDS/IPS) 1a mét 16p phong vé
quan trong trong cac 16p giai phap dam bao an toan cho hé théng thong tin va mang
theo m6 hinh phong thii ¢6 chiéu sdu (defence in depth). IDS (Intrusion Detection
System) 1a hé thdng phat hién tin cong, xAm nhap va IPS (Intrusion Prevention System)
1a hé thong ngan chin tin cong, xdm nhap. Cac hé thong IDS/IPS c6 thé duoc dat trude
hodc sau tuong ltra trong mo6 hinh mang, tity theo muc dich st dung. Hinh anh trén cung
cap vi tri cac hé thong IDS va IPS trong so d6 mang, trong d6 IDS thuong duoc két ndi
vao bd switch phia sau tuong lira, con IPS duoc ghép vao giita dudng truyén tir cong
mang, phia sau tudng lira. Nhiém vu chinh cta cac hé thong IDS/IPS bao gom:
- Gidm sat luu luong mang hodc cac hanh vi trén mdt hé théng dé nhan dang cac dau
hiéu cia tin cong, xAm nhap;
- Khi phat hién cac hanh vi tan cong, xAm nhap, thi ghi logs cac hanh vi ndy cho phan
tich bo sung sau nay;
- Ngan chan hodc dung cac hanh vi tan cong, xam nhap;
- Gri théng bao cho ngudi quan tri vé cac cac hanh vi tin cong, xam nhap da phat hién
duoc.
Vé co ban IPS va IDS giong nhau vé chirc ning giam sat luu lugng mang hodc cac su
kién trong hé thong. Tuy nhién, IPS thuong dugc dat giita duong truyén thong va co thé
chu dong ngan chan cac tan cong, xam nhdp bi phat hién. Trong khi do, IDS thuong
duge két ndi vao cac bo dinh tuyén, switch, card mang va chi yéu 1am nhiém vu giam
sat va canh bao, khong c6 kha niang chi dong ngan chin tin cong, xAm nhap.
5.3.2. Phan loai
C6 2 phuong phéap phan loai chinh cac hé théng IDS va IPS, gom (1) phan loai theo
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ngudn dit liéu va (2) phan loai theo phwong phap phan tich dit liéu. Theo ngudn dit liéu,
co 2 loai hé théng phat hién xam nhap:

- Hé théng phat hién x4m nhap mang (NIDS - Network-based IDS): NIDS phan tich
luu

lwrong mang dé phat hién tan cong, xAm nhap cho ca mang hoic mot phan mang. Hinh
anh sau biéu dién mot so dd mang, trong do cac NIDS dugc b tri dé giam sat phat hién
xa4m nhp tai cong vao va cho timg phan doan mang.

Se'rj/er Fairﬁ

Firewall NIDS =

P &

LAN —

5d 4

DMZ-Partners

Internet

(Cac NIDS dugc bd tri dé giam sat phat hién xam nhap tai cong vio
va cho tirng phan doan mang)
- Hé thong phat hién xam nhap cho host (HIDS - Host-based IDS): HIDS phan tich cac
su ki¢n xay ra trong h¢ théng/dich vu dé phat hién tan cong, xam nhap cho hé théng do.
Hinh sau minh hoa mét so d6 mang, trong d6 su dung NIDS dé giam sat luu lugng tai
cong mang va HIDS dé giam sat cac host thong qua cac IDS agent. Mot tram quan 1y
(Management station) dugc thiét 1ap dé thu nhap cac thong tin tir cac NIDS va HIDS dé

xur ly va dua ra quyét dinh cuoi cung.
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Firewall Perimeter
DS n Router
Agent '
File
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Web
DMZ Server Host-Based
Solution
! DS

DNS
Server

(Str dung két hop NIDS va HIDS dé giam sat luu heong mang va cdc host)
Theo phuong phap phan tich dir lidu, c6 2 k§ thuat phan tich chinh, gom (1) phét hién
xam nhap dua trén chit ky, hoac phat hién sy lam dung (Signature-based / misuse
intrusion detection) va (2) phat hién xdm nhap dua trén cac bat thuong (Anomaly
intrusion detection). Muc tiép theo trinh bay chi tiét hon vé hai k¥ thuat phat hién nay.
5.3.3. Cac k¥ thuat phat hién xam nhap
* Phat hién xadm nhdp dwa trén chir ky
Phat hién xam nhap dua trén chit ky trudc hét can xay dung co s& dit liéu cac chir ky,
hodc céac dau hiéu cua cac loai tAn cong, xam nhap da biét. Hau hét cac chit ky, dAu hiéu
duoc nhin dang va ma hoa thu cong va dang biéu dién thudng gip 1a cac ludt phat hién
(Detection rule). Budc tiép theo 13 sir dung co s& dir lidu cac chir ky dé giam sat cac
hanh vi cua hé théng, hodc mang, va canh bao néu phat hién chir ky cua tan cong, xam
nhap.
Uu diém 16n nhét cua phat hién xAm nhap dua trén chir ky 13 c6 kha ning phat hién cac
tan cong, xam nhap di biét mot cach hidu qua. Ngoai ra, phuong phap nay cho tdc do
xtt 1y cao, dong thoi yéu ciu tai nguyén tinh toan twong ddi thap. Nho vy, cac hé thong
phat hién xam nhap dya trén chit ky duoc tmg dung rong rai trong thuc té. Tuy nhién,
nhuoc diém chinh ctia phuong phap nay 1a khong c6 kha ning phat hién cac tin cong,
x4m nhap méi, do chir ky ctia chung chua ton tai trong co sd dit liéu céc chit ky. Hon
nita, nd cling doi hoi nhiéu coéng stc xay dung va cdp nhat co so dit liéu chir ky, dau

hi€u cua céac tan cong, xam nhap.
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Host system or R
Y H»  Pre-processing Statistical analysis  |—

network sniffer r
Alert manager /

Signature matching

Response Manager |+

Luu d6 gidm sat phat hién tan céng, xam nhdp dwa trén chiv ky

* Phat hiéen xam nhdp dua trén bat thuong

Phat hién xAm nhap dua trén bat thuong dya trén gia thiét: cac hanh vi tin cong, xam
nhap thuong cé quan hé chat ché voi cac hanh vi bat thuong. Qua trinh xay dyung va
trién khai mot hé thong phat hién xdm nhép dua trén bat thudng gém 2 giai doan: (1)
huan luyén va (2) phat hién. Trong giai doan huan luyén, ho so (profile) cua déi tuong
trong ché d6 1am viéc binh thudng dugc xdy dung. Dé thyuc hién giai doan huin luyén
nay, can giam sat doi tuong trong mot khoang thoi gian da dai dé thu thap duoc day du
dir liéu mé ta cac hanh vi cua dbi twong trong diéu kién binh thuong lam dir liéu huin
luyén. Tiép theo, thuc hién huin luyén dir liéu dé xay dung mé hinh phat hién, hay hod
so ctia ddi twong. Trong giai doan phat hién, thuc hién giam sat hanh vi hién tai cia hé
théng va canh bao néu c6 khac biét rd nét gitra hanh vi hi¢n tai va cac hanh vi luu trong

ho6 so cua doi tuong.
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Thoi gian (g;ﬁy)
(Gid: tri entropy cuia IP nguon cia cdc g6i tin tir heu heong hop phdp - phan gid tri cao, déuva entropy ciia
IP nguon ciia cde g6i tin tir heu heong tén cong DDoS - phén gid tri thép)

Hinh trén biéu dién gia trj entropy ctia IP ngudn ctia cac géi tin theo cira s6 truot tir luu
lwong binh thudng va entropy cua IP ngudn ciia cac goi tin tir luu lwong tin céng DDoS.
C6 thé thiy su khac biét rd nét giita gia tri entropy cia luu lugng binh thuong va luu
luong tan céng va nhu vdy, néu mot ngudng entropy dugc chon phii hop ta hoan toan
o thé phat hién sy xuat hién cua cudc tn cong DDoS dya trén sy thay doi dot bién cua
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gia tri entropy.

Uu diém cua phat hién xam nhap dua trén bat thuong 13 c¢6 tiém nang phat hién cac loai
tan cong, xdm nhap méi ma khong yéu ciu biét trudc thong tin vé chung. Tuy nhién,
phuong phép ndy c6 ty 18 canh bao sai twong ddi cao so v6i phuong phap phat hién dya
trén chit ky. Pidu ndy lam giam kha ning tng dung thuc té ctia phat hién xam nhap dua
trén bat thuong. Ngoai ra, nd ciing tiéu ton nhiéu tai nguyén hé thong cho viéc xiy dyng
hd so dbi twong va phan tich hanh vi hién tai.

5.4. Cac cong cu ra quét phin mém doc hai

Céc cong cu ra quét vi rat va cac phan mém doc hai (Antivirus software) 1 cac phan
mém c6 kha nang ra quét, bao vé hé théng khéi vi rat va cac ph:‘?m mém ddc hai khac
theo thoi gian thuc. Hau hét cac cong cu nay déu cho phép thuc hién 2 ché do quét: quét
dinh ky tirng phan hoic toan bd hé thong cac file va bao vé hé thong theo thoi gian thuc
(Realtime protection). Ching cho phép giam sat tit ca cac thao tac doc/ghi hé thong file
dé phat hién cac phan mém doc hai. Pa sé cong cu ra quét vi rat va cac phan mém doc
hai hoat dong dua trén mot co s& dir li¢u cac mau, hodc chit ky cua cac phén mém doc
hai da biét. Do vay, dé dam bao an toan co s¢ dit lidu nay phai dugc cap nhat thuong

xuyén. Mot sé bo cong cu cho phép quét theo hanh vi hodc heuristics.

& Real-time protection On

@ Virus and spyware definitions:  Up to date

Scan detads
Last scaec Today at 4:50 PM (Quick scan)

Man hinh chinh cua Microsoft Windows Defender

Co thé liét ké mot sb cong cu ra quét vi rat va cac phﬁn mém doc hai thong dung, nhu:

- Microsoft Security Essentials (Windows 7 trd 1€n)
- Microsoft Windows Defender (Windows 8 trd 1€n)
- Semantec Norton Antivirus

- Kaspersky Antivirus

- BitDefender Antivirus

- AVG Antivirus
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- McAfee VirusScan
% TOM TAT CHUONG 5

Trong chuong nay, mot s6 ndi dung chinh duoc gidi thiéu:

- Cong Nghé Bao Mat: Chuong nay gidi thi¢u vé cac cong nghé bao mat nhu tudng
lira, ma hoa, phan mém chdng vi-rat, va phuwong phap phat hién xam nhap. Hoc sinh
s& hiéu cach cac cong nghé nay hoat dong va tai sao chiing quan trong trong bao vé
thong tin.

- Xac Thyc va Ki€m Soat Truy Cép: Chuong nay trinh bay v€ qua trinh xdc thuc nguoi
dung va kiém soat quyén truy cap thong tin. Hoc sinh s& hiéu cach cdu hinh hé théng
dé dam bao chi nguoi dung dugc Gy quyén cé thé truy cip thong tin quan trong.

- Béao Vé Dir Liéu: Chuong nay tap trung vao bao v¢ dir li¢u thong qua viéc thuc hi¢n
cac bién phap nhu sao luu, khoi phuc dir 1iéu, va giam sat dir ligu.

- Trién Khai Bi¢én Phiap Bio Mat: Chuong nay hudng dan cach trlen khai céc bién
phap bao mat trong moi truong thuce té, bao gom xdy dung tudng Itra, ciu hinh ma hoa,
va quan ly quyén truy cap. '

% CAC BAI TAP HE THONG KIEN THUC

1) Néu khai niém tai san an toan thong tin, khai ni¢ém quan 1y an toan thong tin. Néu vai
trd va cac khau can thuc hién cta quan 1y an toan thong tin.

2) Panh gia rui ro an toan thong tin 1a gi? Mo ta van tit cac phuong phap tiép can danh
gia rui ro an toan thong tin.

3) Néu mét sé cong nghé diéu khién truy nhap

4) Tudng lira 13 gi? Co may loai tuong Iira, ké tén.

5) Néu cac ki thuat kiém soat truy nhap

6) Cac han ché tuong lta

7) Néu nhiém vu chinh cta cac hé théng IDS/IPS

8) Néu cac loai hé thong phat hién, xdm nhap

9) Cac ki thuat phat hién xadm nhap mang nao?

10)Liét ké mot s6 cong cu va quét virut va cic phan mém doc hai thong dung.
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